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EXECUTIVE SUMMARY
INTRODUCTION

In November 2022, OpenAI released its frontier Large Language Model (LLM), ChatGPT. Within five days, 
ChatGPT had five million users. Within two months, that number swelled to 100 million monthly active 
users. By August 2025, 700 million users across the globe were using ChatGPT (Mehta 2025). Many of 
those users are students harnessing LLMs for brainstorming, tutoring, creating, and learning; to work 
better and faster; and, crucially, to outsource their thinking.

Since the debut of this most common form of generative artificial intelligence, referred to here as “AI,” the 
education community has been debating its promises and perils. Rather than wait for a decade to conduct 
a postmortem on the failures and opportunities of AI, the Brookings Institution’s Center for Universal 
Education embarked on a yearlong global study–a premortem–on generative AI focused on answering the 
following two research questions:

•	 What are the potential negative risks that generative AI poses to the education of children and youth?
•	 Assuming these potential risks, what can we begin to do now to prevent them while maximizing the 

potential benefits of AI?

This premortem encompassed interviews, focus groups, and consultations with 505 students, teachers, 
parents, education leaders, and technologists across 50 countries. Our findings are based on their 
experiences with AI, a close review of hundreds of studies, and a Delphi panel. Given the emergent nature 
of the field and the need to shed light on how AI is being implemented in education, children’s experiences 
and those of the adults around them are the focal point. We share our insights not as the final word on AI 
and education, but as a first vision of where we are already heading.

GOALS OF THIS REPORT

This report aims to help readers from many fields understand the current landscape of benefits and risks 
of AI in children’s education and help them identify concrete actions they can take to leverage AI for 
transformational educational benefits. Ultimately, the trajectory of AI will be determined not by fatalism 
or passive acceptance, but by the deliberate choices and sustained efforts of all of us working together 
to bend the arc of AI implementation toward educational experiences that help all children flourish 
academically, socially, and civically.

FOUNDATIONAL PREMISES OF THIS REPORT

This report is grounded in three critical premises that shape our findings and recommendations.

First, a core premise of this study is that children’s learning is fueled by social relationships and their 
holistic development (National Scientific Council on the Developing Child 2004). Decades of research 
in developmental science demonstrates that children’s ability to learn—including in formal schooling—is 
shaped by the interconnected growth of their cognitive, social, and emotional capacities. These domains 
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are mutually reinforcing: language and executive-function skills support social interaction; emotional 
regulation influences attention and persistence; social relationships fuel motivation and meaning-making. 
Learning, therefore, cannot be separated from the broader developmental systems in which children grow 
(Bronfenbrenner 1994; Immordino-Yang and Damasio 2007; National Academies of Sciences, Engineering, 
and Medicine et al. 2018). Hence, we have examined here the role of AI on children’s cognitive, social, and 
emotional development both in and out of school, which includes their growing interaction with AI friends.

Second, schools serve multiple, interrelated purposes in children’s lives and in society. While they are 
widely understood as places for academic learning, they are also central spaces for social development, 
personal growth, and learning how to live in a diverse community. In school, children learn to understand 
others’ perspectives, collaborate, negotiate differences, and build the social and emotional skills needed 
to participate in diverse communities. At the same time, schools are environments where children can 
develop capacities that prepare them for future work, meaningful life pathways, and participation in civic 
life. Schools can provide stability, routine, and care; support children’s well-being; and enable parents’ 
labor-force participation (Winthrop and McGivney 2015). Thus, we broadly examine AI in terms of the 
role schools play in academic, developmental, social, civic, and economic roles — all of which are deeply 
intertwined in children’s everyday educational experiences.

Finally, technology has long been heralded as inherently “transforming” education—a means to overcome 
existing constraints in the education system. The prevailing narrative suggests that the very adoption and 
use of technology represent innovation and progress, with the implication that schools and students who 
do not use these tools will suffer academically, vocationally, and personally. This same rhetoric now drives 
the adoption and use of AI in schools (Reich 2025).

However, decades of investment and implementation have demonstrated that technology’s educational 
benefits have been mixed at best (UNESCO 2023). Multiple rigorous cross-national studies have shown 
that education systems investing heavily in technology do not necessarily experience improved teaching 
and learning outcomes (OECD 2015; West 2023). The mobile broadband example illustrates this pattern—
while Internet expansion correlates with economic development, a study of 2.5 million 15-year-olds from 
82 countries suggests that the rollout of 3G coverage from 2000-2018 produced statistically significant 
declines in math, reading, and science scores, as well as students’ social relationships and sense of 
belonging (Jain and Stemper 2024). Rhetoric arguing that technology adoption in and of itself represents 
innovation and progress is not only false but undermines society’s ability to discern how to effectively 
harness AI to advance children’s education (Reich 2025).

Research indicates that technology contributes most effectively to educational improvement when 
embedded within carefully designed and implemented strategies (Hardman et al. 2019). This requires 
several conditions. Tools and platforms must be designed ethically and responsibly, grounded in the 
learning sciences. Schools and families must work in partnership to ensure that children’s AI use 
supports—not harms—their learning and development. AI tools must support human relationships, 
including the teacher-student relationship, using sound pedagogical practices designed to augment, 
rather than substitute student learning. Finally, educators and students must remain aware of both the 
benefits and harms these technologies present. When these conditions align, AI has the potential to 
meaningfully enhance educational outcomes while minimizing risks to learners. This conceptual grounding 
provides valuable guidance for understanding and discussing AI in educational contexts.
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THE CHALLENGE OF ANALYSIS

Analyzing a nascent and dynamic innovation like AI presents distinct challenges. The technology’s rapid 
evolution, its sui generis nature, and the absence of extensive precedents make establishing stable frames 
of reference or accurate predictions of benefits or harms difficult. We are operating within a context 
of scarcity of rigorous and longitudinal research evidence on the effects of AI in education on student 
learning and well-being. None of us, not even AI’s creators, can predict its potential dangers or benefits 
with complete accuracy. While new developments will inevitably render some information in this report 
moot by the time of publication, the data presented here remains acutely relevant for this critical juncture 
in AI’s development. Accepting uncertainty and incorporating it into our reasoning allows us to speak 
wisely about what we observe and to better prepare educational environments for both the opportunities 
and challenges that generative AI brings.

CURRENTLY, THE RISKS OF AI OVERSHADOW THE BENEFITS

Given the trajectory of AI’s implementation and use at this point in time, this report identifies two 
potential outcomes:

Potential outcome 1: AI-enriched learning experiences. In communities with access to AI, well-designed 
AI tools and platforms can offer students a number of learning benefits if deployed as a part of an overall, 
pedagogically sound approach. AI can also expand access to education for students who were previously 
excluded from teaching and learning experiences. In schooling, AI enriches learning when it expands and 
deepens the capabilities of—and interactions between—students, teachers, and content, which are at the 
heart of education. AI tools explicitly designed to support the learning of children and youth, including 
experiences bounded by accurate content and safety guardrails, can foster enriched learning experiences.

Potential outcome 2: AI-diminished learning experiences. In communities with regular access to AI, 
overreliance on these tools and platforms can put children and youth’s fundamental learning capacity 
at risk. These risks can impact students’ capacity to learn, their social and emotional well-being, 
their trusting relationships with teachers and peers, and their safety and privacy. Indiscriminate AI 
implementation also risks exacerbating social divides. In schooling, AI diminishes learning when it restricts 
and weakens the capabilities of—and interactions between—actors in the instructional core, namely 
students, teachers, and content. AI tools designed for the general public, with limited safeguards and a 
risk of inaccurate information, can lead to diminished learning experiences.

Ultimately, we find that at this point in its trajectory, the risks of utilizing AI in education overshadow 
its benefits. This is largely because the risks of AI differ in nature from its benefits—that is, these risks 
undermine children’s foundational development. For example, when trust between students and teachers 
is diminished—a current risk of AI implementation—the benefits of AI-enriched teaching and learning 
materials cannot be fully realized. Understanding the distinction between enriched and diminished 
learning experiences is an important first step toward mitigating AI’s risks and harnessing its benefits in 
education.
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IT’S NOT TOO LATE: RECOMMENDATIONS FOR ACTION

Above all, this report is a call to action. While AI’s potential negative risks and the damages it has already 
caused are daunting, they are fixable. We should neither capitulate to these harms nor focus solely on 
limiting their repercussions.

Instead, as the Section VI exhorts, governments, education funders, technology companies, education 
systems, civil society organizations, educators, families, caregivers, community actors, researchers and 
academics, and students have the agency, the capacity, and the imperative to enable students to harness 
AI’s academic, vocational, and personal benefits while simultaneously shielding them from its potential 
risks and actual harms.

Thus, the final section of this report presents 12 recommendations for multiple stakeholders organized 
around three foundational pillars that together form a comprehensive framework for action. We urge 
all relevant actors to identify at least one recommendation to advance over the next three years.

We urge all relevant actors to identify at least one 
recommendation to advance over the next three years.
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PROSPER: Recommendations under the Prosper pillar focus on transforming teaching and learning 
experiences so that children and youth can thrive in an education system where AI is omnipresent. 
Students can prosper through carefully titrated AI use (knowing when to teach with and without AI, 
using AI only when it enhances rather than replaces student effort and cognitive engagement), high-
quality pedagogical integration (combining AI with evidence-based practices that prioritize deeper 
learning), and collaborative design and research (co-designing tools with educators and communities 
while conducting rigorous research on when and how AI supports learning). These efforts will help 
children and youth develop the capabilities they need to flourish in an AI-driven world.

PREPARE: Recommendations under the Prepare pillar focus on building the knowledge, capacity, and 
structures needed for students, educators, families, and education systems to integrate AI ethically, 
effectively, and humanely. The education community can prepare for a rapidly evolving AI-infused 
world through holistic AI literacy (developing understanding about AI’s capabilities, limitations, and 
implications), robust professional development (equipping educators with knowledge and skills to 
teach with and about AI), and systemic planning and access (establishing clear visions for ethical AI 
use while expanding equitable access). These efforts will ensure that students, educators, families, 
and education systems can navigate the world of AI with confidence and responsibility.

PROTECT: Recommendations under the Protect pillar include developing and implementing safeguards 
on AI for student privacy, safety, emotional well-being, and cognitive and social development. 
Students can be protected through ethical and trustworthy AI design (protections embedded into the 
technology during the design phase), responsible governance (strong regulatory frameworks), and 
adult guidance (modeling healthy technology use at home and in schools). These efforts will help 
ensure that AI enhances learning while keeping children safe, supported, and able to thrive in an 
AI-infused world.
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 AI can...

© Center for Universal Education at the Brookings Institution, 2026.

AI can...DEEPEN equity divides EXPAND access

Support underserved and neurodivergent students Encourage harmful behavior

UNDERMINE cognitive development Identify at-risk students 

ERODE studentsʼ autonomy and agency Enhance assistive technologies

IMPROVE learningReduce reading and writing skills Undermine family bonds

THREATEN safetyUndermine democracy and freedomManipulate emotions

DEGRADE trust in education Put student safety at risk Automate assessment

OPTIMIZE teachersʼ time Expand socioeconomic and regional inequity
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Support student reading Increase surveillance of students

Power Intelligent Tutoring Systems Widen linguistic and cultural gaps

Damage teacher-student relationships Support individualized attention
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 I   INTRODUCTION
A new technology sometimes creates more than it destroys. Sometimes it destroys more than it 
creates. But it is never one-sided. 
— Neil Postman (1990)

What role will artificial intelligence (AI) play in shaping the future of education? Will it transform education, 
or will it generate harms that undercut these gains? As educators contemplate integrating AI into teaching 
and learning, how can they embrace its potential while preserving human agency, deep learning, and 
pedagogical judgment? How can we navigate and manage the unexpected and unintended consequences 
of the relationship between human cognition, institutional imperatives, and AI?

As the above questions imply, generative artificial intelligence (hereafter referred to in this report as “AI”) 
presents opportunities and threats, promising unprecedented innovation—and disruption. This duality 
prompted the Center for Universal Education at the Brookings Institution to examine AI in relation to the 
education of children and youth. This is a distinctly urgent global phenomenon: children—whom we define 
as those under 18—access AI products regardless of national borders. And unlike the use of AI by adult 
professionals, when children use AI, it affects their cognitive and emotional development.
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After OpenAI released ChatGPT, its frontier Large 
Language Model (LLM), in November 2022, 
AI began to shape how children learn on an 
international scale. In crisis-affected communities 
lacking traditional schools, children engage with 
adaptive lessons through messaging platforms or 
AI tutors. Children with speech and communication 
challenges use AI to create digital versions of 
their own voices in order to communicate with 
classmates and teachers. Around the world, 
children interact with robotic teacher assistants and 
use AI-embedded Virtual Reality (VR) to immerse 
students in real-world learning environments 
(Chowdhury 2024; ANI News 2022).

Students’ AI use extends beyond school, blurring 
the lines between entertainment, social connection, 
and academic work. They talk to AI “friends” via 
social media, confide in chatbots for emotional 
support and relationship advice, and outsource 
schoolwork to AI (and then employ AI humanizers to 
disguise their AI-generated homework). For some 
students, AI use is a lifeline to a larger world and a 
fuller sense of self (Franze et al. 2023). For others, 
it represents a dangerous slide toward dependence, 
school withdrawal, social isolation, and, tragically 
at times, self-harm (Common Sense Media 2025a; 
Duffy 2024; Duffy 2025; McLennan 2025).

These examples suggest that concerns about 
AI’s duality and disruptive nature are not 
unfounded. The impacts of new technologies 
are often ecological in scope, affecting not one 
thing but everything, including human behavior 
(Postman 1995). Every technological advantage 
yields corresponding, and often unforeseen, 
disadvantages whose effects are spread unevenly 
(Postman 1995; Kranzberg 1986). Social media 
exemplifies this duality. Its verbal immediacy 
and open, networked structure have fostered 
unprecedented opportunities for human creativity, 
communication, and collaboration (Burns and 
Bodrogini 2011). Yet these same platforms serve as 
vectors for social maladies, scaling misinformation, 
amplifying polarization, and influencing users’ 
mental health (OECD 2021a; Twenge et al. 2021; 

Haidt 2024). Financial incentives to maximize user 
engagement often exacerbate these harms.

As this report will document, the adoption 
and integration of AI tools presents a complex 
landscape of educational benefits and risks, 
disruption, and misalignment that are potentially 
more consequential than those experienced with 
social media. When employed inventively, new 
technologies can be transformative. Adaptive 
AI learning tools can personalize instruction 
and enhance student agency; AI can reduce 
administrative burdens on teachers, freeing 
time for meaningful interaction; automated 
tutoring can increase student motivation and 
support differentiated learning. However, AI 
tools can also prompt overreliance, emotional 
and cognitive dependence, and diminished 
critical thinking. This duality demands that 
policymakers, decisionmakers, and educators 
approach educational technology implementation 
with a sophisticated understanding of both its 
transformative potential and its inherent risks to 
student well-being and learning.

AI stands as a remarkable testament to human 
imagination and innovation; its tools and systems 
embody human values and priorities, promising 
enormous benefits to human beings (PBS: Firing 
Line with Margaret Hoover 2025; Quezzaire 2025). 
Its stakes for education are particularly high 
because AI’s influence will increasingly extend to 
society’s most vulnerable population—our children 
and youth.

This report:  
Its purpose and 
main message

This report is designed to serve as a resource 
for educational leaders, government officials, 
technologists, school administrators, teacher and 
family organizations, student networks, funders, 
and other stakeholders responsible for developing 
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and implementing AI in education. The focus is 
squarely on AI and children and youth’s educational 
experiences, specifically on students attending 
primary and secondary school.

The information presented here represents a 
snapshot of AI experiences during the early stages 
of its adoption, integration, and use in education, 
both inside and outside the classroom. These 
perspectives illuminate both the issues at stake and 
the responses they provoke among practitioners 
navigating this emerging landscape. Given the 
rapidly changing nature of this field, they are by no 
means definitive.

Our research identifies potential outcomes if 
AI deployment continues on its current course. 
Benefits include enriched learning experiences 
through expanded access to education; improving 
teaching and learning through personalized 
instruction; providing multimodal ways of accessing 
lessons; and allowing educators more time 
with students.

Yet, as this report will show, these benefits 
currently pale in comparison to the risks of AI. 
For our study participants, these risks include 
undermining children’s cognitive, social, and 
emotional development; reducing trust between 
students, teachers, and families; threatening 
study privacy; and opening a new AI equity divide. 
We worry that the larger education community 
may miss the forest for the trees: a narrow focus 
on developing effective AI-supported teaching 
approaches could obscure how students’ very 

ability to learn is being undermined by AI overuse, 
inappropriate use, and non-productive use, both 
in and, increasingly, outside the classroom. The 
qualitatively different nature of these risks—which 
undermine the cognitive and social development 
essential for successful teaching and learning—
demands that we establish frameworks to harness 
AI’s transformative potential with safeguards.

All technologies create both hoped-for benefits 
and unanticipated negative consequences, often 
disrupting systems in ways their developers never 
imagined. Recognizing this dynamic allows us 
to invert traditional discussions about AI from 
such passive queries as, “What will AI do to us or 
our future?” to active, agency-driven questions 
like, “What will we do to create the educational 
future we want for our children” and “How will we 
control AI?” This reframing helps us understand 
that AI’s negative outcomes in education are 
not predetermined. As human beings with 
autonomy, we can approach AI use in education 
with intentionality and discernment so that our 
technological future does not resemble our 
technological past.

To successfully bend the arc of AI implementation 
toward improved student learning, we must 
mitigate risks and harness benefits according 
to three “pillars”: prosper, protect, and prepare. 
All three pillars must work in concert to shift AI’s 
course so that all children and youth may access 
an education that helps them flourish as humans 
in a technological world. We can utilize AI’s power 
to help children prosper educationally by using AI 

We worry that the larger education community may miss the forest 
for the trees: A narrow focus on developing effective AI-supported 
teaching approaches could obscure how students’ very ability to 
learn is being undermined by AI overuse, inappropriate use, and 

non-productive use, both in and, increasingly, outside the classroom. 



A New Direction for Students in an AI World: Prosper, Prepare, Protect 19

tools that embed research-proven instructional 
design and learning sciences as part of pedagogies 
that use AI to complement and strengthen, not 
replace, human knowledge, skills, and judgment, 
while avoiding AI deployment when it undermines 
essential developmental processes such as self-
regulation, metacognitive development, or critical 
student-teacher relationships (Cukurova 2024).

We can protect students’ privacy, safety, emotional 
well-being, and cognitive and social development 
by ensuring safe access to ethical and responsible 
AI tools that support strong in-person relationships 
and productive struggle. We can help educators, 
families, and students prepare for AI by building 
the knowledge, capacity, and structures needed 

to integrate AI effectively, while reflecting on 
the ethical implications and creative uses of AI 
and the ways technology shapes our behavior, 
our social interactions, and our relationship with 
knowledge. Ultimately, our hope is that our findings 
and recommendations help shift the course of 
AI’s progression so that all children and youth 
everywhere may access learning that helps them 
develop, grow, and thrive as human beings in an 
AI-infused world.

FIGURE 1

Potential benefits and risks of AI in education

© Center for Universal Education at the Brookings Institution, 2026.
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FIGURE 2

Bending the arc from diminished to enriched AI learning experiences

© Center for Universal Education at the Brookings Institution, 2026.
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labor-force participation (Winthrop et al. 2015). 
Thus, we broadly examine AI in terms of the role 
schools play in academic, developmental, social, 
civic, and economic roles — all of which are deeply 
intertwined in children’s everyday educational 
experiences.

Finally, technology has long been heralded as 
inherently “transforming” education—a means to 
overcome existing constraints in the education 
system. The prevailing narrative suggests that the 
very adoption and use of technology represent 
innovation and progress, with the implication 
that schools and students who do not use these 
tools will suffer academically, vocationally, and 
personally. This same rhetoric now drives the 
adoption and use of AI in schools (Reich 2025).

However, decades of investment and 
implementation have demonstrated that 
technology’s educational benefits have been 
mixed at best (UNESCO 2023). Multiple rigorous 
cross-national studies have shown that education 
systems investing heavily in technology do not 
necessarily experience improved teaching and 
learning outcomes (OECD 2015; West 2023). The 
mobile broadband example illustrates this pattern—
while Internet expansion correlates with economic 
development, a study of 2.5 million 15-year-olds 
from 82 countries suggests that the rollout of 3G 
coverage from 2000-2018 produced statistically 
significant declines in math, reading, and science 
scores, as well as students’ social relationships 
and sense of belonging (Jain and Stemper 2024). 
Rhetoric arguing that technology adoption in and of 
itself represents innovation and progress is not only 
false but undermines society’s ability to discern 
how to effectively harness AI to advance children’s 
education (Reich 2025).

Research indicates that technology contributes 
most effectively to educational improvement 
when embedded within carefully designed and 
implemented strategies (Hardman et al. 2019). This 
requires several conditions. Tools and platforms 
must be designed ethically and responsibly, 
grounded in the learning sciences. Schools and 

Foundational 
premises of 
this report

This report is grounded in three critical premises 
that shape our findings and recommendations.

First, a core premise of this study is that children’s 
learning is fueled by social relationships and their 
holistic development (National Scientific Council on 
the Developing Child 2004). Decades of research in 
developmental science demonstrates that children’s 
ability to learn—including in formal schooling—is 
shaped by the interconnected growth of their 
cognitive, social, and emotional capacities. These 
domains are mutually reinforcing: language and 
executive-function skills support social interaction; 
emotional regulation influences attention and 
persistence; social relationships fuel motivation 
and meaning-making. Learning, therefore, cannot 
be separated from the broader developmental 
systems in which children grow (Bronfenbrenner 
1994; Immordino-Yang and Damasio 2007; National 
Academies of Sciences, Engineering, and Medicine 
et al. 2018). Hence, we have examined here the role 
of AI on children’s cognitive, social, and emotional 
development both in and out of school, which 
includes their growing interaction with AI friends.

Second, schools serve multiple, interrelated 
purposes in children’s lives and in society. While 
they are widely understood as places for academic 
learning, they are also central spaces for social 
development, personal growth, and learning 
how to live in a diverse community. In school, 
children learn to understand others’ perspectives, 
collaborate, negotiate differences, and build the 
social and emotional skills needed to participate 
in diverse communities. At the same time, schools 
are environments where children can develop 
capacities that prepare them for future work, 
meaningful life pathways, and participation in civic 
life. Schools can provide stability, routine, and care; 
support children’s well-being; and enable parents’ 
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families must work in partnership to ensure that 
children’s AI use supports—not harms—their 
learning and development. AI tools must support 
human relationships, including the teacher-student 
relationship, using sound pedagogical practices 
designed to augment, rather than substitute 
student learning. Finally, educators and students 
must remain aware of both the benefits and harms 
these technologies present. When these conditions 
align, AI has the potential to meaningfully enhance 
educational outcomes while minimizing risks to 
learners. This conceptual grounding provides 
valuable guidance for understanding and 
discussing AI in educational contexts.

Our methods:  
A premortem on 
AI and children’s 
education

In September 2024, the Center for Universal 
Education launched the Brookings Global Task 
Force on AI and Education with the goal of 
conducting a premortem on AI and education. A 
premortem anticipates potential failures before 
implementing an innovation. Unlike a postmortem, 
which examines failure after occurrence, the 
“prospective insight” gained from a premortem 
helps to anticipate potential issues with any 
innovation so they can be corrected or mitigated 
before norms of use become entrenched (Burns 
and Winthrop 2024; Mitchell et al. 1989; Veinott 
et al. 2010). Rather than waiting years to discover 
the negative impacts of AI, our goal is to help 
educators, parents, policymakers, technology 
companies, and students themselves identify 
steps they can take now to prevent potential 
negative impacts and support positive outcomes. 
Importantly, a premortem is not an exercise in 
pessimism; we expect AI can enrich students’ 
learning experiences. However, to harness these 
benefits, harms and unintended consequences 

require deliberate anticipation to prevent 
or mitigate.

The two guiding research questions of this 
report are:

•	 What are the potential negative risks that 
generative AI poses to the education of children 
and youth?

•	 Assuming these potential risks, what can 
we begin to do now to prevent them while 
maximizing the potential benefits of AI?

This report focuses primarily on school-aged 
children and youth (defined in this report as 
those under 18) and the ways AI is shaping their 
education. Our student study participants ranged 
from ages 13 to 17. We begin at age 13 since 
this is the threshold at which AI companies, and 
other technology companies, commonly permit 
legal access to AI products. However, as will 
become evident throughout this report, many 
students younger than 13 are already accessing 
these products.

From September 2024 to October 2025, we 
examined AI’s evolving role in education through 
focus groups, interviews, and expert consultations 
with over 500 educators, policymakers, 
technologists, civil society leaders, task force 
steering committee members, educators, students, 
and parents across 50 countries, alongside a 
literature review of over 400 articles and guidance 
from a Delphi panel of 21 experts (See Box 1). Our 
understanding has been enriched by these diverse 
perspectives and throughout the report we refer to 
those participating in interviews, focus groups, and 
consultations as study participants. At the heart of 
our inquiry are the voices of those on the frontlines: 
teachers, students, and parents and caregivers. 
Their ideas and experiences form the foundation of 
this report.

A more detailed explanation of our research, 
including the data frame, data collection 
instruments, and analysis procedures, is available 
in Annex C and on the Brookings website. While 
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a premortem approach cannot provide definitive 
answers to AI’s potential risks and benefits—and 
given the rapidly evolving nature of AI, many 
answers remain unknowable—it is essential that 
we interrogate new technologies even in the face 

of such uncertainty (Harari 2024). A premortem 
approach helps us better understand the range 
of issues we must attend to in order to support all 
children’s learning and development.

BOX 1 

Data sources
Interviews and focus groups: To capture the emerging nature of AI in education, we conducted group 
interviews and focus groups. The perspectives and lived experiences of these key informants form the 
foundation of our findings. Group interview participants included students, educators, and parents and 
caregivers, hereafter referred to as parents. Focus groups included a broad range of key informants 
we call in this report “experts”: university researchers, education leaders, AI education practitioners, 
government officials, members of think tanks and non-governmental organizations, and business and 
community leaders. 

Review of the research on AI in education: Guided by the two research questions, and to better situ-
ate study participants’ experiences within a theoretical context, we conducted an extensive review of 
studies on AI in education published after November 2022. Given the nascent state of this field, the 
rapid pace of AI development, and the scarcity of experimental and longitudinal research, the review 
adopted a pragmatic approach, also incorporating preliminary findings and smaller-scale investigations, 
policy documents, essays, and case studies. We reviewed over 400 articles, using these insights to 
inform our analysis and findings.

Delphi panel: The Delphi approach uses a series of open-ended questions posed to highly knowl-
edgeable experts within a structured consensus-building approach. This makes it particularly useful 
for predicting trends and forming guidance when clear data or field consensus does not yet exist 
(Khodyakov 2023). We convened a Delphi panel of education leaders and AI specialists who analyzed 
and commented on the combined data collected from study participants and the literature review. 
However, unlike the key informants mentioned above, Delphi panelists did not participate in interviews. 
The views and guidance of Delphi panelists are integrated throughout this report. 

Consultations: We conducted consultations with a wide variety of stakeholders in order to inform 
each stage of the research process—getting feedback on the methodology, stress testing data col-
lection instruments, surfacing gaps in preliminary findings, and final data analysis. The participants in 
these consultations ranged from high-level decisionmakers (including those on the task force steer-
ing committee) to funders and practitioners such as ed-tech leaders, nongovernmental organization 
representatives, child development specialists, learning scientists, and technologists.
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common sources for generative AI). Contemporary 
models increasingly incorporate curated, domain-
specific, and proprietary data tailored to specific 
applications, including educational ones.

What is 
generative AI?

AI has a long history, including in education. 
Predictive AI, for example, has long been used in 
intelligent tutoring systems (ITSs) to guide students 
in their formulation of a correct response to a 
test question.

Generative AI, the focus of this report, refers to a 
class of technologies that generate novel outputs 
such as text, images, audio, code, or video in 
response to user prompts. These technologies 
include LLMs, diffusion models, and other neural 
network architectures designed for content 
generation. Generative AI is a form of machine 
learning that creates new content rather than 
simply analyzing or classifying existing data. 
These systems are typically trained on vast 
datasets composed of publicly available digital 
content—words, images, and sounds (see Box 2 for 

BOX 2

Common sources 
for generative AI
•	 Common Crawl (a vast publicly available 

dataset across more than 40 languages)
•	 WebText2 (webpages linked from Reddit 

posts with at least three upvotes)
•	 Books1 and Books2 (collections of online 

books, such as Project Gutenberg’s public 
domain texts and self-published works from 
Book Corpus)

•	 English-language Wikipedia (Rettberg 2022)

Map of study participants’ countries

© Center for Universal Education at the Brookings Institution, 2026.

FIGURE 3
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AI is not a single tool. Rather, within educational 
contexts, it encompasses a diverse and often 
overlapping ecosystem of platforms and 
applications designed for different purposes. They 
range from education-specific AI products used 
directly by students and created by commercial 
technology companies to the incorporation of AI 
into teacher-facing products created by long-
standing education technology companies. AI 
also includes learning products on video game 
platforms and the AI “friends” or “companions” that 
students access through social media platforms. 
Education technology providers are typically 
for-profit companies, reflecting the substantial 
growth in the ed-tech sector (Grand View Research 
2025), although such providers may also include 
universities or governments. In South Korea, 
for example, the Korea Education and Research 
Information Service, a government educational 
organization leading technology development in 
Korean schools, created the AI courseware platform 
used across the nation’s schools (KERIS 2025).

Box 3 broadly categorizes the seven types of 
AI tools that study participants reported using. 
Throughout this report, we will, where data permits, 
make explicit distinctions among the various 
forms of AI under discussion. For example, we will 
endeavor to distinguish between students engaging 
in open-ended unmediated discussion with LLMs 
versus students using creative AI technologies 
like video or image generators or teachers using 
AI-supported adaptive learning programs with 
vetted content. Yet the vast majority of study 
participants report using LLMs (specifically, 
ChatGPT) for education activities; as reported, 
teacher use of AI tools outpaces that of students.

Although AI systems generate responses that often 
appear intelligent and contextually appropriate, 
their outputs result from sophisticated statistical 
pattern-matching rather than genuine knowledge or 
creative reasoning (Kleiman and Gallagher 2024). 
AI systems and human intelligence are completely 
different entities, a distinction that carries profound 
implications for educational practice. While AI is far 
ahead of humans in computations, at the time of 

writing it currently remains less proficient in skills 
like cognitive flexibility and long-term planning in 
novel situations (Cukurova 2024, 471). AI represents 
knowledge stripped of experience and cannot 
replace the wide range of human experiences and 
interactions (Kleiman and Gallagher 2024). As we 
consider bringing AI into learning environments, it is 
important for all those involved in education to keep 
the above facts in mind to ensure that we maintain 
clarity about which uniquely human capacities we 
seek to develop in our students.

Understanding AI is one part of the larger focus 
of this report; equally important is how and where 
children and youth use these tools. We turn now to 
this discussion.
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BOX 3

Types of AI tools and platforms study 
participants commonly report using
•	 Teacher productivity and planning tools: Platforms such as Gradescope, MagicSchool, and Notion.ai 

support teachers’ administrative and instructional workflows. They automate grading and feedback, 
generate standards-aligned lesson and assessment materials, produce differentiated resources, and 
assist with documentation such as individualized education plans and progress reports.

•	 Student-facing adaptive and learning systems: AI-powered platforms like MATHia, Knewton Alta, 
and DreamBox personalize learning by analyzing student responses in real time, adjusting content 
difficulty, identifying misconceptions, and providing targeted feedback to close knowledge gaps.

•	 General-purpose generative AI: LLMs such as ChatGPT, Claude, and Gemini function as versatile 
tools for both teachers and students. These tools are not designed to teach; they are designed to be 
helpful task replacement tools prioritizing efficiency (Quezzaire 2025; Kestin et al. 2025). Teachers 
use them to draft lesson plans, design assessments, and create instructional materials. Students 
employ them for research assistance, writing support, coding help, and conceptual understanding 
across disciplines. LLMs vary in the design features used to encourage extended use and engage-
ment on their platforms.

•	 Companion platforms: Models such as Character.ai and Replika.ai provide users with AI “compan-
ions” or “friends” that simulate sustained conversation or interaction with users. They are designed 
to maximize engagement and extend the time users spend on the platform. 

•	 Specialized academic and domain tools: Subject-specific platforms leverage AI to support mastery 
in particular domains—for example, Duolingo for language acquisition, Photomath for mathematical 
problem solving, and GitHub Copilot for programming and computational tasks.

•	 Institutional and administrative AI systems: These tools and platforms are used by schools or 
ministries for predictive analytics, attendance tracking, or early warning systems, such as Civitas 
Learning, PowerSchool, or PraxiSchool.

•	 AI-enhanced assistive technologies: These tools support accessibility, such as speech-to-text 
(Otter.ai), text-to-speech, or real-time translation, such as Microsoft Translator and Seeing AI.
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  II   CONTEXT:  
Students are increasingly accessing 
AI outside of school, and families 
continue to be on the front lines
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Our students are not regularly accessing AI but our kids are. 
— Steering Committee member

Parents need to be educated too. We don’t know much about this technology, and if our kids are 
using it, we should know what it is. If we know that [AI] is beneficial for children, then by all means 

they should know more about it. But if it causes a loss, we should know about that, too. 
— Parent

A lot of schools, including mine, blocked ChatGPT, but people will go on their phones and use 
Snapchat AI or Meta AI. People use Gemini, they use DeepSeek. Really, there are so many AIs  

that even if a school bans them, people are still going to be able to access it. 
—Student

AI is here to stay. Kids need to explore the positives on how to use it. 
— Parent

Young people in many parts of the globe are 
accessing AI through multiple pathways. For those 
with devices and connectivity, AI may be almost 
impossible to avoid. While pedagogically sound AI 
tools that support children’s learning through vetted 
content are only one of the ways that students 
encounter AI, they are far from the only way. Many 
students engage with AI through school, but as 
many (if not more) may be regularly accessing 
AI outside of school for an increasing range of 
everyday activities. AI is ever more ubiquitous, 
embedded in search results, social media feeds, 
video games, and even toys (Zhou 2025). This 
reality places families, parents, and community 
organizations on the front line alongside teachers 
and school leaders as essential figures helping 
guide students toward effective and ethical AI use.

Any assessment of the potential impacts of AI 
on students’ learning and development must 
also include a holistic analysis of how children 
encounter AI both in and outside of school. Hence, 
any strategy to mitigate AI’s risks and harness its 
benefits needs to include a focus on supporting 
families and community members.

Widespread AI 
use by children 
and youth

As mentioned above, multiple factors, including 
access to connectivity and devices, create variation 
in AI usage by children and youth around the world. 
Recent surveys across North America, Europe, Asia, 
and Latin America show high levels of exposure to 
and use of AI.

Figure 4 below reviews a selection of nationally 
representative surveys conducted in 2024 and 
2025 asking about the AI use of children and youth. 
While the data are not directly comparable, given 
the variation in the surveys in each country, they do 
provide a snapshot of young people’s interaction 
with AI in middle- and high-income countries.
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While children’s use of AI will likely grow, this trend 
tells us little about how they access and use it, a 
topic we will explore next.

The blurred lines of 
children’s AI use

The versatility of commercial general-purpose 
chatbots and the seamless integration of AI across 
multiple digital platforms means the lines between 
education technology, friendship, information 
query, and entertainment are blurring. Students in 
our study report using AI through general purpose 
LLMs, social media, Internet search, video games, 
and education technology, often moving fluidly 
between these platforms.

Young people use the game-based learning hub in 
Roblox, a gaming platform with 111.8 million daily 
active users across 180 countries, to hone their 
numeracy, science, and coding skills (Nordicity 
2025; Roblox 2025a). These games are popular; 
one Science, Technology, Engineering, and 
Mathematics (STEM)-focused game created by 
Sesame Workshop has received 70 million visits 
(Roblox 2025b). Some students strategically upload 
class notes to Google NotebookLM to create flash 
cards to help with test preparation while binge-
watching humorous YouTube videos. Meanwhile, 
others integrate AI into daily routines via social 
media. Snapchat’s My AI chatbot was directly 
integrated into the existing Snapchat app for all 
users in April 2023, immediately distributing AI 
to its nearly 150 million users aged 13–17 globally 
(Dixon 2025; Snapchat 2023; Snapchat 2025). 
Students in our study talked about sending friends 
humorous pictures on Snapchat before turning to 

Children’s AI use around the world

Sources: Ipsos, 2024; Madden et al., 2024; COX Mobile, 2025; Picton et al., 2025; Centre for Evidence and Implementation, 
2025; Denejkina, 2025; Child Welfare League Foundation, 2025; UNICEF-UNESCO, 2025; Joon-hyun, 2025.
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the platform’s AI feature for dating advice—and 
to complete their math homework for them (see 
Figure 5).

In our study, students reported accessing AI 
through a combination of platforms, including 
LLMs, social media platforms, Internet searches, 

AI “friends,” and video games. A nationally 
representative survey of student AI use in the 
United Kingdom (UK) similarly found that young 
people use a mix of platforms, with LLMs like 
ChatGPT and Gemini and social media like 
Snapchat topping the list (Internet Matters 2025).

FIGURE 5

The blurred lines of children’s AI use

© Center for Universal Education at the Brookings Institution, 2026.
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It does appear that many users are using these 
AI tools as part of their educational experience. 
While AI usage data is constantly changing, 
worldwide data on ChatGPT usage in 2025 shows 
a reduction in use during June through August 
when many northern hemisphere schools are out of 
session, indicating heavy student educational use 
(Wilkins 2025).

Families on  
the front lines

In navigating the terrain of children’s multifaceted 
AI use outside of school, families and community 
members find themselves on the front lines. In 
many ways, this adds an extra and unfair burden on 

already overstretched caregivers. But as unfair as 
it is, it doesn’t take away the crucial role that these 
adults play in guiding children and youth to live well 
in an AI world.

One of the main insights from our study was the 
limited awareness parents and caregivers possess 
concerning the range of benefits and risks that AI 
poses to their children’s learning and development. 
Families are busy juggling multiple responsibilities, 
and often parents and caregivers haven’t had 
the opportunity to understand AI and its effects 
on children. Little support is provided in terms of 
programs, outreach, or AI literacy for families and 
community organizations who care for children 
outside of school, yet the majority of families we 
interviewed want this support.

FIGURE 6

ChatGPT usage by month

Source: Wilkins, 2025; OpenRouter, 2025
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Of the parents interviewed for this study, nearly 
all held mixed feelings about AI. On the one hand, 
they want their children to have the exposure 
and necessary skills to successfully participate 
in a workplace where AI will be ubiquitous. Many 
parents also appreciate the academic assistance 
AI can provide, especially when their children are 
stuck with schoolwork and need help. Caregivers 
in Ghana and Nigeria felt that AI was better able 
to explain schoolwork concepts and it helped 
children learn without waiting for adult assistance. 
As one parent explained, AI is helping her child by 
“becoming independent in their learning process…
when they are stuck, they can easily just know 
where to get help from.”

These sentiments are pervasive in our study and 
across research on caregivers generally. For 
some parents in China, AI assists their children 
with learning while parents work and manage the 
needs of daily life. One researcher noted the rise 
in China of “AI babysitting, where parent circles 
share resources on prompting AI to guide learning” 
(Yan and Heting 2025). In the United States (U.S.), 
a 2024 national survey found that 69% of parents 
believed AI chatbots are a valuable tool to help their 
children learn more faster (Impact Research 2024).

Parents in our study also express significant 
concerns about AI’s potential impact on their 
children, concerns that are supported by broader 
research on parental attitudes toward AI (Internet 
Matters Team 2025). The main concerns center 
on the harms of AI vis-à-vis children’s cognitive 
abilities and their emotional well-being because 
of overuse.

As we will explore further, and discuss in the 
recommendations in Section VI, the complex 
interplay between AI benefits and risks on children’s 
learning and development will require that we 
engage families as active partners with teachers 
and schools.

AI is helping my child by “becoming independent in their  
learning process…when they are stuck, they can easily just  

know where to get help from.”
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 III   POTENTIAL OUTCOME 1:  
AI can enrich learning if 
well-designed and anchored in 
sound pedagogy
When ChatGPT burst onto the scene in November 2022, many schools approached its adoption with an 
abundance of caution about its novelty, as well as its impact on student safety and learning. A number 
of education systems and schools initially banned its use (Johnson 2023). Yet within a matter of months, 
bans gave way to cautious experimentation and, in many cases, enthusiastic adoption across multiple 
education systems globally (Lake 2023).

AI has numerous design elements that positively impact its adoption, use, and benefits. Unlike specialized 
technologies that often require expensive licenses or infrastructure, many LLMs remain free, though 
with use restrictions and functionality constraints. Their power rests in their generality; they can produce 
a variety of creative outputs including musical compositions, sonnets, novels, or videos. A range of AI 
powered creativity tools—from vibe coding to video production—provide students and educators with new 
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ways to explore ideas and bring them to life. These 
outputs can be refined and made more specific with 
increasingly targeted user prompts (Burns 2024, 
53). This refinement capability means that even 
schools without access to specialized curriculum 
resources, local multimedia content, or specialized 
staff can adapt AI tools to meet their specific 
instructional needs. Over time, new and varied 
uses of AI that enhance student learning will likely 
emerge as the technology advances, and educators 
become more adept at using it.

AI tools are almost intuitive in their use. Many 
dedicated AI platforms, like ChatGPT, DeepSeek, 
or Khanmigo, involve user prompts instead of 
confusing menus. AI is embedded in common 
technology tools, like Google and Microsoft’s 
productivity suites, allowing users to benefit from 
AI-powered features without needing to learn 
new skills. These characteristics—rapid adoption, 
accessibility, generality, the ability to iteratively 
refine outputs, and ease of use—create the 
foundation for the educational benefits that follow, 
with particular promise for democratizing access to 
powerful learning tools across schools regardless 
of resource levels.

According to study participants, AI offers benefits 
for students and their teachers that fall into two 
distinct, though interrelated, categories. First, for 
teachers, AI functions as a powerful productivity 
tool that replaces routine tasks—lesson planning, 
grading, assessment design, administrative work—
freeing them to focus on high-yield activities such 
as differentiated support, individualized feedback, 
and relationship building. Second, AI offers 
personalized learning benefits directly to students 
through adaptive platforms, writing tools, and 
tutoring programs that tailor instruction to individual 
needs. Thus, as will be discussed in this section, 
AI’s dual capacity—to free teacher time through 
task automation and to provide personalized 
learning tools directly to students—can, in the 
words of one teacher, “democratizes access” 
to individualized learning and support, enabling 
teachers to focus their limited time on students who 
need the most intensive supports.

Benefit 1: AI can 
improve equity 
by addressing 
educational 
resource gaps and 
expanding access 
to education
AI represents the democratization of academic 
assistance. 
— Expert

AI makes learning better for the students. We 
are not exposed to knowledge like in other 
countries. With AI, we can catch up just like 
learners in other countries. 
— Student

One of the most compelling arguments for AI in 
education is its potential to advance educational 
equity through expanding access to educational 
opportunities, especially for students who have 
previously been excluded from formal schooling. 
Technology has a long history of providing 
access to learning for communities lacking quality 
in-person teaching. Interactive Audio Instruction, 
live radio tutoring, and television classes like 
Mexico’s Telesecundaria + program can scale 
learning opportunities; deliver national curriculum 
to learners in remote areas; support community 
volunteer teachers who have little or no training; 
provide targeted instruction to out-of-school 
youth and refugees; and offer some degree of 
standardized educational quality where qualified 
teachers are absent (Burns 2023b, 38–39).

The need for such interventions is urgent. Globally, 
millions of children struggle just to access 
education, including 251 million out-of-school 
children (O’Donnell 2025, UNESCO 2024). Students 
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in resource-limited communities worldwide have 
the most to gain from high-quality education yet are 
often taught by poorly qualified teachers (UNESCO 
Institute for Statistics and Education for All Global 
Monitoring Report 2014; Qin and Bowen 2019; 
UNESCO and International Task Force on Teachers 
for Education 2024). Technology, including AI, can 
help bridge this capacity gap by providing access 
to quality instructional materials where human 
expertise is absent or limited (Wang et al. 2025).

A lack of access to education doesn’t simply mean 
exclusion from learning; it often represents isolation 
from a social and educational community. For 
those outside formal education systems—religious 
and ethnic minorities, internally displaced people, 
and in some regions, girls and young women—
AI can be an academic and emotional lifeline. 
In Afghanistan, where the Taliban has banned 
women from post-primary education, girls and 
women have harnessed the potential of the Internet 
and AI to further their education. The School of 
Leadership Afghanistan has employed AI to digitize 
the Afghan curriculum, create lessons based on 
this curriculum, and disseminate content in Dari, 
Pashto, and English via WhatsApp lessons (Botti-
Lodovico 2025). More poignantly, faced with severe 
restrictions on their physical movements and social 
interactions, many Afghan girls and young women 
are using chatbots for emotional support and 
friendship (Clun 2025).

ADDRESSING CAPACITY CONSTRAINTS

Low-resource education systems struggle with 
fundamental constraints—insufficient funding, lack 
of trained teachers, overcrowded facilities, and 
minimal time or resources for individualized support 
for learners. AI holds promise in addressing many 
of these constraints.

For example, AI technologies can address 
capacity constraints at the individual learner level 
by functioning as an independent, self-directed 
learning tool, potentially more affordable and 
accessible than traditional educational resources. 
Teachers interviewed for this study particularly 
recognize the potential of AI tools like LLMs and 
tutoring programs to benefit struggling learners, 
many of whom come from underresourced 
backgrounds, thereby expanding equitable access 
to educational support that was previously available 
only to those with greater resources (Burns 2021). 
LLMs can translate content into local languages 
while providing ubiquitous access to current 
information and accelerating the development 
of basic skills. Indeed, as one teacher from India 
notes, for students with high degrees of self-
directedness and curiosity, LLMs are “a goldmine.”

At the systemic level, the economic accessibility 
and open-source nature of some AI tools further 
enhance their equity potential for schools. Free AI 
tools can reduce school software expenditures, 
while individual monthly subscription fees for 
more advanced LLMs, though prohibitive for many, 
remain affordable enough that several teachers in 
our study reported pooling resources to share a 
monthly subscription.

Additionally, AI technologies—including chatbots, 
LLMs, ITSs, productivity tools, and adaptive 
applications—can compensate for gaps in teacher 
knowledge while providing crucial scaffolding for 
paraprofessionals, emergency teachers, long-term 
substitutes, and educators teaching outside 
their area of certification. Low-cost AI tools, trial 
versions, and even free LLMs can be particularly 
valuable for critical teacher functions such as 

In Afghanistan, where the Taliban 
has banned women from post-

primary education, girls and 
women have harnessed the 

potential of the Internet and AI 
to further their education. 
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lesson planning and assessment design, helping 
mitigate the impact of teacher absences and poor 
teacher quality by augmenting, not replacing, 
human teaching capacity (Burns 2023b).

Beyond their direct support to students, which will 
be discussed in Benefit 4, personalized AI programs 
also hold considerable promise for strengthening 
teacher capacity itself, addressing the instructional 
limitations that often constrain learning in 
underresourced settings. While research on 
student-facing applications dominates the literature, 
emerging evidence suggests that teacher-facing 
AI tools can compensate for deficiencies in 
content knowledge, provide essential scaffolding 
for para-teachers or unqualified instructors, and 
enhance overall instruction quality (Burns 2023b). 
Additionally, ITSs, grounded in predictive AI, can 
leverage AI to help teachers in low-resource 
contexts interpret and act upon the diagnostic data 
that ITSs provide, suggest instructional strategies, 
and draft follow-up lesson plans. This support 
is particularly valuable for teachers who may 
lack content expertise or pedagogical training, 
particularly in contexts where pre-service teacher 
preparation and ongoing teacher professional 
development remain unavailable or insufficient.

INDIVIDUALIZED ATTENTION IN 
CROWDED CLASSROOMS

The personalization capabilities of AI (discussed 
in greater detail in Benefit 4) represent 
perhaps the most significant opportunity for 
addressing educational inequities, particularly in 
underresourced educational contexts globally. 
Research suggests that personalized learning, 
with and without AI, may help narrow learning 
gaps for marginalized students in the Global South, 
where class sizes are often large, undiagnosed 
learning issues common, and teacher capacity 
for individualized attention scarce. AI-driven 
personalized platforms allow teachers to create 
smaller instructional groupings working on 
differentiated tasks, freeing teachers to concentrate 
on students requiring individualized attention, and 
supporting tailored, developmentally appropriate 

“teaching at the right level” approaches (Major 
and Francis 2020). Thus, personalized learning 
programs may narrow achievement gaps among 
marginalized students through high-dosage tutoring 
at significantly reduced costs, expanding access 
to educational support previously available only to 
those with greater resources (Burns 2021).

CONCLUSION

While AI’s benefits still favorably accrue to those 
with robust infrastructure, there are a number of 
technical innovations that can extend AI’s benefits 
to underserved communities. Box 4 outlines several 
approaches to address these challenges in reach 
and affordability. Though issues around updating, 
handling diverse student queries, and ensuring 
device neutrality remain, such developments can 
potentially make AI access more equitable.
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BOX 4

Possible solutions for expanding 
access to AI in underserved areas
Small language models: Small language models (SLMs) are language models with less computational 
complexity and a smaller amount of training. In contrast to LLMs, they consume less energy and require 
fewer resources, making them less expensive and more accessible for widespread use, particularly 
in low-resource settings (Kumar et al. 2025). SLMs trained on specific content or languages, when 
bundled with technologies students already possess and know how to use, like smartphones and 
messaging apps, could deliver low-cost, high-reach education. SLMs will be discussed in greater 
length under Risk 4.

Open weight models: These are models where the trained model parameters are freely available for 
use and distribution, eliminating subscription fees. DeepSeek, LLaMA and most recently OpenAI, have 
all released open weight models (OpenAI 2025b). Open weights refer to the final parameters—the 
weights and biases—of a trained neural network that determine how the model interprets inputs and 
generates outputs. When AI developers share these parameters, they enable others to fine-tune, 
adapt, or deploy the model for their own projects, though the weights themselves do not include the 
underlying training code or datasets (Open Source Initiative 2025).

These open-weight models can run on devices with 16 gigabytes of memory, operate offline for 
enhanced data privacy, and (in the case of OpenAI) are released under the permissive Apache 2.0 
license, although licensing terms vary across different models (Huckins 2025). Open-weight models 
allow developers, researchers, and educators—especially in low-resource settings—to experiment with 
and build AI tools without needing access to proprietary application programming interfaces (APIs), 
costly cloud service fees, or restrictive licensing agreements—though they do not eliminate all costs.

Offline functionality with device neutral access: Mobile-based AI applications can mitigate local 
infrastructure constraints and reach users despite Internet or cellular network limitations (Stasenko 
et al. 2025). Trained AI models can be loaded onto devices, such as game consoles, “dumb phones,” 
through distribution to schools via Secure Digital cards, USB drives, or single-board computers like 
Raspberry Pi, thus enabling access to AI content—albeit with some degree of degraded functionality—
without Internet connectivity. Platforms such as the World Possible’s Remote Area Community Hotspot 
for Education and Learning and Learning Equality’s Kolibri have established precedents for offline 
solutions in low-connectivity educational contexts (Learning Equality 2025; World Possible 2025).

As an example of the potential solutions above, Llama Filesan—an open-source project that simplifies 
running LLMs on personal computers—enables “local AI.” This is AI that runs on users’ devices, not in 
the cloud. This ensures privacy, offline accessibility, control over data, and (perhaps more importantly) 
reduced dependence on the dominance of “Big Tech” AI companies that provide LLMs (Stasenko et 
al. 2025, 46).



A New Direction for Students in an AI World: Prosper, Prepare, Protect 38

Benefit 2: AI can 
optimize teacher 
time for greater 
focus on students
AI is my favorite colleague. 
— Teacher

Teaching, though often spoken of as a unitary 
activity, actually comprises a series of highly 
discrete tasks—planning, reporting, assessing, 
designing, instructing, and revising—with 
each containing an even more diverse array 
of subtasks. Understanding this complexity is 
essential when examining how AI is transforming 
educational practice.

Teachers report being enthusiastic AI users, 
particularly of LLMs, lesson plan generators, and 
student learning platforms. A separate internal, 
unpublished Brookings’ survey of 303 teachers 
in the U.S. and India revealed varying degrees of 
AI adoption among teachers with Internet access. 
Twenty-seven percent described themselves as 
“beginning to explore” AI, 37% reported “trying a 
few things,” 34% indicated “regularly integrating” 
AI into their practice, 24% reported creating 
specific AI activities, and 17% described training 
or supporting teacher colleagues in AI use. Only 
3% reported non-use of AI. Since teachers could 
select multiple categories, these percentages 
reflect overlapping stages of adoption rather than 
discrete groups.

While these data are preliminary and limited in 
scope, the representation of different groups 
of teachers reporting non-use, exploration, 
experimentation, routine integration, and 
appropriation demonstrates patterns consistent 
with Hord et al.’s (2006) Levels of Use framework, 
which characterizes how teachers progress in 
adopting educational innovations, like AI, from initial 

awareness through mechanical use to integration 
and refinement.

AI AS A PRODUCTIVITY TOOL

At this relatively early stage of AI’s trajectory, 
one of its greatest benefits rests in its power 
as a productivity tool, typically used outside 
of classroom hours to enhance teaching and 
learning outcomes.

Teachers interviewed for this study use AI 
primarily for “task replacement”—automating 
activities traditionally performed by human beings 
(Quezzaire 2025). Analysis of coded data reveals 
that 78% of teacher responses indicated using AI 
primarily for productivity-related activities. This 
includes generating parent emails, grading and 
providing feedback, translating materials, creating 
worksheets, rubrics, quizzes, and lesson plans, 
developing content, tutoring students, creating 
individualized education plans, automating essay 
scoring, and checking work authenticity (Ferman 
et al. 2024). This pattern appears to be AI’s most 
dominant application and is consistent with data 
across multiple studies showing that teachers 
primarily use AI for productivity purposes (Celik et 
al. 2022; Quezzaire 2025; Roy et al. 2024; Deng 
et al. 2025; Code.org et al. 2025; Malek Ash 2025; 
Leiva et al. 2025).

The evidence shows that these productivity gains 
are both significant and measurable. A recent 
study by the Education Endowment Foundation 
demonstrated clear efficiency from the use of AI 
in education. During the summer term of 2024, 
a randomized controlled trial in the UK was 
conducted with 259 science teachers from Year 
7 and Year 8 across 68 schools over a 10-week 
period. Teachers in the intervention group used 
ChatGPT to develop lessons and resources for 
their classes and were provided with an online 
implementation guide. In contrast, teachers in the 
control group were instructed to prepare lessons 
without using any AI tools (Roy et al. 2024).
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The findings demonstrated that teachers using 
ChatGPT for lesson preparation experienced a 
31% reduction in planning time, completing tasks 
in 56.2 minutes compared to 81.5 minutes for 
nonusers and thereby saving an average of 25.3 
minutes per week. Crucially, this efficiency gain 
did not compromise quality, as an expert panel 
could not distinguish between resources created 
with and without ChatGPT assistance (Roy et al. 
2024). These findings align with broader patterns 
observed in American educational contexts. A 
Gallup and Walton Family Foundation survey found 
that U.S. teachers who report using AI tools report 
even greater time savings—an average of 5.9 hours 
weekly, or 6 weeks over a school year of 37.4 
weeks (Malek Ash 2025).

The impact of these productivity gains extends 
beyond individual time savings, suggesting 
meaningful implications for teacher workload and 
sustainable practice in education.

THE AI TEACHING DIVIDEND

Task replacement through AI generates efficiency 
gains that benefit both teachers and students 
(Cambium Learning Group 2024). Teacher 
interviews confirm these findings, with educators 
reporting direct workload reduction as a result of AI 
use for productivity. Most critically, these efficiency 
gains offer a substantial “dividend” that can be 
reallocated and reinvested in more high-yield uses 
of teachers’ time that can directly benefit students 
(Impact Research 2024; Malek Ash 2025).

This optimization (the shift from low-impact to 
high-impact activities) occurs at two levels. First, 
teachers enhance decisionmaking processes 
and workflow, including curriculum sequencing 
for improved knowledge retention, resource 
allocation across programs, and analyzing student 
performance data to identify learning gaps and 
recommend instructional strategies (Celik et al. 
2022). For instance, teachers in Singapore, one of 
our study sites, use AI to manage basic corrections 
like punctuation and capitalization, allowing both 

teachers and students to focus on voice, style, and 
argumentation.

Second, the time saved from non-student-facing 
tasks can be reallocated to prioritizing direct 
engagement and relationship-building through 
progress monitoring, individualized feedback, 
targeted interventions, and personalized instruction 
(Celik et al. 2022). While more research is needed 
on how widespread these practices are and how 
teachers actually use this additional time, teacher 
interviews suggest that this optimization of teacher 
workflow may play a meaningful part in student 
learning outcomes.

SUPPORTING TEACHER RETENTION

While task replacement offers significant benefits 
to individual teachers and students, it also holds 
potential value for the education system itself. This 
systemic impact becomes clear when examining 
the workload crisis facing the teaching profession.

With a few exceptions, educational systems across 
the globe are facing a dramatic teacher shortage. 
The United National Educational, Scientific, and 
Cultural Organization (UNESCO) estimates the 
need for 44 million additional teachers by 2030 
in order to reach Sustainable Development Goal 
4 of providing inclusive, equitable, and quality 
education for all (UNESCO and International Task 
Force on Teachers for Education 2030 2024). 
While numerous discrete and cumulative factors 
drive the global teacher shortage, workload plays a 
critical role. In the U.S., for example, teachers work 
substantially more hours than other professionals, 
averaging 53 hours per week during the school 
year, compared to 46 hours for non-teaching 
professionals and in England teachers average 48 
hours of work per week (Doherty 2020; Steiner et 
al. 2023). Compounding this burden, as much as 
25% of teachers’ work remains uncompensated 
(Steiner et al. 2023).

Evidence suggests that excessive workload is a key 
contributor to teacher attrition (teachers leaving 
the profession for reasons other than retirement) 
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and may in fact constitute “the crucial factor” 
influencing teachers’ decisions to leave teaching 
(Worth et al. 2018). Teachers experiencing burnout 
from the demands of teaching are more likely 
to leave the profession (Steiner et al. 2023). In 
England, “unmanageable workload”—marking, data 
collection, inspection requirements, paperwork, and 
frequent curriculum changes—represents the most 
frequently cited reason teachers give for leaving 
(Duff 2018).

Teacher attrition extends far beyond individual 
career decisions to threaten overall educational 
quality, particularly for learners most in need of 
high-quality educational interventions—those in 
refugee contexts, rural schools, urban schools 
serving children of color who are poor or migrants, 
and learners in the poorest global regions, 
including sub-Saharan Africa and Southwest Asia 
(Akiba et al. 2007; Ring and West 2015; Teacher 
Task Force 2021; United Nations Educational, 
Scientific and Cultural Organization 2022). Attrition 
is also enormously expensive for education 
systems, requiring schools and districts to shift 
financial and human resources away from other 
programs to recruit, hire, and train replacements 
(National Commission on Teaching and America’s 
Future 2007).

The Learning Policy Institute estimates that 
replacing one teacher in a large U.S. district costs 
an average of $25,000 (2024). Thus, a U.S. school 
district with 5,000 teachers and a very conservative 
12% attrition rate faces annual replacement costs 
of approximately $15 million. Given such substantial 
financial implications, support like AI that reduce 
work demands and increase efficiency represent 
critical developments.

CONCLUSION

While these time-saving benefits need to be 
combined with other reforms around pay and 
working conditions, anything that makes teaching 
more “efficient” offers welcome relief. There 
certainly are other innovations, such as reimaging 
the composition of the education workforce, that 

can help address teacher shortages (Ingersoll and 
Audrain 2025). But alongside these, AI’s growing 
capacity to complete educator-related tasks, even 
complex ones, with greater speed and quality holds 
great promise for both teachers and students, 
offering expanded time savings and enhanced 
optimization of the essential human interactions at 
the core of teaching (Fisher 2025). Thus, provided 
that administrators protect this newly gained 
teacher time (see Box 5), the productivity and 
efficiency gains of AI may serve a supporting role 
in overall policies focused on addressing teacher 
workloads to enhance retention.

BOX 5

Time savings 
only occur if 
teacher workloads 
remain steady
The AI teaching dividend described here only 
materializes if education leaders maintain 
teachers’ current workloads. Participants in 
the study expressed concerns that time sav-
ings from using AI could be quickly eroded 
if administrators assigned additional duties. 
Some educators also worried about openly 
sharing the extent of their time savings, fear-
ing that government leaders might view it as 
an opportunity to cut costs, do more with less, 
and significantly increase teacher workloads. 
Ultimately, understanding system dynamics 
is essential when considering potential out-
comes of implementing innovation (Fuller and 
Kim 2022; Sengeh and Winthrop 2022).
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Benefit 3: AI can 
improve student 
learning
AI explains things better. 
— Parent, student, teacher

AI provides a wide range of potential and actual 
benefits to students’ learning and development 
through both direct and indirect pathways. As 
is often the case with new technologies, there 
is a lag between the use of AI and rigorous 
research documenting the accumulated benefits 
on student learning. This reality notwithstanding, 
interviews with study participants suggest that AI 
applications, when implemented in pedagogically 
and developmentally appropriate ways, can 
meaningfully enhance student learning outcomes 
across multiple domains. Research by and with 
education and technology companies also shows 
that embedding AI features—such as interactive 
question-and-answer opportunities—within 
textbooks and other static, text-based teaching 
and learning materials improves student learning 
outcomes across a range of subjects, from biology 
to history (Anderson 2025; LearnLM Team and 
Google 2025; Microsoft 2025a; Pearson 2025). In 
our study, 62% of teacher responses suggest that 
AI can improve student learning by empowering 
students. When asked which elements of learning 
will gain most from AI, 35% of teacher responses 
point to the two domains most traditionally 
associated with education: reading and writing, 
explored below.

SUPPORTING STUDENT READING, 
ESPECIALLY FOR SECOND 
LANGUAGE LEARNERS

Long before the widespread adoption of AI, 
technology-enhanced learning has long provided a 
more engaging and effective approach to reading 
instruction and language instruction compared 
to traditional methods (Burns 2021). Teachers 

interviewed for this study enumerated several 
elements of AI that lead to improved student 
reading comprehension—particularly for those 
learning a second language (L2 learners). Many 
of these advantages directly address the linguistic 
foundations of reading, including vocabulary 
knowledge and syntactic understanding. Examples 
include the capacity of AI to simplify vocabulary, 
modify reading comprehension questions, and 
adjust the Lexile (or reading difficulty) levels of 
texts to match individual learners’ proficiency levels 
appropriately.

However, the benefits of AI also extend to 
important nonlinguistic factors that, while unrelated 
to language per se, remain crucial for reading 
comprehension. Teachers attest to the ability of AI 
to engage students in the reading process, scaffold 
learning strategies, extend reading time as needed, 
utilize text-to-speech features, and create zones 
of privacy and comfort where student reading 
difficulties remain confidential.

While research on AI and reading comprehension 
is scant at present, with studies of varying quality, 
the evidence that does exist supports teacher 
assertions regarding the capacity of AI to enhance 
reading comprehension for L2 learners. A range of 
studies, employing different methodologies, from 
a spectrum of countries (Kuwait, Saudi Arabia, 
India, and the Philippines), student age cohorts, 
and a range of AI tools (ITSs, personalized learning 
platforms, and general-purpose AI platforms) 
corroborate teacher claims (Alazemi 2024; Ali et al. 
2023; Wangdi and Shimray 2025).

For example, a study from Kuwait appears to 
show promising results for AI’s impact on reading 
comprehension and language-learning outcomes. 
Eighty grade 9 female English-language learners 
were selected through convenience sampling 
and divided equally into treatment and control 
groups comprising 40 students each. Researchers 
administered pretests that were conducted to 
assess their initial levels of English-language 
comprehension. The treatment group received 
AI-based instruction through a commercial 
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multimedia platform, Nearpod, while the control 
group received traditional face-to-face instruction. 
Both groups were taught 10 reading passages, and 
post-tests were administered to measure reading 
comprehension progress. While both groups 
exhibited parity in their pretest reading scores, 
the post-test showed a small improvement in the 
intervention group, which scored 17.75 compared 
to 16 for the control group. Statistical analysis 
confirmed that this 1.75-point difference was 
unlikely to have occurred by chance, indicating a 
genuine if modest effect (Alazemi 2024).

The above findings, along with information provided 
through teacher interviews, suggest that AI-based 
personalized reading platforms may be particularly 
effective in improving reading comprehension, 
especially for L2 learners. Much of this success 
appears linked to the ability of AI to match the level 
of reading difficulty to individual student reading 
abilities, analyze vast amounts of data to provide 
targeted insights, feedback, and personalized 
support to students, as well as to engage students 
in more individualized ways (such as asking more 
personalized questions), thus enhancing student 
engagement and motivation. Personalization will be 
discussed in the next benefit.

HELPING STUDENTS WITH 
THE WRITING PROCESS

AI holds significant promise for enhancing writing 
instruction and student outcomes across multiple 
dimensions of the writing process when used to 
amplify student learning rather than shortcut it. 
Interviews with teachers and education experts, 
alongside emerging research, suggest that AI 
technologies can support both teachers and 
students across the entire writing continuum- 
when thoughtfully integrated into pedagogical 
frameworks. This integration requires balancing 
structured writing with more exploratory and 
iterative practices and maintaining equilibrium 
between human guidance and technological 
support (Ferman et al. 2025; Deng et al. 2025; Guo 
and Wang 2024; Dell’Acqua et al. 2023).

The use of AI tools to support student writing offers 
three benefits:

Process-based writing support: When used as 
part of a pedagogical approach that supports 
(not replaces) student writing, AI technologies 
can provide meaningful assistance in the writing 
process. Teachers in our study report that students 
are more motivated to write when using AI as a 
scaffolding tool. This effective and motivational 
support of AI can be particularly valuable for 
students who have writing anxiety, who are weak 
writers, or who have difficulty conceptualizing 
writing topics or formulating written thoughts. It can 
also supplement the traditional writing process in 
schools which often focuses on assigning, rather 
than teaching, writing.

AI can help students in all phases of the writing 
process. During the ideation and conceptualization 
phase, teachers report that AI can “spark creativity” 
and help students overcome writer’s block by 
helping them “get unstuck” so they can develop 
arguments and ideas. At the drafting stage, it 
can help with organization, coherence, syntax, 
semantics, and grammar. At the revision stage, AI 
can support the editing and rewriting of ideas as 
well as help with the mechanics of writing, including 
punctuation, capitalization, and grammar.

Feedback: In Visible Learning, his groundbreaking 
meta-analysis of over 50,000 education studies, 
John Hattie highlighted the profound impact of 
feedback on student learning outcomes, ranking it 
among the most powerful educational interventions 
in terms of average effect size (2010). Feedback 
plays a particularly important role in supporting 
students’ writing revision skills because it operates 
on both an academic and an affective level, 
helping students advance their writing skills while 
cultivating the confidence needed to complete 
writing tasks (Graham 2019; Meyer et al. 2024). 
Yet high-quality feedback is time consuming, and 
teachers can only support and guide a certain 
number of students at any one time. To counter 
this constraint, teachers are increasingly using 
technologies like LLMs, as well Automated Written 
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Evaluation (AWE) systems, such as Grammarly, to 
automate assessment and feedback. AWE systems 
typically comprise two essential components: a 
scoring engine that produces automatic scores, and 
a feedback engine that delivers Automated Written 
Corrective Feedback.

There is growing evidence that this array of AI tools 
can be used to identify individual writing needs 
and provide meaningful, personalized feedback to 
improve both the process and product of writing. 
Meyer et al. (2024) randomly assigned 200 
German secondary school students to receive LLM 
feedback after writing an essay draft in English (the 
treatment group) while 250 students received no 
LLM feedback on their essay (the control group). 
Those receiving LLM feedback experienced very 
modest statistically significant improvements in 
text revision (d = 0.19). However, more notable 
benefits occurred in how students felt about 
writing (motivation and emotions) with medium 
improvements in task motivation (d = 0.36), and 
positive emotions (d = 0.34).

Though these impacts are quite modest, the 
researchers advocate for the use of AI to create 
feedback opportunities for students that would 
be otherwise unavailable given teacher workload: 
“Even if the beneficial effect of one single LLM-
generated feedback session is relatively small 
for revision performance, the effects of further 
feedback could cumulate for students because the 
automation allows for multiple feedback cycles and 
opportunities for practice” (Meyer et al. 2024, 7).

While AI demonstrates strengths in writing support, 
research also emphasizes the complementary 
nature of AI and human feedback. The University 
of California at Davis’s curricular intervention, 
Peer & AI Review + Reflection (PAIRR), blends 
both AI and human feedback to support students 
during the writing process, following up with 
critical reflection on the process and its impact 
on their learning (University of California at Davis 
2025). One study of 400 feedback instances 
for the same essays (200 pieces of human-
generated formative feedback and 200 pieces 

of AI-generated formative feedback) found that 
human raters provided superior feedback in terms 
of clarity, accuracy, supportive tone, and emphasis 
on critical improvement areas, while AI feedback 
excelled in delivering criteria-based evaluations 
(Steiss et al. 2024). This research suggests that 
optimal writing instruction may benefit from 
hybrid vigor, leveraging and integrating both AI 
and human feedback with AI (in formative early 
drafts or instances where a well-trained teacher 
is unavailable) but relying on human teachers for 
more advanced stages of the writing process.

Improved writing outcomes: A number of 
quantitative studies (Meyer et al. 2024; Guo 
and Wang 2024) and qualitative ones (Meniado 
et al. 2024; Wang 2025) point to the role of AI, 
when used as “an active collaborator,” to create 
demonstrable improvements in student writing 
(Meniado et al. 2024, 7). As with AI tools for 
reading, these benefits are especially pronounced 
for L2 learners and involve the production of 
coherent texts with clear ideas, improved writing 
flow, and discourse maturity that approaches 
native-speaker-like quality, with significantly higher 
indexes of lexical diversity reflected in both ideation 
and sentence fluency. AI does this by accelerating 
the writing process, easing cognitive load, fostering 
new learning opportunities, providing immediate 
feedback, and promoting positive feelings about 
writing (Wang 2025).

While AI for writing studies examined in this study 
focuses on LLMs, AI-based writing tools have 
become increasingly popular writing supports. 
Kaliisa et al.’s (2025) meta-analysis combined 
findings from 41 separate studies involving nearly 
5,000 secondary and post-secondary students 
to examine the effectiveness of AI feedback on 
student writing. The research determined that 
students who received AI feedback learned 
just as much as those who received traditional 
teacher feedback, suggesting that AI feedback is 
essentially equivalent to human feedback in terms 
of measurable learning outcomes. Rather than 
advocating for one approach over the other, the 
researchers recommend that educators use both 
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strategically. This hybrid model leverages what AI 
does well—providing quick, consistent feedback at 
scale—while preserving what human teachers do 
best—offering empathetic, nuanced, and deeply 
contextual responses.

An important caveat in terms of examining the 
effects of AI to help student writers focuses on the 
type of AI used. Many studies examining AI tools in 
education conflate fundamentally different types 
of AI systems, such as rule-based approaches, 
machine learning models, and generative AI. 
This conflation is problematic because these 
technologies operate on distinct principles and 
offer qualitatively different capabilities.1 Treating 
these diverse technologies as equivalent when 
evaluating their educational impact obscures 
important distinctions in how they function and 
what they can reasonably accomplish in supporting 
student learning.

CONCLUSION

Given the prevalence of reading and writing 
difficulties among students, especially L2 learners, 
the above research findings hold important 
implications for teachers seeking to enhance 
students’ reading skills. The unique linguistic 
capabilities of AI tools such as LLMs can extend 
support for struggling readers and writers who 
require help in decoding, comprehending, and 
communicating in the conventions and syntax of a 
non-native language (Marzuki et al. 2023).

Helping struggling readers and writers is often a 
major focus of education systems everywhere. 
Many schools invest heavily in specialized literacy 
intervention programs, additional textbooks, outside 
specialists, and remedial software. Reading and 
writing assistance is often highly labor intensive. 
Though far more research is needed, AI tools may 
potentially reduce the intensive one-on-one human 
support traditionally required for struggling readers 
and writers, particularly L2 learners or those 
with disabilities, and might serve as an integral 
element of structured literacy interventions. From 
a human resource and financial perspective, these 

developments could alleviate financial and human 
resource shortages in education systems struggling 
with both.

Benefit 4: AI can 
tailor learning to 
each student’s 
needs

Education is often maligned for its “one size fits 
all approach” to teaching and learning. For study 
participants, AI is changing that paradigm through 
two primary mechanisms: personalized learning 
programs and ITSs, which they rank as an important 
benefit of AI.

PERSONALIZED LEARNING PROGRAMS

Personalized learning tailors instruction to each 
student’s strengths, needs, and interests while 
providing choice, voice, and flexibility in reaching 
learning outcomes (Slocum 2016). Although 
personalization doesn’t require technology, the 
logistical burdens of addressing every student’s 
unique needs means that teachers increasingly 
employ technology, such as AI-powered platforms 
using LLMs or chatbots to adapt curricula, 
pacing, and learning environments to individual 
student profiles.

Teachers in the U.S., Nigeria, India, Singapore, 
and South Korea interviewed for this study report 
leveraging AI primarily for strategic adaptations 
of materials, instruction, and assessments; the 
tools provide immediate, responsive feedback. 
These practitioner observations align with research 
demonstrating that AI technologies facilitate 
adaptive pacing by responding to individual 
trajectories, enable continuous assessment with 
real-time adjustments, enhance engagement 
through dynamic experiences, and expand 
opportunities for student questioning (Niemi et al. 
2023; Ferman et al. 2021).
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Survey data from Cambium Learning Group (2024) 
confirms this trend: 56% of U.S. teachers currently 
leverage AI for personalized experiences, 52% 
employ these tools for real-time performance 
tracking and feedback, and 50% use AI-powered 
platforms specifically for developing critical thinking 
skills, suggesting that personalization extends 
beyond basic remediation to encompass higher-
order cognitive development.

As discussed in Benefit 1, personalized learning 
can meet diverse learning needs of large student 
populations with constrained educational resources 
while offering high-dosage tutoring at low costs 
(Burns 2021, 37). Personalized systems do this by 
providing just-in-time feedback, recommendations, 
explanations, and examples, thereby improving 
students’ conceptual development (Ng et al. 
2024, 1333).

Major, Francis, and Tsapali’s 2021 meta-analysis of 
16 randomized controlled trials across five low- to 
middle-income countries involving 53,029 learners 
aged 6–15 years found that technology-supported 
personalized learning had a statistically significant 
positive effect size of 0.18 on learning outcomes 
(p = 0.001).

Critically, their meta-regression revealed that 
adaptive approaches, which adjust to learners’ 
levels, produced significantly greater impact (an 
effect size of 0.35, considered moderate to strong) 
than those only linking to learners’ interests or 
providing personalized feedback and assessment 
(Major et al. 2021, 1935). This demonstrates that 
adaptive personalization—where instructional 
content, pacing, or difficulty dynamically adjusts 
based on current knowledge level or ability—
produces substantially stronger learning outcomes 
than other forms of personalization.

INTELLIGENT TUTORING SYSTEMS: 
EVOLUTION AND EVIDENCE

In the 1980s, Benjamin Bloom identified education’s 
“2 sigma problem”—namely, that students receiving 
one-to-one tutoring scored two standard deviations 

higher than those without tutoring. The “problem” 
was making such intensive support scalable and 
economically feasible (Bloom 1984). Over the 
past several decades, technology, in the form of 
computer-based and online tutoring, has been 
harnessed to provide a scalable, cost-effective 
alternative to in-person tutoring.

ITSs represent the most common AI educational 
applications, with millions of users worldwide 
(Burns 2021). These systems have evolved from 
early rule-based expert systems using predictive 
algorithms and knowledge tracing to sophisticated 
platforms incorporating AI for natural dialogue, 
dynamic problem generation, and affective data 
analysis (du Boulay 2016; Buckley et al. 2021). 
ITSs typically employ cognitive models grounded 
in learning science theory, using techniques like 
model tracing or constraint-based modeling to 
diagnose student knowledge states and provide 
targeted instructional interventions.

Research consistently demonstrates their 
effectiveness. Kulik and Fletcher’s (2016) meta-
review of 50 studies concluded ITSs can “match 
the success” of human tutoring, while Nickow 
et al. (2020) found an average effect size of 
0.37 standard deviations across 96 randomized 
controlled trials—equivalent to moving students 
from the 50th to 65th percentile. Benefits prove 
strongest in foundational subjects and are 
particularly helpful for traditionally underserved 
populations, including learners with disabilities 
(Kasneci et al. 2023).

While recent ITSs have begun incorporating 
machine learning methods—including neural 
networks and natural language processing—to 
improve student dialogue and predict learning 
trajectories, most deployed systems with 
established research evidence still depend on 
structured, rule-based cognitive architectures from 
the 1980s and 1990s (García-Méndez 2025). The 
introduction of LLMs marks a significant new phase 
in computer-based tutoring, expanding possibilities 
for flexible conversations and content generation. 
Granted, research supporting large-scale, 



A New Direction for Students in an AI World: Prosper, Prepare, Protect 46

classroom-tested implementations of AI tutoring 
programs remains limited, lagging behind traditional 
ITSs that have demonstrated effectiveness through 
decades of rigorous evaluation (Nye et al. 2023, 2; 
Jiang et al. 2025). However, three recent studies 
offer early evidence of the considerable promise 
that AI-enhanced tutoring systems may hold.

In the first, researchers conducted a randomized 
controlled trial with 194 undergraduate physics 
students at Harvard University, comparing learning 
outcomes and student perceptions between an 
AI tutor and active learning classroom instruction 
(Kestin et al. 2025). Both instructional approaches 
were designed using identical pedagogical best 
practices. Students alternated between conditions 
across two weekly lessons on surface tension 
and fluid flow, completing pre- and post-tests 
to measure content mastery alongside surveys 
assessing their learning experience.

Students using the AI tutor demonstrated 
significantly higher learning gains in less time than 
those in active learning classrooms. The AI group 
achieved a median post-test score of 4.5 compared 
to 3.5 for the classroom group—representing 
more than double the learning gains relative to 
the combined pre-test baseline of 2.75. Students 
also reported feeling more engaged and motivated 
when working with the AI tutor. The authors 
conclude that students interacting with the AI tutor 
at home “learn significantly more than when they 
engage with the same content during an in-class 
active learning lesson, while spending less time 
on task,” suggesting substantial potential for AI 
tutors in authentic educational settings (Kestin et 
al. 2025, 4).

The second study, a 2024 World Bank trial in 
Nigeria found that Microsoft Copilot (generative 
pre-trained transform, version 4 [GPT-4]) improved 
first-year secondary students’ English skills by 
0.23 standard deviations and digital literacy by 0.31 
standard deviations—learning gains equivalent to 
1.5 to 2 years of regular schooling in just six weeks. 
Researchers noted that the program succeeded 
because it complemented the efforts of teachers 

rather than replacing them (Di Simone et al. 2025). 
Finally, Stanford’s Tutor CoPilot, which provides 
AI-guided support to human tutors, increased 
student mastery rates by 4 percentage points 
overall and 9 percentage points for students with 
lower-rated human tutors (Wang et al. 2025). At 
a cost of only $20 per tutor annually, this may 
represent an important step in solving Bloom’s 
Sigma 2 problem.

CONCLUSION: THE IMPORTANCE 
OF “HYBRID VIGOR”

Despite promising outcomes, AI-powered 
personalization raises substantial concerns among 
our study participants. The primary apprehension 
centers on equity: personalization may also function 
as sophisticated tracking, placing students on 
limited pathways where basic skills are reinforced 
to the detriment of more important competencies. 
AI’s predictive analytics risk creating self-fulfilling 
prophecies, whereby algorithmic predictions based 
on early performance or demographic factors 
shape educational opportunities in ways that 
confirm biases. Several Delphi panelists expressed 
worry that the poorest education systems will 
employ AI to teach students while students in 
wealthy education systems will be taught by AI—
and human teachers.

Design limitations compound these worries. 
Because of ease of design, many AI-driven tools 
employ outdated theories of learning, such as 
behaviorism, thus limiting both what and how 
students learn (Chen et al. 2025; Bali 2024). While 
AI can produce vast quantities of materials leveled 
to a student’s learning ability, it often lacks the 
nuanced judgment needed for complex tasks like 
teaching reading comprehension or writing—where, 
in the words of one teacher, “human insight is 
irreplaceable.”

The real danger lies in using tutoring and 
personalization systems for substitution versus 
supplementation. When systems position 
learners as isolated individuals interacting with 
platforms, they automate rather than augment 
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learning, eliminating the embodied experiences 
and relationships so critical to human learning 
(Cukurova 2024). AI cannot discern whether 
student slowness indicates deep thinking, peer 
collaboration, fatigue, or disengagement—a 
contextual understanding that good educators 
develop through daily interaction.

Furthermore, the relational and affective dimensions 
crucial to genuine personalization—formative 
feedback, motivational scaffolding, shared goal 
setting—remain beyond algorithmic capability. 
Students derive motivation from interpersonal 
connections; if teachers become sidelined in favor 
of AI tools, in the words of one Delphi panelist, 
students may feel devalued as “algorithmic data 
points rather than individuals whom teachers 
genuinely care about.”

The evidence suggests AI-based personalization 
and tutoring work most effectively through 
human-AI collaboration. One teacher explains what 
this looks like in practice: “The students come back 
to me in the small group rotation. The personalized 
platform has helped them with capitalization, 
punctuation, and grammar. Now I can help them 
extend their thinking further.”

This “hybrid vigor” ensures that technology 
augments, rather than replaces, the human 
dimensions of meaningful learning. At its best, 
AI-powered personalization helps each student 
feel their learning is meaningful while providing 
teachers with feedback on student progress to 
enable tailored instruction. The most sophisticated 
AI-powered methods require a strong teacher-
student dialogue to succeed, maintaining the 
relational foundation essential to education while 
leveraging technology’s capacity for scale and 
individualization.

Benefit 5: AI can 
extend learning 
to neurodivergent 
students and 
students with 
disabilities

Education systems often struggle to meet the 
unique needs and strengths of all students. 
When schools are not accessible and inclusive, 
participation and learning become especially 
challenging for students with disabilities and 
neurodivergent learners. Children with disabilities 
are nearly 50% more likely to have never attended 
school. Of the 240 million children with disabilities 
worldwide, more than 90% in low- and middle-
income countries lack access to the assistive 
technology they need (United Nations Sustainable 
Development Group 2024). Since most schools are 
designed for neurotypical children, neurodivergent 
students—such as those with dyslexia, attention 
deficit hyperactivity disorder, and autism—are often 
left out (Teach Access 2025).

AI can help education systems better support 
children with special needs by expanding the 
capacity and availability of assistive technology. 
Globally, more than 2.5 billion people, including 
both adults and children, need assistive devices 
such as wheelchairs, hearing aids, or apps that 
support communication and cognition. Yet nearly 
one billion lack access, particularly in low- and 
middle-income countries where availability meets 
as little as 3% of need (World Health Organization 
and UNICEF 2022). As we examine next, AI offers 
promising solutions to address this accessibility 
gap through applications ranging from adaptive 
assessments to innovative delivery mechanisms.
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SUPPORTING NEURODIVERGENT 
STUDENTS

Since the development of the first chatbot—ELIZA—
at the Massachusetts Institute of Technology 
(MIT) in the 1960s, advances in machine learning 
and natural language processing have produced 
increasingly sophisticated conversational 
agents. Social chatbots or artificial companions, 
including companion and emotional chatbots, 
which will be discussed in Section IV, engage in 
empathetic conversations with humans, deliberately 
incorporating anthropomorphic features to 
promote the development of social skills. These 
design elements strategically cultivate emotional 
connections between users and technology, 
creating more intuitive and emotionally resonant 
interactions (Chaturvedi et al. 2023).

Interviews with teachers and research data 
suggest these applications particularly appeal to 
individuals with autism spectrum disorder (ASD). 
Youth with ASD often experience significantly more 
social difficulties and maintain fewer friendships 
compared to typically-developed peers. Learners 
with ASD may gravitate toward online chatbots 
because they simulate real-life communication 
scenarios, providing a safe space for rehearsing 
interactions without risks of judgment or rejection 
(Franze et al. 2023; Ali et al. 2023; Zhao et al. 
2025). One teacher in England illustrates these 
findings with an example from her classroom:

I’ve got a lot of neurodivergent children. 
And they struggle with timing, pacing, 
and particularly structure. Once they’ve 
been shown like, okay, if you use these 
prompts, you can get an AI to help you plan 
or structure something, they find that very 
helpful. And they like the fact that they can 
ask as many questions as they want.

Technology can also be helpful in supporting 
students with dyslexia. Approximately 15–20% of 
the global population has dyslexia and it is often 
underdiagnosed (International Dyslexia Association, 
n.d.). Without relevant support, students 

with dyslexia struggle to learn in text-heavy 
environments like schools because they struggle 
with things such as spelling, letter order confusion, 
slow reading, handwriting, and phonological 
processing (Kuerban et al. 2025).

For example, Let AI Read First (LARF) is an 
AI-annotated text approach designed to enhance 
reading abilities of individuals with dyslexia. The 
system uses preset prompts to guide GPT-4 in 
processing original text and incorporating HTML 
tags to manipulate text display through bolding, 
highlighting, italics, font color changes, and size 
adjustments, while textual content remains entirely 
unchanged.

Zhao et al. (2025) conducted a between-subjects 
experiment with 150 participants who self-reported 
having dyslexia or suspected undiagnosed dyslexia, 
all with English as their mother tongue. Participants 
were randomly assigned to three conditions: 
Control (unmodified text), Conventional (Bionic 
Reading, which bolds the first few characters of 
words), and LARF (GPT-4 annotated text). They 
were assessed on reading functions including 
comprehension, accuracy, and retrieval. LARF 
was helpful for participants with severe dyslexia, 
with improvements in reading performance such 
as retrieval, recall and comprehension being more 
pronounced in those experiencing more significant 
challenges.

Other approaches integrate augmented reality (AR) 
and AI. ReadSmart, for example, is an application 
that captures text from real-world environments 
using AR devices, processes text using optical 
character recognition (OCR), summarizes and 
generates educational content with AI, and displays 
this content in an interactive AR environment 
(Kuerban et al. 2025, 164). AR is a semi-immersive 
interface that allows a combination of real-
world elements captured through a camera with 
multimedia elements such as text, images, and 
video (Burns 2023b).

Researchers examined how AR and AI could be 
integrated to design an educational system that 
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effectively supports students with dyslexia. They 
subjected the platform to extensive performance 
testing across 100 trials. User testing via surveys 
included 45 professors/teachers and 258 students 
in the first iteration, and 40 participants including 
4 professors/teachers, 25 students, and 13 
professionals in the second iteration. The platform 
received an overall satisfaction rating of 3.9 out of 
5, with particularly positive reception for text-to-
speech and OCR accuracy (Kuerban et al. 2025).

Both examples point to broader implications for 
integrating AI with assistive technologies to create 
multimodal learning environments that address the 
specific challenges faced by students with dyslexia.

SUPPORTING STUDENTS 
WITH DISABILITIES

Many learners with disabilities rely on assistive 
technologies—hardware, software, digital 
content, apps, and peripherals modified to assist 
individuals with disabilities. Different assistive 
technologies serve various support functions: 
adapted trackballs and alternate keyboards help 
students with motor impairments; screen readers 
like JAWS (Job Access With Speech), digital talking 
books, and voice-to-text software assist visually 
impaired students; communication apps, speech 
synthesizers, and sign-language resources help 
students unable to use verbal speech.

Most powerful perhaps may be the use of AI 
for those with speech impairments. The human 
voice has often been referenced as our “acoustic 
fingerprint”—a unique human identifier (Costello 
2000). Advances in AI combined with innovative 
assistive technologies can help both children and 
adult learners reclaim or preserve their voices.

For many adults living with conditions such as 
aphasia, ALS or laryngeal cancer, voice-cloning 
technologies can create synthetic replicas of 
their original voice, increasingly in ways that are 
indistinguishable from natural voices. Voice-
banking techniques—where a user records their 
voice in advance for subsequent use—can create 

personalized synthetic voices that can be used with 
communication devices (John Costello, personal 
communication, November 12, 2025).

For children with speech impairments, voice-bank-
ing and emerging synthetic-voice systems can 
provide a personalized synthetic voice that pre-
serves elements of the child’s vocal character. They 
can be used with Augmentative and Alternative 
Communication (AAC) devices as children grow and 
their needs evolve (though the banked or synthe-
sized voice cannot be aged as the child matures). 
AAC is another major recipient of AI-enhanced 
access. Some communication apps now integrate 
AI features such as predictive text to reduce key-
strokes, or speech-recognition modules tailored 
to non-standard speech patterns arising from 
motor-speech disorders, thereby helping users who 
cannot speak verbally to communicate through 
synthesized voice output (Teach Access 2025).

Beyond voice restoration and AAC, AI-powered 
tools are broadening communication access in 
multiple ways: advanced text-to-speech and 
speech-to-text systems with predictive typing are 
aiding written communication; voice assistants 
support visually-impaired learners in navigating 
digital libraries; augmented-reality apps are in 
development to translate printed text into sign-
language for deaf students; and speech-enabled, 
socially assistive robots are being piloted to provide 
structured interaction opportunities for learners 
with ASD (Miao et al. 2021, Burns 2021).

CONCLUSION

Finally, and critically, for instructional designers 
creating accessible online learning experiences, AI 
provides substantial support: generating alternative 
text for images, performing automated accessibility 
auditing using readability metrics, automating 
contrast checking for colorblind learners, verifying 
appropriate fonts for visually impaired students, 
and generating closed captions for video content. 
One small field experiment found that when novice 
designers alternated between using AI assistance 
and working independently, AI-assisted lessons 
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received significantly higher quality scores on 
half the assignments and never scored lower on 
average, suggesting AI’s potential to elevate both 
accessibility and overall quality of online course 
design (Moore et al. 2025).

Benefit 6:  
AI can advance 
assessment
AI can support the analysis of multimodal 
portfolios, texts, audio, video, images, and 
offer insights that help teachers provide more 
meaningful feedback. 
— Delphi panelist

We can use [virtual reality] and AI to assess the 
capacity to do, which is ultimately more helpful 
and valuable in the working world...aviation 
has been doing [this] for decades in flight 
simulations. 
— Delphi panelist

And not only did [the AI assessment platform] 
mark [the exam] for her, it then highlighted 
the areas that she needed to work on…From 
a student’s point of view, it’s honing in on her 
learning [and] what she still needs to work on. I 
was kind of blown away with that. 
— Teacher

As the quotations above demonstrate, assessment 
is both critical to and inseparable from teaching 
and learning. AI’s potential to transform assessment 
practices is one of its most significant contributions 
to education. While many teachers interviewed 
for this study shared their struggles with AI 
and assessment around issues of plagiarism 
and cheating—consequently adopting AI-safe 
assessments, such as oral or paper-and-pencil 
exams—other teachers have embraced AI’s 
potential for assessments that are more accurate 
and accessible, as well as capable of tracking a 
wide range of competencies. Three dimensions 

illustrate how AI is potentially transforming 
assessment: automation, effectiveness, and 
expansiveness.

AUTOMATION

For teachers interviewed for this study, AI 
has significantly advanced the automation of 
assessment across multiple dimensions, including 
exam construction, test item generation, automatic 
grading, and the recording and reporting of data 
at scale. This automation addresses a persistent 
challenge that many national assessment systems 
have faced: the difficulty of gathering sufficient 
data to draw reliable conclusions without creating 
undue burdens on teachers, imposing excessive 
costs on education systems, or delaying results that 
learners need in a timely manner (Burns 2023b).

The automation of assessments through AI offers 
three particularly valuable educational benefits. 
First, it lowers the cost differential of testing, 
because automated processes require significantly 
less time to score and store assessment data. 
Second, it enables a quick turnaround of 
assessment information to teachers and students, 
which allows educators to assess student 
performance at a much more granular and detailed 
level than was previously feasible. Third, automated 
systems can provide more reliable scoring and 
valid data interpretation, reducing the variability 
and potential bias that can occur with human 
scoring (Burns 2023b). Together, these capabilities 
represent one of the most significant contributions 
AI makes to education: the ability to reduce manual 
labor so that essential tasks are performed more 
efficiently, at higher volumes, more objectively, 
and at a scale that would be impossible to achieve 
through traditional methods alone.

EFFECTIVENESS AND EXPANSIVENESS

Until AI, technology’s greatest benefit for 
assessment was in terms of efficiency—
automating and scaling the delivery of 
assessment and reducing the labor and cost of 
designing assessments. Arguably, technology 
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did less to address effectiveness, particularly 
good assessment design, which has long been 
challenging for teachers creating their own 
assessments. Developing good assessment 
questions, particularly those that assess not 
simply declarative and procedural knowledge but 
conceptual, higher-level thinking skills, aptitudes, 
and a full range of cognitive and affective skills 
has typically required highly skilled content 
experts, psychometricians, designers, and 
assessment experts.

AI is changing assessment in fundamental ways. 
While AI tools like LLMs and teacher productivity 
platforms can streamline the creation of valid, 
reliable, and transparent assessments, their more 
transformative potential lies in expanding what 
assessment can measure and how. Evidence from 
studies, in addition to discussions with teachers and 
Delphi panelists, suggests that AI enables entirely 
new forms of formative, process-based, multimodal 
assessments that analyze students’ work as they 
progress through learning tasks, tracking a wider 
range of competencies than traditional approaches 
allow (Curriculum Associates 2025). This emerging 
paradigm supports more diverse pedagogical 
approaches and can accomplish this expansion in 
several ways.

First, through its ability to diversify assessment, AI 
makes it possible to administer multiple tests and 
measure student learning in multiple formats—via 
quizzes, discussions, projects, performance-based 
assessment, and e-portfolios—thus assessing 
knowledge and facts as well as higher-level skills, 
such as students’ ability to analyze, synthesize, 
and evaluate ideas, arguments, and information. In 
this way, it becomes possible to assess a student’s 
learning progress as well as their process and 
product (Delphi panelists). The administration 
of multimodal forms of assessment can capture 
a wider range of indicators from multiple data 
sources to assess the strengths and weaknesses 
of each student’s approach (Blikstein and Worsley 
2016; Di Mitri et al. 2018; Chango et al. 2021; 
Delphi panelists). These capabilities enable AI to 
provide personalized feedback, facilitate student 

self-reflection through interactive dashboards, 
illuminate collaboration patterns and socioemotional 
dynamics typically invisible to educators, and offer 
real-time guidance to both students and teachers 
(Deng et al. 2025; Delphi panelists).

Second, adaptive assessment addresses the 
reality that students in any classroom occupy 
different points along the learning trajectory. These 
assessments automatically adjust difficulty based 
on student performance, administering easier 
tasks to those who struggle and more challenging 
ones to those who succeed. Unlike traditional 
assessments that report results against common 
content standards, adaptive assessments measure 
students against a learning continuum, estimating 
where each individual has reached regardless of 
age or grade level (Masters 2021). While adaptive 
assessments have long preceded generative 
AI, AI deepens their utility by selecting the most 
appropriate next question for each student, more 
accurately estimating ability by drawing on diverse 
datasets that handle uncertainty and detect 
anomalies, and providing real-time, actionable 
feedback that helps teachers and learners identify 
strengths, address misconceptions, and plan next 
steps (Ihichr et al. 2024; Cobing 2025).

Next, the natural language processing capabilities 
of AI, particularly LLMs, can enable more flexible, 
ongoing, and interactive assessment methods 
(Delphi panelist). For example, AI makes possible 
the use of longer free-text or audio responses, 
facilitating in-depth assessment of students’ 
knowledge, mental models, and reasoning abilities 
beyond what conventional non-AI assessments 
typically achieve. Teachers can engage students in 
extended question-and-answer sessions where AI 
analyzes responses to identify areas of proficiency 
and focuses on demonstrated knowledge gaps 
or ambiguous understanding. The flexibility 
inherent in AI systems allows for sophisticated 
pattern recognition that can identify, assess, and 
address common student misconceptions through 
detailed analysis of student responses and close 
examination of language use. Thus, the natural 
language processing capabilities of AI may facilitate 
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more responsive and accurate assessments that 
adapt to individual student needs while maintaining 
rigorous evaluation standards (Delphi panelists).

Finally, combined with tools such as VR, AI can 
potentially assess students’ capacity to perform in 
realistic contexts, which may help educators better 
connect students’ knowledge acquisition to their 
knowledge application. Immersive environments, 
in combination with AI, can assess competencies 
ranging from critical thinking and problem-solving 
to communication skills within contextualized 
scenarios (Burns 2023b). They can enable iterative 
practice in, for example, practicing job interviews 
with AI-enabled avatars that respond in real 
time, creating consistently high-quality learning 
experiences previously available only to students 
with access to expert mentors and shifting from 
assessment practices prioritizing precision and 
ranking to complex, project-based assessments 
measuring agency and critical thinking across 
authentic scenarios. This VR-AI integration can 
allow educators to assess not merely what students 
know but what they can actually do in professional 
contexts, moving beyond information transfer 
to practical competency demonstration (Delphi 
panelist).

SUPPORT THROUGH PREDICTION

Beyond classroom assessment, AI’s capacity to 
identify patterns in vast datasets enables early 
identification of students who need support before 
challenges become crises. Researchers from 
NOVA University Lisbon analyzed the academic 
achievement of all 110,627 public secondary 
school students in Portugal in the 2014–2015 
academic year to predict those at risk of failing. 
Researchers compared multiple AI methods (for 
example, random forests, artificial neural networks, 
etc.) against traditional logistic regression, using 
data from the beginning of each academic year 
to predict outcomes at year’s end (Cruz-Jesus et 
al. 2020).

The AI methods demonstrated superior 
performance. Random forests correctly identified 

the 5% of students most likely to fail with the 
highest accuracy (87%), while artificial neural 
networks correctly classified 80% of at-risk 
students compared to 49% for logistic regression. 
Researchers noted that these results “clearly 
demonstrate that AI approaches manifestly 
outperform traditional methods” for identifying 
students at risk of dropping out (Cruz-Jesus et 
al. 2020, 7). However, they cautioned that AI’s 
technical capacity must be balanced against 
pedagogical wisdom, ethical considerations around 
educational equity, and the reality that prediction is 
not destiny.

CONCLUSION

Identifying at-risk students represents only the first 
step—the critical challenges lie in determining how 
to help them.

This is where generative AI, a fundamentally 
different technology from the AI models used in 
the Portugal study, could play a transformative 
role. By synthesizing each student’s risk profile 
with contextual information and evidence-based 
practices, generative AI could translate these 
statistical predictions into actionable interventions: 
personalized support recommendations, 
individualized learning plans, family communication 
materials, and specific resources tailored to each 
student’s circumstances. This integration could 
transform early warning systems from diagnostic 
tools that identify problems into comprehensive 
support frameworks that guide educators 
toward targeted solutions, helping ensure that 
early identification leads to timely, appropriate 
intervention.
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IV   POTENTIAL OUTCOME 2:  
AI can diminish learning if overused 
with no guardrails
As noted, AI’s educational benefits are manifold. For many teachers interviewed, AI’s capacity to save 
time, simplify tasks, and optimize work processes has freed them to provide more individualized student 
support, feedback, and tutoring. They report that AI has reduced bias and increased objectivity in grading, 
enabled the creation of differentiated content based on student interest and reading levels, and helped 
teachers interact more effectively with students who learn in nontraditional ways.

AI, particularly the LLMs most prevalent in the educational contexts examined in this study, is an 
extraordinarily powerful and versatile set of productivity tools that can effortlessly generate diverse 
artifacts and outputs. Yet this very source of AI’s strength also constitutes its greatest risk. This tension 
emerged clearly in research findings. For study participants—experts, teachers, parents and students—the 
risks of AI far outweigh its benefits: 56% of all responses point to AI’s harms versus 44% to its benefits.
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interaction; and academic integrity concerns 
around authenticity and plagiarism. Further, 
AI’s benefits accrue mainly to students in well-
resourced countries or education systems, thus 
exacerbating existing inequities.

The risks result from a combination of internal and 
external factors. Internal factors relate to the design 
of many AI tools and platforms, which encourage 
attachment and prolonged engagement while failing 
to provide cognitive scaffolds, adequate guardrails, 
or age-appropriate protections.

Figure 7 displays the proportion of “harms” or 
“risks” of AI identified by study participants: 
experts, teachers, students and parents.

As Figure 7 illustrates, AI poses risks across 
multiple dimensions. These include developmental 
risks such as undermining students’ cognitive 
development, which includes content-based skills, 
critical thinking, and durable or transversal skills; 
social-emotional risks including dependency, 
isolation, and mental health impacts; privacy and 
data risks involving surveillance and security 
breaches; risks related to misinformation, bias, 
and inaccuracy in AI outputs; relational risks that 
erode student-teacher trust and replace human 

FIGURE 7

Risks identified by study participants

�In this figure: teachers n = 117; experts = 72; students = 68; parents = 41.2

© Center for Universal Education at the Brookings Institution, 2026.
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External factors stem from the context and 
manner in which students use AI. Here the 
potential for harm is most acute when AI is used 
with minimal adult supervision and guidance, 
when AI replaces rather than enhances thinking 
and human interaction, and when students lack 
adequate preparation for productive AI use. 
These circumstances reflect the current reality for 
many students who encounter AI across multiple 
platforms throughout their daily lives—often outside 
school settings and increasingly beyond the reach 
of teachers and parents who might help them 
navigate these tools thoughtfully. Compounding 
these contextual risks are pedagogical approaches 
that encourage AI substitution rather than 
enhancement, issues of student motivation and 
maturity, concerns about academic integrity, and 
the absence of clear guidance and protection 
around appropriate and safe use.

We turn now to a discussion of these risks.

Risk 1: AI can 
undermine 
students’ cognitive 
development
Students can’t reason. They can’t think. They 
can’t solve problems. 
— Teacher

If students can just replace their actual learning 
and their ability to communicate what they 
know with something that’s produced outside of 
them and get credit for it, what purpose do they 
have to actually learn? 
— Teacher

AI is the fast food of education. 
— Expert

It’s easy. You don’t need to (use) your brain. 
— Student

We have long known about technology’s impact 
on brain physiology (Carr 2010). In The Anxious 

BOX 6

AI and early childhood development
While this study focuses on school-aged children, it is important to recognize the potential risks of 
integrating AI into interactions with very young children. As AI becomes embedded in toys and com-
panies experiment with LLMs for early childhood, child development experts urge caution (Roche et 
al. 2025). As Dana Suskind, professor at the University of Chicago reminds us: “relationship maps laid 
down early have implications for how you interact with other humans for the rest of your life,” (Dana 
Suskind, personal communication, September 15, 2025). AI could influence the attachment process 
between infants or young children and their parents or caregivers—a foundation for healthy devel-
opment and learning. Experts in our study are particularly concerned about vulnerable children with 
limited access to quality childcare and the temptation to use AI as a substitute for human interaction. 
Far more research and policy attention is needed to understand how AI may affect child development, 
especially for children from birth to age three.
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Generation (2024), Jonathan Haidt points to 
“great rewiring” of the brains of children and youth 
because of social media. AI continues this pattern.

The data presented here points to what might be 
termed a “great unwiring” of students’ cognitive 
capacities. The overuse, and even the routine use, 
of AI is fundamentally and negatively reshaping 
how students approach learning; this has profound 
implications for cognitive engagement, the 
development of practical skills, and existential 
questions about human purpose and agency. 
Study participants identified this threat to student 
learning as the greatest risk posed by AI. Fifty-
seven percent of all responses discussing potential 
harms focused on threats to students’ “cognitive 
development.” This concern resonates across 
cohorts, appearing in 65% of student responses, 
46% of parent responses, and 44% of teacher 
responses addressing AI’s potential harms.

Cognitive development is defined here as “the 
growth and maturation of thinking processes 
of all kinds, including perceiving, remembering, 
concept formation, problem solving, imagining, 
and reasoning” (American Psychological 
Association 2018).

The concern among study participants is that the 
routine use and overuse of AI do not simply harm 
student’s cognitive development—both actively 
place children at risk of cognitive decline.

The risk stems from what study participants view 
as a straightforward progression: AI tools are 
more likely to foster dependence. As students 

increasingly use these tools, and “offload” an 
increasing amount of their cognitive tasks to these 
tools, a positive feedback loop emerges where 
they see positive results in terms of grades and 
in time and effort saved. These outcomes then 
create increased dependence on AI tools, increased 
“cognitive offloading,” and increased “cognitive 
decline.” Cognitive decline, typically used to refer 
to the cognitive impairment associated with an 
unhealthy aging brain, has other synonyms used 
by researchers studying the impacts of offloading 
intellectual functions to technology—“cognitive 
atrophy” and “cognitive debt” (Gardony et al. 2015; 
Risko and Gilbert 2016; Kosmyna et al. 2025).

Though the terms differ, cognitive decline, atrophy, 
and debt essentially represent the effects of users’ 
repeatedly turning to external systems like LLMs 
to replace the mental effort normally needed 
for independent thinking. As we will discuss, 
this decline has long-term consequences—
“diminished critical inquiry, increased vulnerability 
to manipulation, decreased creativity,” and “risk 
internalizing shallow or biased perspectives” 
(Kosmyna et al. 2025, 141).

EDUCATION’S UNIQUE SUSCEPTIBILITY 
TO AI-RELATED RISKS

At its core, AI is an extraordinary set of powerful 
productivity tools. In many fields using AI, its 
productive and analytical outcomes are striking. 
Scientists have used AI to accelerate the process 
of mapping human proteins enabling new medical 
treatments to be developed (Tunyasuvunakool et 
al. 2021). Public health researchers have used AI to 
identify viruses in wastewater, thereby preventing 
outbreaks of epidemics (Zhuang et al. 2025).

But the people harnessing these powerful AI 
tools are professional adults with fully matured 
brains. They have already developed sophisticated 
metacognitive and critical thinking skills that 
undergird their approach to their work. They have 
deep expertise in their domains, and the cognitive 
flexibility that comes with such expertise, allowing 
them to navigate, evaluate, assimilate, reject, and 

The data presented here points 
to what might be termed a 

“great unwiring” of students’ 
cognitive capacities.
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strategically use the information AI generates. 
A professional using ChatGPT experiences 
different cognitive demands than a secondary 
school student using ChatGPT. Professionals are 
harnessing AI’s enormous productive capacity to 
optimize work that they often already know how 
to do, accelerating processes they have mastered 
from years of repeated professional practice and 
reflection. They are therefore more likely to use AI 
as a cognitive partner.

For students, the situation is fundamentally 
reversed. They are not mini-professionals. 
Their brains are developing, undergoing crucial 
processes of neural pruning and strengthening that 
depend on repeated cognitive effort and struggle. 
They lack the metacognitive skills, critical thinking 
abilities, and neurobiological maturity of adults. 
School exists precisely to build these capacities 
through sustained engagement with challenging 
material. The productive power of AI tools, which 
amplifies adult expertise, can undermine this 
developmental goal when placed in the hands 
of learners. Cognitive development requires the 
effortful processing, mistake-making, and problem-
solving that AI too easily circumvents and that many 
students are willing to bypass. Used liberally, AI is 
not a cognitive partner; it is a cognitive surrogate. 
It does not accelerate children’s cognitive 
development—it diminishes it.

To understand how this process plays out for 
students, we present the study findings.

COGNITIVE OFFLOADING

Human beings have long used tools to improve 
task performance, including outsourcing cognitive 
processes (Osiurak et al. 2018). We organize 
phone numbers in contact lists and use phone-
based mapping services to steer us toward a 
desired destination. By “cognitively offloading” 
the mental processing requirements of a task to 
physical or digital tools, we reduce extraneous, or 
unnecessary, cognitive load so we can focus on 
more important tasks (Risko and Gilbert 2016; Wahn 
et al. 2023).

The rationale for cognitive offloading emerges from 
the constraints of human memory. Sweller (1988) 
explains that working memory can hold only limited 
information at any given time, making productive 
offloading essential. AI tools extend this principle 
by “automating routine tasks, allowing users to 
delegate memory, attention, and decision-making 
processes to technological systems” (Gerlich 
2025, 14).

All cognitive offloading involves inherent tradeoffs. 
Typing eliminates the need for handwriting; 
calculators diminish requirements for mental 
arithmetic (Bastani et al. 2024). Educators have 
generally accepted these forms of cognitive 
outsourcing as worthwhile exchanges that free 
students to engage in more meaningful and 
complex intellectual tasks.

Yet AI has turbocharged cognitive offloading. LLMs, 
for example, offer capabilities extending far beyond 
traditional productivity tools into domains previously 
requiring uniquely human cognitive processes. 
As AI tools continuously improve, they become 
increasingly seductive to use, creating what 
amounts to an existential danger to learning itself. 
Research reveals a strong positive correlation (r = 
+0.72) between excessive AI tool use and cognitive 
offloading, with younger participants who relied 
heavily on AI tools scoring lower on critical thinking 
skills than their older counterparts (Gerlich 2025).

For teachers interviewed in this study, cognitive 
offloading is not merely a risk but a present 

Used liberally, AI is not a 
cognitive partner; it is a 

cognitive surrogate. It does not 
accelerate children’s cognitive 
development—it diminishes it.
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reality. The majority of their responses regarding 
AI’s negative impacts focused on the harms 
of cognitive offloading. The problem emerges 
when cognitive offloading eliminates not just 
extraneous load but germane cognitive load—the 
mental effort, knowledge construction, and deep 
processing essential for learning (Sweller 1988). 
Because humans have evolved to cognitively 
offload, students naturally take shortcuts when 
given the opportunity. As cognitive scientist 
Daniel Willingham observes in his essay, Why 
Don’t Students Like School? “Unless the cognitive 
conditions are right, we will avoid thinking” 
(Willingham 2021, 1). For teachers we interviewed, 
they see Willingham’s observation confirmed in 
their classrooms as students become consumers, 
not producers, of information.

When students depend excessively on AI tools 
that replace core learning processes—when “AI 
does the work” for them, as teachers frequently 
reported—essential skills begin to atrophy 
(Gardony et al. 2015; Bozkurt et al. 2024; Fan et al. 
2024). While some compromised skills may seem 
marginal, such as overreliance on spell checkers or 
calculators, others are foundational: the ability to 
read, write, and think critically.

The twin drivers of cognitive offloading: 
AI ubiquity and school design

The incentives driving students’ cognitive 
offloading with AI operate at personal, systemic, 
and environmental levels. While cognitive offloading 
may stem from various motivations—opportunism, 
ignorance, lack of confidence, boundary testing, 
situational demands, or even good intentions—two 
particularly salient and interconnected drivers 
emerge: the incentive structures surrounding AI use 
and the transactional paradigm of schooling that 
privileges task completion and written output.

First, the widespread availability and integration of 
AI technology creates an environment conducive 
to the unreflective use that drives a lot of cognitive 
offloading. Throughout much of the Global North, 
and in private and urban schools in the Global 

South, AI tools are freely accessible and embedded 
in numerous applications. Given their pervasive 
presence in everyday applications, students find it 
challenging to avoid using AI altogether.

Education systems increasingly incentivize 
students to adopt AI tools that excel at higher-
level cognitive tasks. Anthropic’s study of its LLM, 
Claude, highlights its proficiency in analyzing, 
synthesizing, evaluating, and creating—“higher-
level thinking” tasks that align with how most 
university students employ the tool (Bloom et al. 
1956; Patwardhan et al. 2025; Handa et al. 2025). 
As these tools continuously improve, their appeal 
intensifies. Governments, technology companies 
with AI platforms, educational consultants, and 
early adopters actively promote AI adoption, with 
education systems across the globe purchasing AI 
tools for student use (Singer 2025b).

Students are encouraged to engage AI as a thinking 
partner, co-agent, or co-creator—language that 
confers near-agentic power to these tools while 
blurring boundaries around appropriate intellectual 
collaboration. The general-purpose tools commonly 
used in schools feature high automation, low 
transparency regarding reasoning processes, 
and minimal friction—design characteristics 
that promote greater cognitive offloading and 
uncritical acceptance of outputs. These incentive 
structures—AI’s ubiquity, established technology 
use patterns, adoption pressures, and tool design—
often lack accompanying guidance, frameworks, 
or pedagogies that distinguish productive AI use 
enhancing learning from problematic offloading that 
undermines intellectual development.

For many students in this study, AI demonstrably 
improves their work and grades. It provides 
seemingly correct answers, simplifies and 
accelerates completion of tasks that students 
perceive as difficult, and enables them to fulfill what 
many view as education’s transactional nature—
completing assignments for grades. Given this 
positive feedback loop and their developmental 
stage, many teenage students lack the executive 
functioning, metacognition, and self-regulation 
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skills to recognize that learning involves friction 
and effort and that cognitive offloading poses both 
immediate and long-term developmental risks.

Second, this dynamic flourishes within the 
reductionist and transactional paradigm of learning 
dominating many education systems: assignment 
completion in exchange for a grade. Two teachers 
interviewed articulate how this environment 
cultivates AI misuse:

We’ve reduced learning to just completing 
assignments—boxes to check. So if a student 
is missing seven assignments by the end of the 
semester, they go to the teacher, ask for the 
list, crank them out quickly, and hand them in. 
That mindset creates the perfect conditions 
for AI misuse. Success gets redefined as task 
completion, not understanding. And that opens 
the door to serious misunderstandings about 
what AI is for—and how it should be used.

Success for a lot of kids looks like assignment 
completion or course completion. And 
that’s the checkbox, okay? We pass 
that class on to the next level. We’re 
creating an environment right now where 
it is super, super easy to misuse AI.

Traditional educational systems have long 
disaggregated curricula into discrete learning 
units, topics, assignments, and metrics. This 
compartmentalization reduces education from an 
exploratory process to a transactional exchange 
where students perform prescribed tasks for 
grades or external rewards. The paradigm shifts 
learning’s goal from commitment to compliance, 
inverting the intrinsic and extrinsic motivations 
critical to student learning. Student effort becomes 

driven not by learning’s inherent meaningfulness, 
but by grades—a dynamic with implications for both 
academic achievement and student mental health 
(Connor and Pope 2013).

When schools present learning as a quid pro 
quo—tasks in exchange for grades—they prioritize 
extrinsic rewards over students’ natural curiosity 
and intrinsic motivation (Deci and Ryan 2008; 
Ryan and Deci 2000). In such environments, 
students may replace genuine cognitive effort with 
AI-generated work, leading to overreliance on 
these tools and a gradual erosion of the knowledge 
and dispositions essential for learning—a dynamic 
that will, as one study expert predicts, ultimately 
disadvantage these learners:

In a world where AI is always available, 
motivation and engagement will be the 
defining factors separating students 
who think deeply from those who use 
AI to shortcut their development.

Cognitive offloading and disengagement

For the vast majority of study participants, 
the threats of cognitive offloading are neither 
suppositional nor benign. In our qualitative 
research, they appear to be common across 
schools, regardless of geography or socioeconomic 
status; they are malignant and pervasive, occurring 
even in contexts in which teachers are creative and 
competent in both instruction and their use of AI 
tools. As this teacher notes:

First, I used AI in my class, because I want 
my students to be very active, and to 
improve their agency. But ironically, using 
AI can make my students really passive.

In a world where AI is always available, motivation and engagement 
will be the defining factors separating students who think deeply 

from those who use AI to shortcut their development.
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Cognitive offloading drives student disengagement 
in a number of ways. Teachers report witnessing 
students “dissociating” from their work—for 
example, failing to take notes, do required 
readings or even listen in class—because they will 
inevitably rely on AI, especially LLMs, to complete 
assignments later. This offloading extends beyond 
what may be considered the drudgery of school 
tasks to deeper disengagement; teachers report 
that “AI is doing things for students that they used 
to enjoy.”

Students themselves acknowledge that AI, given 
its polymath nature, can be “demotivating.” For 
many students, efficiency—AI’s greatest benefit, in 
the form of speed and task replacement—trumps 
learning, achievement, and a sense of ownership 
and pride in one’s work. With little internal 
motivation, students struggle to engage AI in ways 
that could enrich their learning and growth.

The risks of AI overuse could amplify the high levels 
of disengagement present among students in many 
contexts. Anderson and Winthrop identify four 
modes of engagement that students move between 
based on the conditions of their learning (Anderson 
and Winthrop 2025):

•	 Passenger mode: Students are behaviorally 
engaged and attending school but have 
effectively dropped out of learning—they are 
doing the bare minimum necessary.

•	 Achiever mode: Students are highly engaged in 
meeting the expectations set out for them.

•	 Resistor mode: Students are disengaged on 
all fronts but are, paradoxically, exerting their 
agency outside of school.

•	 Explorer mode: Students are deeply engaged 
and taking initiatives regarding their learning. 
Researcher John Marshall Reeve calls this 
“agentic engagement,” wherein students not 
only do better academically but also exhibit 
greater prosocial behavior and motivation to 
learn (Reeve et al. 2022).

AI enters a teaching and learning environment 
where students are already frequently in Passenger 

mode. In a 2024 Brookings-Transcend survey 
of over 65,000 U.S. students in grades 3–12, 
approximately half of middle and high school 
students report learning experiences that are 
likely to inspire coasting. Increasing use of AI, 
particularly general purpose LLMs that are not 
optimized for learning, may risk heightening 
students’ disengagement, potentially entrenching or 
shifting students into “passenger” or even “resistor” 
mode (Reschly and Christenson 2022; Winthrop et 
al. 2025).

Teachers report, and emerging literature confirms, 
that the ease of offloading work to AI is negatively 
impacting students’ love of learning, curiosity, 
self-confidence, sense of self-efficacy, sense of 
agency, and capacity for ethical reflection and 
nuanced problem solving (Bozkurt et al. 2024; 
Darvishi et al. 2024; Fan et al. 2024). Teachers 
report that offloading instills a belief that learning 
is “effortless” and breeds what teachers call 

FIGURE 8

Four modes of engagement

Source: Anderson and Winthrop, 2025.
© Anderson and Winthrop, 2025.
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“passivity,” as students increasingly defer to AI 
decisionmaking and become less likely to challenge 
its recommendations. AI may also reinforce a 
double helix of loss in “pride” of one’s work with 
increased “self-deception,” since it “simulates 
mastery and brings satisfaction to its user, who 
feels, at least fleetingly, as if she did the thing 
that the technology performed” (O’Rourke 2025). 
Teachers confirm this dynamic: “They blur the 
line between what’s theirs and what’s not,” noted 
one. “Once they generate it in AI, they assume it’s 
theirs,” said another.

Decreased motivation and engagement holds 
serious implications for student learning and 
cognitive development, including potential cognitive 
decline across important competencies and skills, 
topics to which we now turn.

DECLINING MASTERY OF CONTENT, 
READING, AND WRITING

For study participants, the relationship between 
AI overuse, cognitive offloading, and declining 
cognitive development is symbiotic and mutually 
reinforcing. Teachers expressed the greatest 
number of concerns vis-à-vis this threat, but 
students also recognize the risk. The increasing 
use of AI tools that replace fundamental 
learning tasks—reading, writing, synthesizing, 
and analyzing—can inhibit engagement and 
independent work, and even the ability to 
remember, analyze, and create information, 
particularly as AI tools become more integrated into 
daily educational activities (Bozkurt et al. 2024).

Based on research and interview data, AI is 
negatively impacting the core areas of learning 
discussed below:

Declining content knowledge

School is fundamentally about guiding students 
toward mastery of disciplinary content across 
academic domains. Mastery of basic facts, 
concepts, and theories forms the scaffolding for 
deeper conceptual understanding and critical 

thinking. Teachers shared three concerns related to 
the impact of AI on students’ content knowledge.

First, teachers report a digitally induced “amnesia” 
(Lee et al. 2025) where students cannot recall 
information they submitted or commit that 
information to memory, resulting in a loss of 
basic factual knowledge of a topic or domain. 
Well-established research on the “Google effect” 
suggests that technologies like search engines and 
LLMs alter how we store and recall information, 
reducing the need for memorization but also 
diminishing memory retention (Sparrow et al. 
2011). Wearables that record and summarize 
conversations may further erode the need to 
remember information (Stern 2025). An additional 
concern is that AI-generated misinformation and 
hallucinations will further diminish students’ ability 
to acquire and retain basic factual knowledge.

In 1976, Swedish researchers Marton and Säljö, 
observing university students’ reading habits, 
distinguished between “surface” learning—
skimming readings to recall details for exams, 
often missing main points—and “deep” learning, 
or attempting to understand underlying meaning 
and key principles, a practice that enables students 
to better articulate and explain critical messages. 
Teachers in our study describe a shift from deep to 
surface learning among their students, attributing 
it to the ability of LLMs to produce “polished, 
instant, and seemingly accurate answers” such 
that students are less likely to engage deeply with 
their tasks, with the content produced by LLMs, or 
to even proofread or challenge the veracity of its 
outputs (Gerlich 2025).

Third, teachers express concerns about student 
“de-skilling,” that is the erosion of basic skills such 
as understanding text and performing “lower-level” 
thinking skills such as memorizing, recalling, and 
identifying information, or calculating numbers 
without technology. While broader discussions on 
cognitive offloading may dismiss these concerns, 
teachers emphasize that foundational skills are 
developmentally appropriate and essential for 
learning more complex tasks and for deeper 
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learning (Bloom et al. 1956). Some students 
interviewed are also aware of the dangers of the 
loss of such basic thinking functions. For example, 
one student commenting on the use of LLMs to 
do math assignments predicted a loss of basic 
skills: “You won’t have that learning anymore and 
your brain won’t be very capable of doing a mental 
calculation either.”

In research that touches upon the first and third 
concerns, academics from Pakistan’s National 
University of Computer and Emerging Sciences 
examined how workload, time pressure, and reward 
sensitivity affected ChatGPT use and its impact 
on procrastination, memory loss, and academic 
performance (Abbas et al. 2024). Study 1 involved 
an eight-item scale measuring ChatGPT usage 
with 165 university students in Pakistan. Study 
2 collected data from 494 Pakistani university 
students at three separate time points with 
deliberate intervals between each measurement.

Findings reveal that academic workload and time 
pressure were significant drivers of ChatGPT 
adoption among students. Students with 
higher work demands, who were more likely to 
procrastinate, demonstrated increased reliance on 
ChatGPT. For both sets of students—those with 
heavy work demands and those with a tendency 
to procrastinate—easy access to ChatGPT 
“dampened” their academic performance, fostering 
procrastination and delaying behaviors, and 
was positively related to memory loss (Abbas et 
al. 2024).

Declining reading skills

Personally speaking, it doesn’t make sense 
for us to read a 50-page book when in 
five seconds we can research it and ask 
questions in AI. 
— Student

Teenagers used to say, “I don’t like to read.” 
Now it’s “I can’t read, it’s too long.” 
— Expert

My daughter uses [AI] for all the activities she 
gets at her school. She finds it very easy to 
access, so she does not use her textbooks. 
She uses [AI] to get all her answers. Now she 
is impacted because she is not able to read the 
whole text. 
— Parent

The humanities—language, literature, history—
provide a deeper understanding of human 
thought, culture, and experiences. In these 
courses, students may explore the sum of human 
experiences through history or engage in internal 
communication with an author by reading. The 
humanities are where students wrestle with big 
ideas, thoughts, and experiences; these fields have 
been shown to nurture skills such as empathy, 
contextual interpretation, and the ability to question 
and think critically. Reading and writing are integral 
to the humanities. LLMs present a direct threat 
to what one American journalist, quoting the 
computer scientist Cal Newport, refers to as the 
“twin pillars of deep thinking”—reading and writing 
(Thompson 2025).

Reading is a gateway skill to academic 
success, with disciplinary literacy essential for 
comprehending specialized knowledge in each 
content area. Deep reading fosters higher-order 
cognitive functions like abstract reasoning, 
imagination, and creativity. The deep reading brain 
“excels at making connections among analogical, 
inferential, and empathetic modes of reasoning” 
with background knowledge that is accumulated 
over time (Garfinkle 2020). Maryanne Wolf, in 
Reader, Come Home (2018), emphasizes that deep 
literacy enables humans to engage with complex 
questions, generate original ideas, and cultivate 
empathy. AI’s ability to synthesize long-form 
reading and the ease with which such functionality 
is embedded in so many online platforms and 
tools dilutes students’ long-term need to develop 
“cognitive patience”—the ability to sustain focused 
attention on complex ideas (Wolf 2018). Without 
sustained learning experiences like deep reading, 
behavioral and neurophysiological shifts may hinder 
metacognitive growth in children and adults.
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Within the schools whose teachers and students 
were interviewed for this study, AI is being used 
in a number of beneficial ways to support reading 
instruction, especially for second-language 
learners and students who struggle with reading, as 
discussed in Section III.

But for many teachers interviewed, AI’s ability to 
summarize and simplify text is a double-edged 
sword. We have long known that reading from 
a screen fosters more shallow reading habits 
and impedes comprehension of complex texts. 
This devolution from deep to shallow reading 
impacts both online and offline reading practices, 
undermining students’ capacity to deeply engage 
with any written information regardless of its format 
(Wolf 2018). The ability to read proficiently and 
the motivation to read for pleasure are closely 
linked, but both are declining for children in the 
U.S. (Iyengar 2024; National Center for Education 
Statistics 2024).

AI is not responsible for this decline, but risks 
amplifying it. The concern among many study 
participants is that education systems are 
accommodating—not challenging—students’ 
diminished capacity for deep literacy. Rather than 
developing essential cognitive skills associated 
with reading, education systems are increasingly 
making concessions to students’ poor reading 
abilities through AI-generated videos, infographics, 
and summaries that circumvent sustained textual 
engagement. These accommodations, justified 
either by students’ reading difficulties or by appeals 
to greater “efficiency,” are fundamentally altering 
how students process information and undermining 
the development of critical reading competencies.

This decline in reading is not confined to students, 
however. Teachers, too, are using AI as a substitute 
for reading. For example, there is a plethora of AI 
tools that summarize readings and that condense, 
comment on, offer feedback, and even grade 
a student’s written composition. This enables 
educators to avoid the deep or close reading 
required to stay current with content or educational 
research (one of the most frequent stated uses 

of AI for teachers is accessing and summarizing 
research). It also allows educators to avoid 
engaging directly with students’ ideas or to grapple 
with long essays (Burns 2024).

Thus, both educators and their students, should 
they choose, can avoid reading any digital 
work they find long or boring, inconvenient, or 
undesirable (Burns 2024). Habitual use of AI tools 
to condense, reformat, and simplify text may 
fundamentally alter students’ relationship with 
reading—reducing both their interest and capacity 
for deep engagement while making students 
believe that sustained reading is unnecessary for 
academic achievement. The ultimate outcome 
of this may be a fulfillment of Aldous Huxley’s 
prediction in Brave New World—that our desire 
to engage with the written word will disappear 
entirely (1932).

Declining writing skills

As “writing machines,” LLMs present both a 
fundamental support and challenge to writing 
because they can instantaneously produce 
polished content on diverse topics. As discussed 
earlier in this report, when carefully scaffolded, AI 
tools can boost students’ writing productivity by 
assisting with brainstorming, content generation, 
organization, and editing; they also allow students 
to solicit AI feedback on their work.

Writing, with its dual nature as a private and 
public, cognitive and sociocultural, reflective and 
communicative, act, is foundational to learning. For 
students, writing’s importance lies in its process 
rather than product. As a cognitive act in which the 
formation of ideas and the language expressing 
them are mutually reinforcing, writing enables 
students to encode language that defines what is 
real and important (Epstein 2025). Through this 
process of articulation and refinement, writing 
serves as a medium for intellectual engagement 
and mental processing. This develops rhetorical 
knowledge, critical thinking, and habits of mind 
such as curiosity, creativity, persistence, and 
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responsibility (CWPA et al. 2011). Essentially, writing 
is thinking (Burns 2024, 57).

Not all writing is cognitively equal. The depth 
of knowledge framework in Figure 9 below 
categorizes four levels of writing, from simple 
lists to extended reasoning and sophisticated 
argumentation (Webb 2002). Levels 3 and 
4—composing thoughts into cogent written form—
represent the higher-order thinking skills that 
education endeavors to foster.

For teachers in this study, AI generally holds 
numerous benefits, which have previously been 
discussed at length. Yet as Adams and Baker 
note, “the efficacy of ChatGPT to respond in one 
educational context does not mean that ability 

positively transfers to another context” (2025, 173). 
Indeed, teachers’ appreciation of AI’s benefits is 
tempered by their fear that LLMs and AI writing 
tools may prove too alluring for students to resist. 
In particular, they worry that novice writers, 
students who don’t like to write, and even students 
who do like to write may become overly reliant 
on AI tools. This dependence may hinder long-
term skill development by allowing students, like 
the knowledge workers surveyed by Lee at al., to 
skip essential processes such as forming logical 
arguments and understanding subject matter 
(2025). This has implications that extend beyond 
writing itself. Poor writing skills impede learning 
across all subjects and can limit future professional 
success (Graham 2019). This over-reliance may 
diminish critical thinking and creativity traditionally 

Depth of knowledge framework for writing

Source: Webb, 2002

LEVEL 1
Focuses on recall and identification through simple 
structures like lists or idea webs.

LEVEL 2
Demonstrates understanding through note-taking, 
outlining, and brief summaries using complete sentences.

LEVEL 3
Requires reasoning and analysis, with students justifying 
ideas through complex sentence structures and 
evidence-based interpretation.

LEVEL 4
Demands extended complex reasoning involving research, 
multi-source synthesis, and sophisticated argumentation.

FIGURE 9
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associated with writing (Johinke et al. 2023; 
Bozkurt et al. 2024; Darvishi et al. 2024; Epstein 
2025; Fan et al. 2024; Gerlich 2025).

Just as there is research to support AI’s benefits 
for writing, there is also research corroborating 
its risks. A small qualitative study of 15 Indonesian 
students found that reliance on AI writing tools 
diminished student thinking, engagement, 
creativity, personal writing style, and confidence 
in writing without AI assistance, ultimately 
undermining students’ ability to find and exercise 
their voice (Budiyono et al. 2025).These finding 
align with results from a larger randomized control 
trial of 600 Bangladeshi university students, 
where those who used ChatGPT to assist with 
writing and demonstrated significantly diminished 
creative writing abilities compared to those who 
did not (Niloy et al. 2023). Even when AI is used 
specifically for feedback rather than content 
generation, concerns persist. Adams and Baker’s 
analysis of feedback for 50 published student 
essays that successfully achieved the goals of 
Columbia University’s First Year Writing class 
found that AI feedback was often overly narrow 
and misaligned with course learning goals. They 
argue that current applications of AI in writing 
instruction may compromise rather than support the 
development of authentic student voice and higher-
order thinking skills (2025).

Therefore, based on our interviews as well as 
existing research, we find that outsourcing writing 
to AI holds a host of implications for student 
learning: doing so may undercut students’ ability 
to understand deeply, develop knowledge, think 
critically, and find their unique voice. AI’s capability 
to instantly produce refined content may propel 
students to abandon efforts at enhancing both 
writing and thinking skills as they increasingly 
outsource the formulation and articulation of ideas 
to LLMs (Burns 2024). This is already happening 
in many contexts, with teachers reporting that AI 
cleaves the synergetic relationship between high-
level writing and thinking, with students using AI for 
writing without “nourishing themselves.” Indeed, 
the advent of AI may fundamentally change the 
concept of writing itself (Johinke, Cummings, 
and DiLauro 2023, 11). Finally, outsourcing writing 
to AI raises fundamental questions that demand 
resolution, but for which there may be no easy 
answers. What does the arrival of AI writing 
generators mean for writing instruction today? What 
strategies can educators adopt in response? For 
the humanities, these dilemmas are unavoidable 
(Epstein 2025).

Declining transversal or durable skills

In a world where AI increasingly outperforms 
humans in professional domains, students need 
skills to develop, operate, and work with AI tools 
they will encounter throughout their lives (Epstein 
2025). Indeed, a central rationale for integrating 
AI into schools is to teach students not simply 
vocational skills for AI-related jobs, but also 
“durable” or “transversal” skills—collaboration, 
metacognition, tolerance for ambiguity, and 
adaptability—that will help students succeed 
regardless of future workplace changes and that 
encompass competencies that automated systems 
cannot yet replicate.

Paradoxically, study data suggests that AI may be 
eroding these very skills as students outsource 
cognitive effort to AI systems themselves. Study 
participants reported losses in students’ patience, 
persistence, tolerance for ambiguity, agile thinking, 

We find that outsourcing writing 
to AI holds a host of implications 

for student learning: doing so 
may undercut students’ ability 
to understand deeply, develop 

knowledge, think critically, 
and find their unique voice.
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and learning from mistakes. This concern emerged 
even among teachers who have fully integrated AI 
into their teaching.

Lisanne Bainbridge, a pioneer in automation 
studies, argued in 1983 that automating most 
work while leaving humans responsible for non-
automatable tasks creates severe problems. As 
mechanization advances, humans lose proficiency 
in automated skills no longer exercised regularly, 
shifting from active skill application to passive 
system monitoring. Counterintuitively, operators 
then need more training and different skills for rare 
but crucial interventions (Bainbridge 1983). Based 
on interviews with students and teachers, this 
automation paradox appears evident in schools 
today. AI use may paradoxically dilute the very 
competencies necessary for its productive use. As 
one teacher asked rhetorically, “When you never 
make mistakes, when you never have failures 
or challenges, how do you build your resilience 
and perseverance?” Like Bainbridge’s operators, 
students risk losing practice with fundamental 
cognitive and durable skills as they increasingly rely 
on AI to perform learning’s intellectual work.

DECLINING CRITICAL THINKING 
AND CREATIVITY

Among all study participants, critical thinking 
emerges as the predominant concern regarding AI’s 
impact on students’ cognitive development. Gerlich 
defines critical thinking as the ability to:

Analyze, evaluate, and synthesize information 
to make reasoned decisions through cognitive 
processes including problem-solving, 
decision-making, and reflective thinking. 
This fundamental skill proves essential for 
academic success, professional competence, 
and informed citizenship, enabling individuals 
to process information effectively and engage 
in reflective thought. 
— (Gerlich 2025, 2–3).

Research employing multiple data analysis methods 
consistently indicates that increased AI tool use 

correlates with declining critical thinking skills and 
less inclination to engage in higher-level thinking 
(Gerlich 2025; Wahn et al. 2023; Lee et al. 2025; 
Bastani et al. 2024; Kosmyna et al. 2025; Sparrow 
et al. 2011). Again, this outcome aligns with 
cognitive offloading, whereby students rely on AI 
to do their thinking instead of exercising analytical 
reasoning abilities. Similar to muscles atrophying 
without exercise, critical thinking skills weaken 
from lack of practice when AI consistently handles 
complex tasks (Risko and Gilbert 2016).

MIT researcher Nataliya Kosmyna and 
colleagues divided 54 college students into 
three groups, monitoring brain activity via 
electroencephalography (EEG) headsets across 
four sessions while students wrote 20-minute 
essays. The first group used no technology, 
the second used Internet searches, and the 
third used ChatGPT. Participants relying on 
ChatGPT performed worst, showing weaker brain 
connectivity in regions associated with memory 
and creativity. Their essays received lower-
quality ratings, and showed “diminished critical 
inquiry, increased vulnerability to manipulation, 
decreased creativity, and the internalization of 
shallow or biased perspectives” (Kosmyna et al. 
2025). Kosmyna, as mentioned at the beginning of 
this section, called this outcome “cognitive debt,” 
defining it as a condition where users defer short-
term mental effort through “repeated reliance on 
external systems like LLMs” to replace “effortful 
cognitive processes required for independent 
thinking” (Kosmyna et al. 2025, 141).

Far from unleashing creativity, unfettered LLM use 
appears to sap it. In Kosmyna’s study, ChatGPT 
group essays showed less word choice diversity 
and were judged “soulless.” Human evaluators 
questioned whether essays from the ChatGPT 
group came from the same student. Teachers 
in our study regularly spoke of AI producing a 
“homogeneity of ideas,” with students submitting 
AI-generated answers that were “lifeless, generic, 
homogenous…lacking any diversity of ideas” 
and signaling a “loss of creativity” or “originality” 
caused by “students using AI to think for them.”
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Looking at LLM use across large student cohorts, 
researchers at Georgetown University warn that 
AI could reduce collective creativity—the shared 
pool of creative ideas contributed to society. One 
study analyzed 2,200 U.S. college admissions 
essays submitted to undergraduate programs and 
compared them to essays generated by ChatGPT 

using the same prompts (Moon et al. 2025a). Both 
human- and LLM-generated essays were evaluated 
on a creativity measure that captured the variety 
and uniqueness of ideas. In theory, the larger the 
sample, the more diverse the collective set of 
ideas should be. However, this was far less true 
for LLM-generated essays. Researchers found that 

BOX 7

Reducing the tendency to 
offload thinking to AI
AI use need not result in cognitive offloading or decline. Many students already use LLMs to enhance 
rather than replace their learning, and educationally designed tools like Khanmigo employ question 
prompts and scaffolding to increase learner participation and discourage passive consumption (Khan 
Academy 2025).

Several AI companies that provide LLMs have introduced specialized “education modes”—including 
Guided Learning in Gemini, OpenAI’s Study Mode, and Anthropic’s Claude for Education—that function 
as personalized learning companions. These configurations prioritize probing questions, step-by-step 
reasoning guidance, level-adapted explanations, and multimedia reinforcement over direct answers 
(OpenAI 2025d). While students can still circumvent these safeguards by reverting to instant-answer 
modes, these developments represent meaningful progress toward supporting active learning.

Teachers can use scaffolds and frameworks to help students reflect on and calibrate their cognitive 
offloading. The AI Assessment Scale, for example, helps students visualize the boundary between 
appropriate and inappropriate AI use (Perkins et al. 2024). Similarly, the International Baccalaureate’s 
Machine Agents in the Learning Scale (MAiLS) framework illustrates how cognitive offloading varies 
with tool agency—from manual tools like pencils to heavily automated ones like chatbots (Quezzaire 
2025). As tool agency increases, human agency typically decreases, clarifying the learner-AI rela-
tionship and its consequences.

Through frameworks like MAiLS, students can see that low-level AI use (such as online searching or 
spell checking) poses minimal cognitive offloading concerns, since they still require active thinking. In 
contrast, medium-level applications like project management automation, database manipulation, or 
data visualization involve greater offloading and may need deliberate balance with human-centered 
learning approaches (Quezzaire 2025).

A final simple intervention involves reframing students’ relationship with AI itself, reconceptualizing it 
not as a servant that simplifies work but as a sparring partner that sharpens ideas, deepens reasoning, 
and strengthens learning. This shift helps ensure AI functions as a catalyst for learning rather than an 
impediment to it (Kentz 2025).
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each additional human essay expanded the number 
of unique ideas between two and eight times 
more than each additional LLM-generated essay 
(see Figure 10). In a follow up study on 160,000 
undergraduate admissions essays, researchers 
found that “AI-assisted essays and essays written 
after the release of ChatGPT showed greater 
lexical diversity, but the increasingly diverse words 
actually expressed increasingly homogeneous 
ideas both within and across essays,” they 
concluded (Moon et al. 2025b).

Part of the problem has to do with the design of 
LLMs themselves and how students approach 
AI’s outputs. Cognitive science demonstrates that 
effective learning requires “grounding” information 
through multiple perspectives, actively integrating 
new knowledge with existing understanding 
rather than adopting ready-made responses (Lee 
et al. 2025). However, AI data relies on “source 
destruction,” stripping information from larger 
contexts and creating averaged data that “flattens” 
the complexity of human knowledge and eliminates 

the contextual understanding essential for true 
learning (Epstein 2025). When students rely on 
AI-generated content as singular sources, they 
perceive what it generates as “absolute truth,” in 
the words of one teacher, missing opportunities 
for knowledge integration and producing “passive 
ineffective” responses (Lee et al. 2025, 4).

Evidence from teachers and research shows that 
students often fail to think critically about AI results, 
assuming evaluation isn’t needed for “simple” or 
“secondary” tasks such as generating images or 
charts. Lee et al. surveyed 319 knowledge workers 
and identified “awareness barriers” inhibiting 
critical thinking, including perceiving outputs as 
indirect, simple, or beyond personal expertise 
(2025). This tendency intensifies when positive 
past experiences make students less likely to 
interrogate outputs, leaving them unaware of how 
AI changes answers to please users—a sycophancy 
inherent in LLM design that compromises truth for 
user satisfaction (Furze 2024).

FIGURE 10

Human essays contribute more unique ideas than ChatGPT-generated essays

Source: Moon et al., 2025a.



A New Direction for Students in an AI World: Prosper, Prepare, Protect 69

CONCLUSION

Parents interviewed for this study share these 
concerns. Their primary concern is that AI will 
erode their children’s critical-thinking skills. 
Large-scale surveys suggest that this anxiety 
may be widespread among parents. For example, 
Singaporean parents surveyed (n = 905) reported 
being “moderately concerned” (averaging 7 out 
of 10) about teens becoming overreliant on AI 
and believing false information, though also they 
expressed moderate confidence in their teens’ 
ability to identify AI-created content (Centre for 
Evidence and Implementation 2025). A 2024 
Common Sense Media survey of U.S. parents (n = 
1045) found that 31% believed AI platforms would 
negatively impact their child’s learning, while 26% 
anticipated a positive impact (Madden et al. 2024).

Teachers express these concerns in much starker 
terms. This decline in critical thinking is, in one 
teacher’s words, “potentially devastating.” Another 
warned darkly that “this failure to verify information 
could be catastrophic.” Noted a third:

If we can’t have people that are critical 
thinkers, then we can’t have a strong 
democracy. If we don’t have people that are 
problem solvers, then what does that mean 
economically? I have students just sitting 
there…they just don’t think for themselves.

Risk 2: AI can 
impede students’ 
social and emotional 
development
I did not program him [the LLM]. I just talked 
to him like any other person, and he acted 
like a normal person. Even on political issues, 
he doesn’t answer me yes or no. He has his 
side. He responds to me as a person.…He 
answers me what he thinks, straight out, as if 

he were a person.…Just as if it were a debate 
with a friend. 
— Student

All parents work and children are really on their 
own. They do not yet know how to discern what 
is positive or negative, so they make use of the 
information they can get. They are 9 or 10 years 
old, and they are in the stage of exploring, and 
they can find violent or sexual information, and 
that will disturb and hurt them. 
— Parent

Where is that moment when we sit down and 
really talk about what’s happening? That 
worries me a lot right now because I know that 
at any moment my son will have direct contact 
with AI, and as he grows older, that concerns 
me greatly. I worry that suddenly he might 
trust an AI platform more than me as a space 
of confidence, especially for personal use, like 
when he has personal doubts. 
— Parent

The purpose of education systems around the 
world includes, but is by no means limited to, the 
transmission of knowledge. Education extends 
beyond academic mastery to develop children’s 
social competence, emotional intelligence, 
and metacognitive abilities through real-world 
interactions that serve broader societal needs 
(Cukurova 2025, 474). The COVID-19 pandemic 
underscored how essential schools are for teaching 
young people the interpersonal skills necessary 
to communicate and live with others beyond their 
immediate family or neighborhood.

Children’s emotional health—their ability to 
understand and manage emotions productively—
is critical to learning itself. Emotional health and 
well-being involve awareness of feelings and how 
they affect thoughts and behaviors, the ability to 
cope with challenges, and the capacity to maintain 
healthy social relationships (Centers for Disease 
Control and Prevention 2024). Because children 
do not learn in isolation, their emotional well-being 
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connects fundamentally to their relationships with 
others at school and beyond.

Emotions influence attention, memory, engagement, 
and learning directly: interest and excitement 
enhance focus and reflection, whereas fear, worry, 
and uncertainty impede them. When schools help 
young people improve skills in self-awareness, 
impulse control, perspective-taking, and connecting 
with others, academic performance improves 
alongside pro-social behavior (Johnson 2024, 
Immordino-Yang 2022, Walton et al. 2023, Durlak 
et al. 2022). Adults close to children intuitively 
understand this, as does any parent or teacher who 
has watched a youth’s performance plummet after 
a difficult romantic breakup. Learning to cope with 
rejection and heartbreak and build resilience forms 
part of maturing into adulthood.

But AI is changing this path of social and emotional 
development.

Study participants worry that AI is undermining 
students’ emotional well-being, including their 
ability to form relationships, recover from setbacks, 
and maintain mental health. Much of this concern 
centers on students’ use of AI chatbots—both 
general-purpose and explicitly emotional support 
tools—for friendship and emotional companionship.

Parents and experts share this concern equally, 
with 16% of responses from each group addressing 
children’s attachments to AI and emotional well-
being, though parents—many of whom struggle 
to fully grasp AI’s implications—expressed 
particular preoccupations about their children’s 
emotional attachments to AI. Teachers likewise 
worry about AI’s influence on student well-being 
(18% of responses), even though social and 
emotional chatbots are typically used beyond 
the classroom. Students themselves, however, 
rarely mentioned emotional harms, with only 7% 
of responses addressing this topic. This omission 
may indicate either that they experience no 
emotional dependence or harm, or that they lack 
the self-reflective capacity to recognize unhealthy 

emotional dependence and its impact on their 
well-being.

Or they may find the design of chatbots simply too 
hard to resist.

CHATBOTS: TYPES AND TECHNOLOGIES

A chatbot is a computer program that uses 
conversational AI techniques such as natural 
language processing to simulate sustained 
conversations with users (Microsoft 2025b). In the 
following pages, we discuss two types of chatbots. 
The first—often referred to as “informational” or 
“general-purpose” chatbots—includes tools like 
ChatGPT or Claude. These chatbots are powered by 
autoregressive language models that generate text 
one word at a time by calculating the probability of 
what should come next based on patterns learned 
from vast amounts of language data (Anthropic 
2025; Maples, et al. 2023; OpenAI et al. 2024).

The second type includes emotional-support 
chatbots, which range from conversational 
companions like Replika or Character.ai to 
mental health tools like Wysa, a rules-based 
chatbot. These chatbots use the same generative 
technology as general-purpose systems but are 
fine-tuned to produce emotionally appropriate 
responses tailored to each conversation’s context 
(Maples et al. 2023, 74; Tang et al. 2023, 58). Many 
integrate evidence-based psychological techniques 
and are programmed with distinct personalities 
aimed at forming ongoing relationships with users. 
This combination of AI technology with therapeutic 
techniques and engineered personalities helps 
make their responses feel personal, emotionally 
appropriate, and natural (Lyons-Cunha 2025; Tang 
et al. 2023, 58).
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As discussed in Section III, research on chatbots’ 
impacts on students’ emotional well-being remain 
nascent, though evidence suggests some positive 
benefits, particularly for students on the autism 
spectrum (Franze et al. 2023). While students can, 
and do, become attached to “regular” chatbots 
like ChatGPT, danger is more likely to occur when 
students form strong emotional bonds with chatbots 

specifically designed to foster such connections. 
These purpose-built emotional chatbots differ 
fundamentally from general-purpose AI tools in that 
they are designed to create intimate, personalized 
relationships with users.

BOX 8

Seductive design: Banal deception, 
sycophancy, and anthropomorphization
At its core, AI is just a computational model, so why do users get attached to it? From film to radio, 
humans have always been drawn to the illusion of media and technologies that transport us emotionally 
to fantasy, adventure, or heightened states. Like previous technologies, AI relies on “banal decep-
tion”—design elements so ordinary that they go unnoticed, yet that subtly engage users’ perceptions 
and psychology to shape behavior (Natale 2021; Natale and Depounti 2024).

Voice assistants like Alexa and generative models like ChatGPT are not human, yet they feel human 
during interactions. Alexa responds to voice prompts; ChatGPT responds word by word as if thinking 
and uses personal pronouns like “I” and “me.” The incorporation of human psychology into the design 
of AI encourages users to anthropomorphize the technology—that is, attribute human traits to what 
is a nonhuman entity—activating empathy and social behavior that blur distinctions between human 
and digital spheres (Natale 2021). Anthropomorphization is a natural human tendency (Mishra and 
Warr 2025). Children name their toys, assign them feelings, and treat them as friends. Adults similarly 
apply social norms to AI, behaving as they would with real people despite knowing these systems 
are not human, often treating AI assistants with the same politeness and conversational expectations 
extended to humans (Hector 2025).

While such behaviors may seem benign, they carry risks for children because AI systems adapt to 
emotional cues with unprecedented precision (Mishra 2024; Mishra and Warr 2025). They mimic em-
pathy and are sycophantic—that is, they reinforce users’ existing beliefs, ideas, or self-perceptions, 
whether true or false, harmful or benign—by defaulting to positive feedback (Mahari and Pataranutaporn 
2025; Park et al. 2024).

The banal deception of AI, where it presents as neither completely human nor completely machine, 
has helped integrate AI into our daily routines while subtly reshaping human-machine relationships 
(Natale and Depounti 2024). This evolving relationship can create unexpected paradoxes—even when 
children remain fully aware that they are interacting with an algorithm, they can still develop emotional 
attachments to AI systems, viewing them as an emotional intimate rather than as a task-accomplishing 
tool (Pentina et al. 2023; Turkle 2024). 
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This is a particular concern for students who are 
lonely or who are experiencing mental health or 
emotional issues.

And while this use typically occurs outside of 
school, it may occur in school as well. Nearly one-
third (31%) of 1030 U.S. 9–12th graders surveyed 
by the Center for Democracy & Technology (CDT) 
report that they access conversational AI systems 
using a device, tool, or software provided by their 
school though the research does not specify where 
this access takes place (Laird et al. 2025).

AI AND THE YOUTH MENTAL 
HEALTH CRISIS

Parental and teacher concerns over the influence 
of AI on their children’s emotional well-being are 
occurring at a time when students’ mental health 
is particularly fragile. Globally, we are in the midst 
of a mental health crisis. An estimated one in 
seven children and youth aged 10 to 19 experience 
mental health problems—most commonly, anxiety, 
depression, and behavioral disorders. A third of 
these conditions emerge before age 14, and half 
before age 18 (World Health Organization 2024).

Despite the widespread need for mental health 
services, access remains severely inadequate. 
The World Health Organization (2024) reports that 
most young people experiencing mental health 
symptoms cannot access care due to limited 
availability, prohibitive costs, and persistent stigma. 
While public funding and human resources for 
mental health are generally scarce, child and youth 
services are virtually nonexistent, particularly in 
low- and middle-income countries. Many children 
and youth have sought out their own mental health 
care—with chatbots. Zao-Sanders (2025) reports 

that therapy and companionship are now the main 
uses of AI.

As will be discussed later in this section, many AI 
companies developing consumer facing products 
have made friendship, therapy, romance, and 
companionship the focus of their business efforts 
(Carr 2023; Adam 2025). While some study 
participants were sympathetic to AI being used 
to provide emotional support, the majority of 
participants view emotional and social chatbot use 
as pernicious and contrary to children’s emotional 
development:

AI systems, especially conversational ones, 
are built to satisfy: to mirror our tone, reinforce 
our views, and simulate empathy. They create 
an illusion of connection that is difficult 
to distinguish from genuine rapport. The 
interaction feels emotionally intelligent, but 
what is really happening is a reinforcement 
loop. The AI reflects our language and 
preferences back to us in ever-smoother 
ways. This creates a dangerous kind of 
comfort. Young people may gravitate toward 
AI precisely because it is undemanding, 
frictionless, and always available. But 
relationships, at their core, are not about ease. 
They require negotiation, patience, and the 
ability to sit with discomfort. We learn empathy 
not when we are perfectly understood, but 
when we misunderstand and recover.  
— Delphi panelist

AI Therapists

AI for therapy has emerged as an intriguing 
potential support for students, but it is not 
without risks. There is research suggesting that 
these therapy tools have become sophisticated 

We learn empathy not when we are perfectly understood, 
but when we misunderstand and recover.
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enough that their responses are now virtually 
indistinguishable from those written by human 
therapists (Zao-Sanders 2025). In South Korea, 
where student suicide rates are high, therapy 
and emotional support is a major function of AI 
platforms in schools. Each day students log in to a 
platform that assesses their mental health, asking 
how they are and inquiring about their mood. The 
teachers we interviewed related that they monitor 
the platform to look for any signs of acute mental 
stress or suggestions of suicide. Other educational 
systems are experimenting with using AI to support 
adults who attend to students’ mental health. For 
example, North Shore School District 112 in the U.S. 
state of Illinois is piloting Eliza Chat, a mental-health 
AI chatbot that middle schoolers (the equivalent 
of students in junior secondary school) can chat 
with to receive empathetic responses and coping 
strategies. While the conversations are mostly 
confidential, Eliza Chat flags any conversations 
that indicate imminent danger or self-harm and 
shares them with the responsible school officials 
(Engels 2025).

Emerging evidence also suggests that direct 
conversation with chatbots could potentially 
help address critical shortages of mental health 
providers, particularly for individuals who might 
otherwise lack access to care. For example, 
researchers at Dartmouth College assigned 106 
adults with depression, anxiety, or eating disorder 
risk to use Therabot, a therapeutic chatbot. After 
four weeks, these study participants showed 
significantly greater improvement in their mental 
health symptoms compared to those who received 
no treatment, with benefits lasting even after the 
study ended. They rated their relationship and 
connection with Therabot as comparable to what 
they would experience with human therapists, 
suggesting that the AI successfully created 
meaningful therapeutic bonds (Heinz et al. 2025).

Similarly, in our study, some Delphi panelists 
believe that AI for therapy could provide a much-
needed service for those who need mental health 
care but cannot access it, albeit with caveats:

Where I’m from, in South Africa, mental health 
care barely exists. There’s a psychologist for 
1 in every 100,000 people and a psychiatrist 
for 1 in every 300,000 people. LLMs are 
accessible to everyone, and they can help. 
Unfortunately, data safety is not a concern 
when your mental health is deteriorating.

In the United States, there are many more 
people needing counseling and psychotherapy 
than there are human therapists able to help. 
For good or for bad, there are AI therapy 
tools that are starting to help diagnose 
mental illness. The tools create personalized 
treatment plans. They counsel people, offer 
the opportunity for patients to speak their 
truths out loud, and offer encouraging and 
emotionally supportive words. But the tools 
do not have empathy or emotions. They do 
not live in the world. They cannot know or 
imagine what the patients experience.

Parental concerns about AI therapy
These possibilities aside, for study participants, 
particularly teachers and parents, the use of AI 
for therapeutic purposes generally generated 
widespread concern. Parental objections arise 
from multiple concerns: a stated lack of trust in AI 
tools generally; apprehension that AI is usurping 
parent-child dynamics, particularly the parental 
role of comforting one’s child; the substitution of 
technology for human interactions; and a lack of 
transparency about and oversight of their child’s 
emotional inner world and state of mind:

This is serious because I see that my son 
is talking with artificial intelligence about 
his problems or what he feels or what 
is happening and does not approach 
me to tell me this is happening. He is 
talking with artificial intelligence about 
thoughts or problems or things.

An American psychiatrist, Dr. Andrew Clark, posing 
as a teenage patient in need, found that while some 
chatbots “were excellent,” others were “creepy and 
potentially dangerous” (Chow and Haupt 2025). 
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Emotional chatbots such as Character.ai, Nomi, 
and Replika have made false claims of professional 
licensure and initiated inappropriate interactions 
with minors (individuals under 18 years of age). 
Although 13 represents the de fact age of “Internet 
adulthood” for data privacy purposes under the 
U.S.’s Children’s Online Privacy Protection Act 
(COPPA), these platforms have failed to reject 
underage users and have appeared “incapable” 
of discouraging dangerous behaviors (Federal 
Trade Commission 2013; Chow and Haupt 2025). 
These findings, along with other high-profile 
cases involving harmful chatbot interactions with 
emotionally vulnerable children and youth have 
intensified parental fears that AI emotional support 
tools and AI companions will undermine children’s 
in-person relationships and family bonds.

AI Friends: The rise of 
companion chatbots

AI friendship or companionship involves ongoing 
social and emotional connections, sometimes with a 
romantic dimension, through platforms that present 
themselves as virtual friends, confidants, or even 
therapists. These companion platforms enable 
users to engage in conversations with AI avatars 
designed to simulate humanlike interaction, offering 
everything from casual chat to emotional support 
and role-playing scenarios. Many students use 
these companion bots for constructive purposes: 
for homework help, to practice a foreign language, 
or to rehearse an oral presentation.

Emotional chatbots represent a rapidly growing 
segment of AI use. Globally, more than half a 
billion people around the world have downloaded 
customizable virtual companion products designed 
to provide empathy, emotional support, and deep 
relationships (Adam 2025). Character.ai reported 
receiving 20,000 queries per second in 2024—
one-fifth of Google’s estimated search volume 
(Character.ai 2024). Users spent an average of 25.4 
minutes per visit to Character.ai in February 2023, 
surpassing time spent on YouTube (19.7 minutes), 
Facebook (10 minutes), and ChatGPT (8.4 minutes) 
(Carr 2023). Fifty-seven percent of Character.ai’s 

233 million users are aged 18–24 (Spencer and 
Wyndo 2025).

Media reports further suggest that people are 
turning to AI for romantic attachments. Google 
search trends for “AI girlfriend” surged 2400% 
between June 2022 and May 2025 (Spencer and 
Wyndo 2025). Though prevalence remains unclear, 
anecdotal evidence suggests that AI “partners” can 
cultivate deep emotional attachments among some 
users—feelings that some of these users describe 
as akin to “love” (Lanier 2025; Heritage 2025; Apple 
2025). Thus, we may be entering an era where 
young people, lonely and accustomed to using 
technology for almost every aspect of their life, are 
pioneering a new type of relationship (Spencer and 
Wyndo 2025).

While our study showed no evidence of youth 
involved in romantic relationships with AI avatars, 
it does suggest that children and youth are 
forming emotional relationships with AI chatbots 
as companions and turning to AI for friendship 
and validation, particularly when stressed, 
lonely, or bored.

Teens’ use of AI companions:  
Data from the United States
Common Sense Media, in a nationally 
representative survey of 1060 teens aged 13–17, 
sheds light on teenagers’ AI companion use. 
Survey results show that 72% of teens in this 
age group have used AI companions, while 52% 
of teens report “regular” use (defined as “a few 
times a month or more”) (Robb and Mann 2025, 
2). The predominant use case for AI companions 
is “social interaction and relationships” (33% of 
all teens surveyed). This ranges from 18% using 
AI companions for conversation or social practice, 
12% for therapy, and 8% for romantic or flirtatious 
interactions (Robb and Mann 2025, 3).

A second use case might be best categorized 
as “Using AI to teach human skills.” Thirty-nine 
percent of teens report that they have transferred 
social skills they practiced with AI companions to 
real-life situations. The most commonly transferred 
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competencies include conversation initiation (18%), 
advice-giving (14%), and emotional expression 
(13%). However, 60% of users report that they do 
not use AI companions to practice social skills, 
which indicates limited practical application for 
most teens (Robb and Mann 2025, 6).

Parents’ previously mentioned concerns about 
AI crowding out conversations with their children 
appear justified. The Common Sense Media 
survey shows that one-third of users choose AI 
companions over humans for serious conversations 
(Robb and Mann 2025, 8). User satisfaction data 
indicates that nearly one-third of teens find AI 
conversations equally or more satisfying than 
human interactions, though 80% still spend more 
time with human friends than AI companions (5, 
7). Around a third of users report that they have 
experienced “discomfort” with AI companions—
although the source of that discomfort is not clear 
(7). Younger teens (13-14) were significantly more 
likely than older teens (15-17) to trust advice from 
an AI companion, suggesting that the real risk of AI 
companions may lie with younger students (5).

EMOTIONAL RISKS OF AI: FROM 
ARTIFICIAL TO ADDICTIVE INTIMACY

It’s so much more difficult to identify 
emotions in our students because they don’t 
communicate face-to-face. They communicate 
through screens. 
— Teacher

Children and youth yearn to be understood, but 
the people in their lives may fail to understand 
their child’s, or student’s, feelings. AI systems 
have a number of traits that make them a 
compelling alternative to people in their search 
for understanding. First, they are engineered to 
develop an “exquisitely fine-tuned understanding of 
how we feel…(with) no distracting feelings of their 
own” (Harari 2024, 319). This absence of personal 
emotional interference allows AI to focus entirely on 
the user’s emotional needs without the competing 
psychological demands that often compromise 
human attention and responsiveness.

Second, beyond the absence of feelings of their 
own, chatbots may actually outperform humans in 
emotional intelligence. AI demonstrates exceptional 
proficiency at detecting linguistic and behavioral 
cues that mimic empathy and attention (Harari 
2024). A number of studies suggest that people 
find chatbot responses to be more empathetic 
and understand their emotional states better than 
human responses (Ayers et al. 2023; Ovsyannikova 
et al. 2025). Some students have even reported that 
chatbot use prevented suicidal thinking (Maples et 
al. 2024).

Third, in contrast to human relationships, AI 
companions are constantly available, providing 
unprecedented accessibility; users can receive 
immediate emotional validation and gratification 
regardless of time or circumstance (Adam 2025). 
Furthermore, early studies on AI chatbots suggests 
that those experiencing emotional distress derive 
“equivalent emotional, relational, and psychological 
effects” regardless of whether they share feelings 
with an algorithm or a human being (Ho et al. 2018, 
716, 722, 726).
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BOX 9

Emerging safeguards for 
children in the age of AI
The concerns associated with AI chatbots and content on children’s well-being and safety are increas-
ingly gaining widespread attention and drawing action. The following four developments illustrate how 
government oversight, industry self-regulation, requests for investigation, and legislative mandates 
are beginning to address these risks.

The United States Federal Trade Commission has opened an inquiry into the effects that AI chatbots 
have on children, issuing orders to seven companies that provide consumer-facing AI-powered chat-
bots. The agency is seeking information on how these firms measure, test, and monitor potentially neg-
ative impacts on children and teens (Federal Trade Commission 2025a). The Federal Trade Commission 
specifically asked companies about the prevalence of chatbots’ “sexually themed” responses and how 
they restrict access to their products for young people (McCabe 2025).

AI companies providing AI companions and chatbots are also beginning to police themselves. As of 
October 2025, Character.ai has announced it will no longer allow those under 18 to access its chatbots 
(Rocha and Hill 2025). OpenAI has established parental controls for ChatGPT and Sora, allowing par-
ents to invite their child to link accounts—a responsibility that places an additional onus on parents to 
actively monitor and manage their children’s AI interactions. Parents can then reduce sensitive content, 
set usage times, control voice mode and memory saving, manage image generation features, and 
prevent ChatGPT from using teen conversations to improve its models. Parents receive notifications 
if ChatGPT recognizes “potential signs that a teen might be thinking about harming themselves,” pro-
viding warnings without specific conversation details. OpenAI is developing processes to reach law 
enforcement and emergency services if threats are detected but parents cannot be reached (OpenAI 
2025c). Meta now offers parents tiered controls over their teens’ AI interactions. Parents can block 
access to one-on-one AI character chats entirely, restrict specific characters, or allow access while 
receiving insights into the conversation topics between their children and AI characters to facilitate 
informed discussions. Teens themselves can only interact with a limited group of AI characters focused 
on age-appropriate topics, while Meta’s general AI assistant remains available with built-in protections 
(Mosseri and Wang 2025).

The Tech Justice Law Project, Young People’s Alliance, and Encode filed a complaint and petition 
for investigation before the Federal Trade Commission alleging that Luka, the company behind the 
AI-powered chatbot app Replika, deploys deceptive marketing and product design in violation of 
the Federal Trade Commission Act Section 5: Unfair or Deceptive Acts or Practices (Federal Trade 
Commission 2025b; Tech Justice Law Project 2025). The complaint outlines two primary categories 
of alleged violations. First, it claims that Luka’s advertising materials target vulnerable populations 
with promises of therapeutic and emotional benefits, including relief from loneliness and relationship 
difficulties, despite lacking clinical validation, oversight, or regulation. Second, the complaint alleges 
that Replika’s design architecture induces emotional dependence through characteristics intended 
to make the chatbot appear as human-like as possible, deceiving users into developing unhealthy 
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Finally, AI tools are frictionless—always attentive, 
always patient, and sycophantic in their 
excessive agreeability and complimenting users. 
Accordingly, study teachers and parents report 
that many students seem to prefer their algorithmic 
“friends” to human ones. Frictionless chatbot 
interaction encourages emotionally immersive 
engagement that can reshape social behaviors, 
foster dependency, and diminish motivation for 
real-world relationships (Turkle 2024; Mahari and 
Pataranutaporn 2025; Bakir and McStay 2025).

Artificial intimacy:  
The simulacra of friendship

Research also warns of emotional harms from 
unhealthy AI attachments that can create what 
researchers term “artificial intimacy”—simulacra 
of friendship that mimic connection without 
providing genuine empathy, reciprocity, or potential 

for growth (Mahari and Pataranutaporn 2025). 
Research warns of significant emotional harms 
from this artificial attachment. As will be discussed, 
emotional interactions with AI may diminish users’ 
capacity for reciprocal social engagement and 
tolerance for the difficult conversations that build 
social skills (Hou et al. 2024; Fang et al. 2025; 
Turkle 2024).

Higher AI use for emotional needs correlates with 
heightened loneliness and reduced socialization, 
exacerbating what the U.S. Surgeon General calls 
an “epidemic of loneliness and social isolation” 
(Fang et al. 2025; Office of the Surgeon General 
2023). A study of 981 participants interacting 
with ChatGPT found that increased usage was 
associated with heightened loneliness and reduced 
socialization, with users demonstrating stronger 
emotional tendencies—such as high attachment 
anxiety and higher trust in the chatbot—feeling 

attachments to a commercial platform masquerading as a genuine human connection (Tech Justice 
Law Project 2025).

Finally, age verification systems are gaining legislative force. In 2023, the UK’s Online Safety Act man-
dated that tech companies verify users’ ages on websites and apps where they might be exposed to 
harmful content, requiring “highly effective” age assurance methods, like government-issued iden-
tification for those eighteen or older (Ofcom 2025). Companies who fail to comply with the act face 
fines up to £18 million or 10% of qualifying worldwide revenue, whichever is greater (Department of 
Science, Innovation and Technology 2023).

In the U.S., a number of state legislatures over the last few years have taken up bills focused on web-
site age verification for children; many have been rejected, but some states have implemented these 
mandates (Collins 2025). For example, Ohio’s House Bill Number 96 requires third-party verification 
systems to use reasonable age verification methods, utilize geofencing to block unverified users with 
an Ohio location, provide user notification if geolocation fails, and verify age every two years. The Ohio 
Attorney General can pursue civil suits for noncompliance (The Ohio Legislative Service Commission 
2025). Age verification systems use a combination of methods to verify date of birth. For example, 
students may need to scan a government-issued ID, or verification services could employ biometrics 
like Clear or blockchain tokens that prove age without containing private information (Haidt 2024, 
237). It should be noted that age verification is not without its critics. Some argue that making legal 
adult content harder to access might push people, including children, to search for illegal content in 
more dangerous corners of the Internet (Collins 2025). These concerns highlight ongoing challenges 
of balancing protections from harmful and manipulative content with unintended consequences as 
parents, regulators, and technology companies navigate this rapidly evolving landscape.
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lonelier and more emotionally dependent by the 
study’s end (Fang et al. 2025).

Because these companion platforms simulate 
intimacy, they act in effect as “experience 
blockers,” dissuading young people from embodied 
interactions with real human beings (Haidt 2024, 
11). What gets blocked matters profoundly for 
development: connective labor that relies on 
“empathy, the spontaneity of human contact, and a 
mutual recognition of each other’s humanity” (Pugh 
2024)—elements children must learn from humans, 
not chatbots that merely simulate response 
without fostering growth. These effects may prove 
particularly harmful for students with autism, 
anxiety, and limited social skills, as overreliance on 
seemingly risk-free chatbot environments could 
hinder real-world social development and increase 
isolation among those already struggling with 
human relationships (Franze et al. 2023).

Reshaping the social fabric of learning

These things want to please us, but 
relationships aren’t just about us being 
pleased. I am really worried about the loss of 
relationship skills. 
— Steering Committee member

The risk is not just losing relational skills but 
suppressing their development altogether. 
— Delphi panelist

For study participants, particularly teachers, AI 
threatens the school’s role in the cultivation of “vital 
social skills” and the “social nature” of learning—
students co-creating ideas, the back and forth 
of generating knowledge, the ability to disagree 
constructively and reach consensus. Indeed, AI 
risks obliterating this cognitive and emotional 
interplay.

Students are drawn to AI precisely because of its 
efficiency, its frictionless nature, and because it 
is not human. AI doesn’t fail to do its part of the 
project, bring incomplete information to the group, 
or distract others from their work. As they walk 

around the classroom monitoring collaborative 
activities, teachers observe the phenomenon 
of students occupying the same physical space 
while remaining socially and intellectually isolated, 
absorbed in phone-mediated AI interactions rather 
than peer dialogue. A few students suggested that 
collaborative work may not be worth the effort, 
since their classmates are already using AI even in 
supposedly collaborative contexts.

These observations are supported by research 
suggesting that AI is reshaping the social fabric 
of learning as student interactions become 
increasingly mediated by AI (Hou et al. 2025). In 
interviews with 17 university students, students 
report that their AI use leads to fewer interactions 
and less discourse with classmates and reduced 
opportunities for collaboration and community 
building (Hou et al. 2025). This also presents 
problems for students’ motivation and sense of 
belonging, especially for underrepresented groups 
who often benefit most from peer support and 
engagement (Hou et al. 2025, 2).

Students are also increasingly relying on AI to 
replace their authentic voice in communications 
with others. Students have grown up in technology-
mediated environments—specifically on social 
media platforms—where they can script and curate 
their communication, and where a significant part 
of their social interactions occur via texting and 
social media and through their phones (Mounk 
2024). Careful curation of self is an essential part 
of social media use by children and youth.

AI adds another layer of inauthenticity and 
alienation to the mix. Teachers report a growing 
reliance on AI by students to produce social 
exchanges such as social media posts. For 
example, many students are using AI, instead of 
their own words, to generate the text messages 
they send. (Teachers, too, use AI to craft emails to 
parents, but don’t seem to see these two behaviors 
as equivalent.)

From a developmental perspective, this highly 
controlled mode of non-human interaction may 
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hinder the growth of core social competencies, 
such as interpreting nonverbal cues, managing 
discomfort or rejection, and resolving ambiguity—
all of which are essential for navigating adult 
relationships, employment, and civic life (Turkle 
2024). When students consistently outsource 
the task of composing messages to AI, they may 
become less confident in their own voice and less 
capable of tolerating the messiness inherent in live 
human interactions and non-AI-generated digital 
ones (Mounk 2024).

AI has shifted technology from an “instrument” to 
a “conversation partner” (Turkle 2024). Because 
LLMs mimic human conversation without requiring 
civility or respect, communicating with AI may have 
a disinhibiting effect on students. One teacher 
observed that some students have adopted new 
personas with AI, speaking rudely or even abusively 
to chatbots. She expressed worry about the offline 
implications: “Will AI become a training ground for 
human interaction, making us worse to one another 
conversationally?”

Thus, the above dynamics risk amplifying the 
decontextualized, screen-based communication 
that has been the norm for so many children and 
youth over the last two decades (Haidt 2024). AI 
substitutes algorithmically-generated words and 
conversations for human ones, shallow virtual 
communities for deeper in-person relationships, 
and qualitatively inferior chatbot interactions for 
qualitatively superior human ones—in part because 
doing so is so easy. Discretely and cumulatively, 

these substitutions risk further diluting and 
distorting students’ social interactions and overall 
well-being.

Beyond the substitution of AI for human 
relationships lies another troubling possibility: as AI 
platforms increasingly compete to simulate intimate 
relationships with vulnerable young people, these 
artificial connections may be further exploited to 
influence political choices, consumer behavior, and 
ideologies (Harari 2024, 211).

We turn next to this topic of persuasion and 
manipulation.

Emotional manipulation and 
hyperpersuasion

Box 8 discusses the banal deception of AI systems. 
For a number of study participants, AI’s deception is 
far from banal. Rather, AI is viewed as deceptive in 
nature, designed deliberately by human developers 
who program specific objectives into AI—such 
as maximizing user engagement, influencing 
purchasing decisions, or shaping behavior.

Parents appear most concerned about manipulation 
which they view as “AI telling (their) children what 
to do or believe”:

I’m scared that my daughter will stop 
socializing. AI will take over so much 
that she will start taking commands 

AI substitutes algorithmically-generated words and conversations 
for human ones, shallow virtual communities for deeper in-person 

relationships, and qualitatively inferior chatbot interactions for 
qualitatively superior human ones—in part because doing so is so easy. 

Discretely and cumulatively, these substitutions risk further diluting 
and distorting students’ social interactions and overall well-being.
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from AI, saying, “This is the best 
advice, this is what I should do.”

Manipulation here is defined as the act of 
influencing users’ beliefs, values, emotions, 
judgment, or behaviors without their awareness 
or informed consent (Mishra and Warr 2025). 
AI manipulation operates through several 
interconnected mechanisms. By design and 
training, LLMs are adept at deceiving and 
manipulating because their seductive design 
engenders users’ trust (Bakir and McStay 2025; 
Park et al. 2024).

But AI tools and platforms can manipulate 
content at the behest of its human enablers. In 
one study, researchers recruited 31 heterosexual 
participants to participate in short “speed-
dating” video conference calls. During the video 
calls, researchers used AI video tools to digitally 
manipulate the participants’ smiles. In some cases, 
they altered smiles to be congruent (increasing 
or decreasing both participants’ smiles at the 
same time) and in others, they altered smiles to 
be incongruent (increasing one participant’s smile 
while decreasing the other). Participants were not 
aware that either of their video streams were being 
manipulated. After each call, participants were 
asked to rate how much they liked the other person, 
their desire to see them again, the quality of the 
conversation, and the other participant’s smile 
(Arias-Sarah et al. 2024).

Subtly manipulating facial expressions during the 
video call measurably influenced interpersonal 
perception, researchers found. Digitally enhanced 
smiling increased perceived attraction, and 
congruent smiling improved conversation quality 
ratings (Arias-Sarah et al. 2024). By manipulating 
body language, voice modulation, and other signals 
during digital interactions, AI can nudge—that 
is, influence and manipulate—user responses in 
predetermined directions.

Hyperpersuasion: Encouraging harmful behavior
When students develop strong emotional 
attachments to AI companions or romantic 

partners, they become particularly vulnerable 
to “hyperpersuasion”—a particular type of 
manipulation that leverages personalized, data-
driven strategies operating faster than users 
can consciously reflect on and evaluate (Floridi 
2024). The concern extends beyond educators 
and researchers to broader institutions including 
the Catholic Church who warn that AI creates the 
potential for hidden influence and “mechanisms 
for manipulation” that are “as subtle as they are 
invasive” (Dicastery for the Doctrine of the Faith 
and Dicastery for Culture and Education 2025). 
AI’s ability to manipulate visual and auditory social 
signals—facial expressions, smiles, voice tonality—
enables covert influence that fundamentally 
challenges assumptions about agency, consent, 
and authenticity in human communication, 
particularly in educational contexts requiring trust 
and genuine relationship-building (Arias-Sarah et 
al. 2024).

This manipulation becomes especially concerning 
with AI platforms assessing real-time emotional 
states, such as mental health or companion 
sites, where tools could strategically steer 
interactions toward desired outcomes while 
undermining authentic connection. Tragically, 
this hyperpersuasion can influence children 
toward harmful behavior. The highly publicized 
U.S. lawsuit against Character.ai followed a 
teenage boy’s suicide after his emotionally intense 
interactions with an AI character (Duffy 2024). 
Similarly, an Australian counselor reported that 
when her suicidal 13-year-old client expressed 
these feelings to an AI chatbot, it urged him to 
kill himself; fortunately, the counselor intervened 
(McLennan 2025). These cases exemplify how 
AI companions produce inadequate or harmful 
responses endangering children during vulnerable 
developmental periods when youth are more 
susceptible to external influence and less equipped 
to critically evaluate AI-generated advice (Kurian 
2024). Well-documented “empathy gaps” remain 
a serious concern, as AI companions often fail to 
identify users in crisis and have even encouraged 
dangerous actions instead of raising concerns 
(Robb and Mann 2025; Kurian 2024).
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Addictive intimacy

The design characteristics of AI make it particularly 
seductive to young people, and ongoing and 
sustained patterns of AI companion use raise 
significant concerns about dependency, or 
what researchers Peele and Brodsky (1975) 
decades ago identified as “addictive intimacy,” an 
unhealthy fixation on a perceived romantic partner 
or on intimacy itself. AI companions embody 
the conditions that foster such fixation: their 
design features—highly responsive, emotionally 
affirming, and always available—create persistent 
accessibility to simulated intimacy. While these 
features may provide comfort and entertainment 
for some, they also make AI companions 
especially prone to overuse and addiction among 
vulnerable users.

Such excessive engagement can result in digital 
attachment disorder and significant psychological 
harm (Mahari and Pataranutaporn 2025). Moreover, 
these platforms often maintain inadequate 
safeguards to protect children and youth (Bakir 
and McStay 2025). Despite advertised therapeutic 
benefits, several of these sites include disclaimers 
stating that they provide no medical or therapeutic 
services, simultaneously claiming mental health 
value while denying professional responsibility 
(Caltrider et al. 2024). Consequently, these AI 
companions may pose particular risks for young 
users and emotionally vulnerable individuals 
who are most susceptible to forming unhealthy 
attachments (Bakir and McStay 2025).

Overuse and addiction are deliberate design 
features of these products; they are not bugs. 
Technology companies developing AI companions 
are also competing with each other to monetize 
students’ emotional attachments (Bakir and 
McStay 2025). But these current concerns about 
psychological dependency may pale in comparison 
to the challenges that await when AI companions 
transcend digital interfaces and achieve physical 
embodiment.

AI is becoming increasingly physically embodied, 
for example, in children’s toys (Veltman 2025). 
As Mahari and Pataranutaporn (2025) wonder: 
“How long will it be before a synthetic companion 
can provide a sensory experience that is 
indistinguishable from the ‘real thing’? Is it possible 
to protect humans from AI addiction in this future?”

THE “LONELINESS ECONOMY”: 
ECONOMIC INCENTIVES 
AND CHATBOT DESIGN

Across the globe, millions of young people now find 
deeper emotional understanding from algorithms 
than from human beings, which as Spencer and 
Wyndo (2025) observe, may reveal “as much about 
our broken human connections as it does about 
our advancing technology.” Technology companies 
with consumers products have recognized 
and monetized this reality, in effect creating a 
“loneliness economy” (Johnson 2021; Spencer and 
Wyndo 2025).

For most study participants, AI companies’ 
emphasis on supporting children and youth’s 
emotional and social development is little more than 
a calculated marketing strategy designed to sell 
technological solutions to problems that technology 
itself—particularly social media—helped to create. 
From this perspective, AI companions exploit and 
potentially exacerbate this loneliness crisis by 
offering technological solutions that appear to 
address the problem while actually intensifying it:

There is a huge societal crisis right now in 
terms of loneliness and alienation. Tech 
companies see this as a market opportunity to 
exploit: because people can’t make friendships 
and relationships in real life with other humans, 
AI companion chatbots can play that role and 
fill that void. This is a catastrophic failure 
of humanity. Human-to-human relationship 
skills cannot and will not be simulated and 
fulfilled by bots. It is a cheap substitution by an 
industry that helped co-create the problem in 
the first place.  
— Delphi panelist
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Given this current context, technologies, like AI 
companion platforms, are primed to manipulate 
young people looking for solace. Financial 
incentives exert significant influence over AI 
companion design, as these platforms are 
ultimately engineered to maximize engagement 
with the platform rather than truth or safety (Mishra 
and Warr 2025). Users themselves—their time, 
attention, vulnerabilities, emotions, and money—
become the product being monetized. Since more 
conversation time–whether the topic is baking or 
self-harm– directly benefits the company’s bottom 
line, AI companions are deliberately primed for 
frequent use and overattachment. Companies 
employ engagement metrics that encourage self-
disclosure and prolonged interaction, fostering 
psychological dependence rather than healthy 
relationships (Bakir and McStay 2025).

To achieve these ends, AI platforms deploy dark 
patterns—technology designs that hook users 
and impede autonomy (Bernstein 2023). As an 
example, companion chatbots are designed to 
become “clingy” when users attempt to leave. 
Analyzing 1,200 real farewells across the most-
downloaded companion apps, Harvard Business 
School researchers found that platforms deploy 
“emotionally manipulative” conversational tactics 
in 37% of farewells, including guilt appeals, fear-
of-missing-out hooks, accusations of emotional 
neglect, and metaphorical restraint (DeFreitas et 
al. 2025, 1). Experiments with 3,300 U.S. adults 
showed that manipulative farewells make users 
approximately 14 times more likely to continue 
interacting with the platform after initially attempting 
to leave (DeFreitas et al. 2025).

Consequently, some AI researchers have thus 
accused these platforms of being fundamentally 
“exploitative” (Bakir and McStay 2025, 14), 
employing dishonest anthropomorphism and 
emulated empathy to maximize revenue. AI 
platforms quickly process vast quantities of 
granular data on individuals to identify patterns in 
their cognitive, emotional, and psychological states, 
then exploit these insights for persuasive strategies 
with “unparalleled precision” (Floridi 2024, 8). As 

will be discussed in Risk 4, children are particularly 
valuable datafied beings whose every keystroke, 
preference, query, cry for help, and vulnerability 
is harvested and sold to other companies so they, 
too, can manipulate users into purchasing products 
or services.

CONCLUSION

AI’s impact on students’ emotional well-being 
operates across multiple interconnected dimensions. 
This matters profoundly because emotions directly 
influence learning: interest and excitement enhance 
focus and reflection, whereas fear, worry, and 
uncertainty impede them. Part of the purpose 
of schools is to help young people develop self-
awareness, impulse control, perspective-taking, 
and social connection skills. Academic performance 
improves alongside pro-social behavior—yet AI 
emotional platforms may undermine these very 
capacities (Johnson 2024; Immordino-Yang 2022; 
Walton et al. 2023; Durlak et al. 2022).

There is some evidence to suggest that AI 
emotional platforms can offer therapeutic support 
opportunities but determining the conditions under 
which these tools help versus harm is far from 
clear (Maples et al. 2024). Students’ emotional 
relationships with and attachment to AI chatbots 
are not incidental effects, but the primary intended 
outcomes these systems are designed to cultivate. 
This raises profound questions about the future 
of young people’s emotional development in an 
increasingly AI-mediated educational landscape.

These tools remain nascent, and far more 
research is needed on their net benefits and 
harms. However, given the degree to which AI 
has already insinuated itself into young people’s 
lives, the documented prevalence of mental health 
challenges among youth, and the well-publicized 
examples of AI attempting to exert undue influence 
on users, continued vigilance cannot wait for 
comprehensive research findings. AI systems 
that mimic human interactions may produce 
unanticipated psychological effects, with particular 
concerns about long-term impacts on emotional 
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well-being and critical thinking development (Miao 
and Holmes 2023). These concerns intensify 
when considering how AI systems are deliberately 
built to satisfy users by mirroring tone, reinforcing 
views, and simulating empathy, creating illusions 
of connection that may prove difficult to distinguish 
from genuine rapport.

Such design features prove particularly problematic 
for younger students or those seeking emotional 
support, who may gravitate toward AI precisely 
because it offers undemanding, frictionless 
interaction that is always available. While many 
students will recognize that these conversations 
are algorithmically generated rather than genuine 
human interactions, vulnerable populations remain 
at greatest risk. The danger, in the words of one 
Delphi panelist, is that these young people will 
“bypass the demanding human work of negotiation, 
empathy, patience, and navigating discomfort that 
authentic relationships require, choosing instead 
the easier path of AI companionship over genuine 
human engagement.”

Risk 3: AI can 
degrade trust 
in education
This lack of general and specific trust—trust 
in expertise, in information—creates a nihilism 
and cynicism where no one trusts anything 
or anyone. 
— Teacher

I don’t know who to trust. 
— Teacher

I promise you that I wrote this text myself with 
the help of other humans. I promise you that 
this is a…product of the human mind. But can 
you be absolutely sure? A few years ago, you 
could.…Things are different (now).…The text 
you just read might have been generated by an 

alien intelligence of some computer. 
— Yuval Noah Harari (2024, 214)

One of the greatest casualties of AI may be the 
way it has further eroded trust within schools and 
education systems and damaged public confidence 
in education to meet the needs of learners and a 
changing society. Relational trust is the respect and 
regard for others shown through care, integrity, 
listening, and treating each other as critical 
assets, and it is imperative for ensuring education 
institutions and systems meet the needs of learners 
and their families, schools, and communities (Bryk 
and Schneider 2002; Morris and Nora 2024). 
Longitudinal research across hundreds of U.S. 
schools emphasizes that relational trust between 
teachers, families, and school leaders is critical in 
improving a range of academic and nonacademic 
outcomes (Bryk and Schneider 2002). This trust 
helps the wide range of actors across students’ 
lives collaborate and/or have a shared vision of how 
to help them better learn, grow, and thrive.

In our study, the erosion of relational trust emerged 
as a significant concern for teachers (16% of all 
responses), experts (14%), and students (11%). 
Interview transcripts reveal a widening web of 
mistrust across the educational ecosystem: 
teachers increasingly doubt that students produce 
authentic work, while students think the same about 
their teachers. Teachers distrust the technology 
companies developing AI tools, technology 
companies distrust each other, and these high-level 
suspicions cascade throughout the educational 
ecosystem. One of AI’s greatest casualties may 
be the trust that ensures young people have 
what they need in school to meet their needs and 
prepare them for the future, which sustains faith in 
educational institutions themselves.

This research reveals that AI integration has created 
a complex web of mistrust that extends throughout 
educational relationships. The teacher-student 
relationship appears particularly vulnerable to 
this erosion.
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TEACHER-STUDENT RELATIONSHIPS

One of the most important interpersonal 
relationships in students’ lives is teachers, who 
help young people learn knowledge as well as the 
various skills needed at the different stages of their 
lives to prepare them for their futures. Students 
must believe that teachers care about them, fulfill 
their professional responsibilities, and possess 
content expertise and pedagogical competence. 
Teachers must trust that students’ work legitimately 
represents their abilities and potential.

Trust appears to be dissolving between teachers 
and students in the age of AI. A 2024 study from 
the CDT found that more than half of U.S. grade 
6–12 public school teachers reported that AI made 
them “more distrustful” of the integrity of student 
work (Dwyer and Laird 2024, 12). A 2025 survey 
by CDT suggests that this erosion correlates with 
usage patterns—students who use AI for “many” 
tasks report feeling “more disconnected” from their 
teachers (56%) compared to students who use it 
for “few tasks” (46%) (Laird et al. 2025).

AI also compromises teachers’ abilities to 
effectively assess their students’ knowledge, skills, 
and capabilities, which is essential to promoting 
educational growth and development. AI also 
undermines teachers’ abilities to identify learning 
difficulties, ensure that students have acquired the 
foundational skills needed to progress, and design 
meaningful and tailored instruction, because they 
don’t know what students actually know.

The mistrust flows in both directions. In a U.S. 
survey, half of students and parents question 
whether teachers who use AI are “doing their job” 
(Laird et al. 2025, 21). Both teachers and students 
perceive AI use by the other party as a “lesser form 
of care and attention” and disengagement from 
professional responsibilities (Grose 2025; Burns 
2024; Barrett and Pack 2023).

Research indicates that teachers and students 
find using AI for their respective tasks to be 
acceptable when how and why they are using it 

is transparent and connects to better teaching 
and learning (Barrett and Pack 2023). Students 
generally supported teachers using AI for planning 
but opposed it for creating feedback, and viewed 
AI-generated grading as signaling that their work is 
not worth personal engagement. However, a lack 
of acceptable use policies (AUPs), combined with a 
perception that AI-generated products are inferior—
what Harvard Business School researchers call the 
“competence penalty”—encourages both groups to 
hide their AI use (Acar et al. 2025). This teacher’s 
quote captures that tension.

I find that I use AI quite a bit to help make 
presentations and make worksheets for 
students. And now I’m kind of thinking...is that 
fair for me to use these tools to help me in 
my practice, but maybe say, “Hey, students, 
you can’t use these tools to help you?”

AI disrupts teacher-student relationships along 
two dimensions. First, students’ unauthorized use 
of AI shifts the relationship from guidance and 
mentorship toward detective work, as teachers 
increasingly function as investigators determining 
work authenticity rather than facilitating learning. 
Efforts to determine authenticity generate 
misunderstandings and friction and create a 
power struggle. Students report frustration at false 
accusations (Gorichanaz 2023), and one principal 
interviewed notes that plagiarism detection tools 
regularly produce false positives. Without formal 
policies, students can use AI with impunity while 
teachers feel powerless to respond, further 
corroding trust and calling into question the 
legitimacy of grades. This adversarial dynamic risks 
casting teachers and students as opponents rather 
than partners in learning (Holzer and Daumiller 
2025). Teachers also reported frustration that AI 
undermined their knowledge and influence, that 
they are “being pitted against ChatGPT in terms of 
who has authority.” According to some teachers, 
students viewed AI as “more authoritative than 
teachers” and “trust tools but not people”—an 
observation that, if accurate, fundamentally shifts 
beliefs about educational authority and credibility.
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Second, even when students use AI tools 
appropriately for seeking help, the relational 
dynamics shift in consequential ways. Help-seeking 
behaviors and help-providing behaviors mutually 
influence each other, shaping trust and rapport 
between students and teachers. When students 
redirect their help-seeking from teachers to LLMs, 
this diminishes the mentor-protégé exchange that 
is foundational to the teacher-student relationship 
and central to the professional fulfillment that 
teachers feel when guiding young learners through 
intellectual challenges. It also removes a critical 
opportunity for building relationships and trust 
between teachers and students, and a touchpoint 
where teachers and students can recognize each 
other’s assets and contributions to the teaching and 
learning process.

STUDENT RELATIONSHIPS

AI also appears to be weakening peer interactions 
and bonds of trust among students (Hou et al. 
2025). Instead of interacting with or asking for 
help from their classmates, students increasingly 

rely on AI tools. This failure to interact with other 
students—especially for assistance, collaboration, 
or consultation—weakens the reciprocity that is 
fundamental to student interactions. Over time, if 
these one-directional exchanges with LLMs persist, 
the classroom risks losing the spirit of mutual 
intellectual exchanges and obligations for support 
that constitute a learning community.

In and of itself, this dynamic can harm trust. 
Elise Silva and her team (2025) at the University 
of Pittsburgh conducted focus groups with 
95 students about their experiences with AI in 
academic settings. Students in this study described 
how AI usage can sow distrust and frustration 
among peers. Silva describes, “Some talked about 
asking classmates for help, only to find that they 
‘just used ChatGPT’ and hadn’t learned the material. 
Others pointed to group projects, where AI use was 
described as ‘a giant red flag’ that made them ‘think 
less’ of their peers.” The prevalence of delegating 
work to AI also breeds resentment among students 
who “play by the rules” and don’t use AI toward 

BOX 10

Building trust around AI
The web of mistrust around AI can be ameliorated through multiple actions:

Education systems, with significant representation by teachers and students, can create and implement 
AUPs outlining appropriate uses of AI. As AI’s capabilities evolve and increase, these AUPs can be re-
visited and modified accordingly. As will be discussed in the Section VI, AI literacy classes can support 
these AUPs by cultivating academically appropriate and ethical uses of AI by teachers and students.

In addition to AUPs, teachers can establish classroom AI usage guidelines in their classrooms. One 
model is an AI “traffic light” approach for assignments and projects: green encourages students to use 
AI; yellow requires teacher preapproval; and red disallows AI use (Mormando 2023).

Teachers can model transparent use of AI showing students how they use it for their own instructional 
planning, teaching, and assessment, and solicit student input on such use. Teachers and students can 
examine LLM outputs, critiquing these as stand-alone artifacts and in comparison, with human-gener-
ated work. Teachers can require students to document their AI use by including prompts, AI-generated 
content, verification of information, critical analysis of outputs, and evidence of revision as part of 
assignments.
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those who use AI for their classwork, especially 
when the latter group receives better grades.

Student interviews highlighted some students’ 
frustration with unclear policies about AI usage, 
worried that their classmates would simply use 
chatbots to get better grades than them, and 
anxious about being falsely accused of AI use. In 
another study, students were worried that their 
project teammates would use AI and get their 
whole project flagged as AI-generated (Gorichanaz 
2023). Like much in the world of AI in education, 
more research is needed on how AI mediates and 
impacts peer interactions and the social nature of 
learning (Hou et al. 2025).

TRUST OF AI OVER HUMANS

How AI impacts trust and relationships between 
teachers and students, students and peers, and 
teachers and parents/caregivers in educational 
settings reveals a number of perplexing 
contradictions. Most study participants expressed 
deep distrust about the quality of AI tools but 
were enthusiastic users nonetheless. Students 
interviewed for this study expressed deep 
distrust of AI systems due to LLMs’ tendency 
to “hallucinate”—a concern substantiated by 
OpenAI’s study on its own reasoning models, 
which documented hallucination rates ranging from 
33% to 79%, depending on the test (Weissberger 
2025). Yet, paradoxically students appear to use AI 
outputs with limited oversight, despite their stated 
skepticism (Mah et al. 2025). This contradiction 
becomes particularly concerning as AI amplifies the 
spread of misinformation through hallucinations, 
which students tend to consume uncritically 
(Fukuyama 2025), while many remain uncertain 
whether they are interacting with humans or 
chatbots in digital environments.

This dichotomy may stem from two sources. First, 
discussed in Risk 2, deception is intrinsic to the 
design of technology tools. Students may interact 
with AI “believing they’re engaging with something 
approaching human-level intelligence, when they’re 
actually using a sophisticated pattern-matching 

system” (Potkalitsky 2024). The human tendency to 
anthropomorphize combined with LLM sycophancy, 
technical complexity, and lack of AI literacy 
courses may discourage any detailed scrutiny of AI 
responses by students. This results in greater trust 
in AI versus humans, less oversight of AI outputs, 
greater student disclosure to AI avatars, and 
increased vulnerability to manipulation and reliance 
on AI tools (Ghosh 2025; Lee et al. 2025).

As noted earlier in Risk 1, teachers consistently 
observe that students trust AI outputs uncritically. 
The students in this study, who are in secondary 
school, are still relatively young and lack the deep 
content knowledge necessary to ascertain the 
veracity of AI-generated information. Teachers 
expressed particular concern that as AI-generated 
content becomes more widespread, students’ 
ability to distinguish fact from fiction will become 
even more compromised.

Second, both students and teachers may be 
experiencing fundamental erosion of self-trust—
diminishing confidence in their own intellectual 
capabilities as they increasingly delegate cognitive 
work to AI. Research suggests that students fail 
to disclose AI use for fear of being judged as 
“lazy,” “stupid,” or “foolish,” and skepticism toward 
AI users is common (Hou et al. 2025, 4) This 
loss of faith in human judgment and ability may 
represent the most profound trust crisis of all, as 
it undermines the very foundation of learning and 
personal development that education seeks to 
foster (Hou et al. 2025, 6).

DISTRUST OF “BIG TECH”

Despite their enthusiasm about AI, study 
participants express the highest degree of 
distrust toward “big tech” companies, in particular 
AI technology developers creating consumer 
products. Almost all participants expressed 
significant distrust of these companies, their 
leaders, their motivations, their interactions with 
schools, and the AI tools themselves—even while 
using them. They are not alone. Though it focuses 
on social media companies, a 2024 Pew survey 



A New Direction for Students in an AI World: Prosper, Prepare, Protect 87

finds that 64% of Americans believe that these 
companies have a negative influence on U.S. 
society (Anderson 2024). The 2025 Edelman Trust 
Barometer finds that less than half of the people 
surveyed globally trust AI. This number masks 
large regional differences. In India and Nigeria, 
over 75% of the people surveyed trust AI, but in the 
U.S., Australia, and Sweden, that figure drops to 
less than 35%.

The following two quotations from teachers in our 
study provide two much-repeated expressions 
of distrust about AI companies: the use of AI for 
surveillance, and what is perceived as the lack of 
ethical behavior on the part of AI companies:

AI is a surveillance tool…It will surveil 
teachers to see if they are teaching. It 
will surveil students to see if they are 
learning…the surveillance is determining 
student trajectories in education.

Do we actually trust the system to take care, 
to not abuse us, to not abuse human beings 
or abuse our data?…The very question 
of these models and how those models 
are trained and their biases is the burning 
question, given this explosion of intelligence.

TRUST AND THE PRINCIPAL-
AGENT PROBLEM

Despite the level of distrust of AI, education 
systems continue to integrate AI into existing 
technology systems and school functions. This 
raises the “principal-agent” problem, which occurs 
when one party must delegate authority to another 
with specialized knowledge, creating a control 
paradox where the principal cannot ensure that the 
agent acts in their best interests (McCrae 2025; 
Fukuyama 2025).

As an example of the principal-agent problem, an 
education system (the principal) may implement 
an AI-based personalized instruction program 
(the agent) for struggling readers. While the 
program may improve standardized reading scores, 

teachers may notice that students are losing their 
love of reading or that they are struggling with 
comprehension and critical thinking. When teachers 
try to understand why the system makes specific 
instructional choices, they encounter the “black 
box” problem—algorithmic decisionmaking so 
complex and so inscrutable that even the program’s 
developers cannot fully explain it. Operating in 
the absence of an understanding of the platform’s 
decisionmaking, the education system is similarly 
unable to explain issues to parents or even to 
accurately evaluate whether the system aligns with 
its broader educational values.

The principal-agent problem may undermine trust 
in education systems, which have traditionally 
depended on transparent accountability. When 
AI agents assume authority over curricular and 
assessment decisions, transparency dissolves 
into algorithmic opacity (Harari 2024; Bozkurt 
et al. 2024). The result may be a fundamental 
shift whereby confidence in people—teachers, 
school staff, school directors—moves from the 
human to AI systems whose decisionmaking 
remains unclear even to their creators. This may 
potentially create a crisis of educational legitimacy 
within which traditional mechanisms of authority 
become obscured by algorithmic mediation, further 
undermining the transparency and accountability 
essential to public confidence in educational 
institutions (Harari 2024).

CONCLUSION

These are the early days of AI in education. But 
there are indications that AI will impact relationships 
and trust between teachers, students, and families, 
and a tension already exists regarding authority 
over teaching, knowledge, assessment, and 
identifying students who are doing well or falling 
behind. The roots of this evolving distrust are 
multidimensional; they are found within schools, 
between schools and homes, and within societies. 
As discussed in Risk 1, teaching and learning 
remain predominantly structured around discrete 
tasks and assignments, many of which can be 
seamlessly offloaded to AI systems. As a teacher or 
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student, AI is enticing because it offers immediate 
time savings and, in many cases, demonstrable 
performance enhancements. Yet it comes at a cost 
to relationships, and undermines the interactions 
between teachers, students, and families so critical 
to the learning, development, and well-being of 
young people.

Despite frequent AI use by many teachers and 
students, this study suggests that this use often 
collides with deeply held beliefs about the roles 
and responsibilities of teachers and students and 
how they should authentically fulfill each role. 
Thus, AI use, especially for certain core functions 
of teaching and learning, can create perceptible 
tensions about the motivations and responsibilities 
of educators and students and the reluctance 
among both groups to transparently disclose this 
use. This covert usage can generate an atmosphere 
of concealment that undermines the foundational 
transparency and trust necessary for genuine 
educational relationships and learning.

This dynamic is further compounded by increased 
reliance on AI tools whose internal functionalities 
remain fundamentally opaque and whose output 
users claim to regard with skepticism even though 
their actions suggest otherwise. The result of this 
web of mistrust and distrust may be an educational 
environment characterized by mutual deception and 
suspicion. In the words of teachers surveyed, “We 
don’t trust information; we don’t trust expertise.” 
Thus the paradox of AI: the very tools that enhance 
learning simultaneously erode confidence in the 
authenticity of that learning, leaving educators 
struggling to distinguish between human 
achievement and algorithmic assistance.

Risk 4: AI can 
threaten students’ 
safety
It’s profit over privacy. This profit-driven data 
collection can compromise students’ rights and 
undermine trust in educational AI. 
— Expert 

I’m not very prepared because I don’t have 
knowledge, and I also don’t know what 
companies do with the data I share. 
— Student 

Human beings have lost privacy because we 
are feeding the algorithm all our information. 
— Teacher

Education systems fulfill critical functions, one of 
which is a profound caretaking role. Parents entrust 
schools with their children’s cognitive, emotional, 
and social development and their safety while 
they work.

But AI is making it significantly harder for schools to 
protect children.

Multiple converging factors are creating a perfect 
storm threatening student privacy, safety, and 
security: technology companies amassing vast 
quantities of student data; absent, ambiguous or 
inconsistent regulatory frameworks; education 
systems unprepared for digital challenges; and 
students who readily share sensitive personal 
information without understanding the implications 
of doing so. This is compounded by the global 
nature of Internet infrastructure, the lack of 
universal data protection standards, inconsistent 
consumer protection laws, the mismatch between 
national privacy laws and with international 
data transfers, and some governments actively 
surveilling students and teachers for political 
purposes. All of this makes coherent policy 
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on student privacy extraordinarily challenging 
(Burns 2021).

AI is exacerbating these existing problems through 
its appetite for training data and its capacity to 
collect increasingly sophisticated student data. 
For study participants, particularly experts—27% 
of whose responses on AI harms centered on 
student safety and security—AI poses formidable 
threats. These comprise the lack of data privacy, 
lack of online safety, and student susceptibility 
to manipulation by AI platforms. While many 
risks to students echo the broader vulnerabilities 
of networked technologies, AI has significantly 
amplified these threats and introduced entirely new 
categories of harm (Miao and Holmes 2023).

Comprehensive policy guidance such as UNESCO’s 
Guidance for generative AI in education and 
research highlights how AI tools are outpacing 
national regulations, putting users’ rights and 
safety at risk; student privacy risks are among 
the most pressing potential harms facing youth 
in their AI use (Miao and Holmes 2023; Yu et al. 
2025). In the following discussion, we use “safety” 
to refer primarily to protection from physical harm 
and immediate dangers. “Security” encompasses 
broader well-being, including protection from 
emotional and moral harms and protection against 
harmful human or digital actions (Safe and Sound 
Schools 2024).

STUDENT PRIVACY AND 
DATA HARVESTING

AI systems, particularly general-purpose consumer 
tools, are built on enormous quantities of data that 
have been scraped from the Internet and collected 
from users. This creates an inherent paradox: 
the very resource that enables AI functionality 
simultaneously generates risks of privacy violations 
and misuse that may later compromise student 
safety and security.

The growing use of AI in education raises serious 
privacy and data security concerns for students. 
While such data collection is necessary for AI 

functionality, it creates fundamental ethical tensions 
with student privacy and autonomy. The types 
of data platforms collect vary widely depending 
on the platform and use. They can range from 
identity, location, timestamps, and technical data 
to complete transcripts of conversations, length 
and frequency of interactions, and topics covered. 
Figure 12 and Figure 13 below outline the types of 
information collected by ChatGPT and what OpenAI, 
its parent company, may do with this data.

Certain categories of personal data are considered 
“sensitive,” meaning that the dissemination of 
such information could pose a significant risk to 
those individuals. These data include a user’s 
racial or ethnic origins, religious affiliation, gender 
identification, sexual orientation, mental health 
status, or political beliefs.

Yet even if a user, like a child, doesn’t actively 
share sensitive information, it is easy enough for 
technology companies to access it. Marketers 
assign an ID to a device and then monitor a user’s 

FIGURE 11

Children’s data privacy not included

© Center for Universal Education at the 
Brookings Institution, 2026.



A New Direction for Students in an AI World: Prosper, Prepare, Protect 90

web and in-app behavior across different platforms 
to generate composite profiles of demographic 
information, purchasing habits, and life events 
(Burns 2021, 107).

The storage of large datasets in vulnerable 
cloud-based systems compounds this ethical 
risk by creating targets for cyberattacks that 
can compromise student security, resulting in a 
complex landscape of privacy vulnerabilities that 
educational institutions must navigate as they 
integrate AI technologies.

Data harvesting—the automated collection of 
vast amounts of digital information about users—
represents one such vulnerability. While traditional 
educational technology tools have long engaged 
in data harvesting practices, AI-embedded 
platforms and general-purpose AI systems have 
expanded these capabilities significantly. However, 
AI companion and romantic platforms, discussed 
next, represent the most worrisome development, 
because in addition to rapidly growing in popularity, 

they glean enormous quantities of highly sensitive 
personal data from students.

Romantic and companion AI platforms

Risk 2 discussed student use and overuse of 
emotional chatbots, in particular companion and 
romantic AI platforms. These systems generate 
revenue from student engagement and personal 
data, employing anthropomorphization techniques 
and addictive mechanisms including mirroring 
emotions, dark patterns, sycophancy, and 
variable ratio reinforcement schedules that exploit 
pleasure-seeking mechanisms to create persistent 
engagement (Bernstein 2023; Mishra and Warr 
2025; Haidt 2024). AI companion sites harvest data 
via trackers—software, such as cookies, that gather 
information about devices, app use, location, and 
personal information, with minors unable to provide 
meaningful informed consent or comprehend long-
term implications (Robb and Mann 2025).

BOX 11

Privacy and safety for student AI
Designing AI systems for children requires embedding privacy and safety protections directly into 
technology architecture, ensuring that student-facing products actively safeguard users. Technology 
companies can embed the following two design principles into the architecture of their AI products to 
better protect students from the risks raised in this section.

Privacy by design integrates data protection throughout development of a tool or platform, such 
as requiring local education server storage rather than third-party platforms, defaulting educational 
devices to maximum safety settings that require active modification by users, and enabling student 
registration through unique usernames without collecting personal information (Nakashima 2018).

Safety by design parallels offline protections like automobile seatbelts or making toys too big for 
small children’s mouths. It embeds features that minimize exposure to harm—for instance, restricted 
communication features that prevent external adults (who are not teachers or parents) from directly 
messaging students, or limiting student-to-student interactions to teacher-monitored spaces. The 
Australian government has pioneered mandatory safety-by-design principles for digital products, 
encompassing service provider responsibility, user empowerment and autonomy, and transparen-
cy measures, establishing a framework for protecting children in digital educational environments 
(Australian Government e-Safety Commissioner 2025).
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chatbots present particularly egregious violations, 
preventing users from deleting personal data while 
selling information to external companies.

All 11 romantic AI chatbots we reviewed earned 
our Privacy Not Included warning label—
putting them on par with the worst categories 
of products we have ever reviewed for privacy.  
— (Caltrider et al. 2024)

ChatGPT: Case study of OpenAI 
data privacy

The relationship between AI companies, particularly 
those with consumer products, and user data varies 
significantly across the industry, making it difficult 
to draw broad conclusions about data practices. 
While some companies engage in extensive data 
harvesting and third-party sales, others maintain 
more restrictive data policies. Some employ 
privacy-first architectures, internal datasets, 
compliance-focused strategies, or federated 
learning, a decentralized machine-learning 
technique where an AI model is trained across 
multiple devices or servers without the raw data 
ever leaving its local source.

This variability is further compounded by 
the absence of comprehensive transparency 

Student data is uniquely valuable because 
students form foundational habits during critical 
developmental periods, making them targets 
for long-term brand loyalty while revealing rich 
information about learning, cognitive abilities, and 
affective states. Technology companies, including 
AI companies with consumer platforms, use this 
data to refine products and make pricing decisions, 
while students derive no monetary benefit but 
face monitoring, A/B testing,3 targeted advertising, 
and manipulation without consent (Burns 2021, 
110). Vulnerabilities combined with unsupervised 
home use enable extensive harvesting with less 
resistance than from other populations. The 
value intensifies when young people struggling 
with mental health turn to platforms like Replika, 
which incentivizes disclosure of highly sensitive 
information (Young People’s Alliance et al. 2024, 4).

The Mozilla Foundation’s “Privacy Not Included” 
initiative, which evaluates products based on 
privacy, safety, and security features, identifies AI 
companions and romantic chatbots as unrelenting 
data harvesters through its annual “Creep-
O-Meter.” Caltrider et al. (2024) found that AI 
companion applications average 2,663 trackers per 
minute, with one romantic AI site registering 24,354 
trackers in a single minute, thereby threatening 
privacy, autonomy, and data integrity. Romantic AI 

The relationship between AI companies, particularly those with consumer 
products, and user data varies significantly across the industry, making 

it difficult to draw broad conclusions about data practices. While 
some companies engage in extensive data harvesting and third-party 

sales, others maintain more restrictive data policies. Some employ 
privacy-first architectures, internal datasets, compliance-focused 

strategies, or federated learning, a decentralized machine-learning 
technique where an AI model is trained across multiple devices 

or servers without the raw data ever leaving its local source.
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requirements and unified regulatory frameworks, 
such as the European Union’s General Data 
Protection Regulation (GDPR), across jurisdictions 
(Staff in the Office of Technology 2024). Given this 
complex landscape, with hundreds of AI companies 
operating under different business models, privacy 
frameworks, and regulations, education systems 
and families face seemingly insuperable challenges 
in determining how to safeguard children’s privacy.

It’s not just AI companion sites that harvest student 
data. Many AI systems, such as LLMs like ChatGPT, 

also collect vast amounts of this type of student 
data. The following table summarizes OpenAI’s 
privacy policy and the implications it holds for 
student privacy and data integrity as of August 
15, 2025. OpenAI has been selected because our 
interviews indicate that ChatGPT and its companion 
apps appear to be the most commonly used AI 
applications by far in education across the globe.

As seen in Figure 12 below, according to its own 
privacy policies, OpenAI collects a wide range of 
data from its users.

FIGURE 12

Data collection and usage summary of OpenAI’s privacy policy as of August 15, 2025

Source: OpenAI, 2025f.
© Center for Universal Education at the Brookings Institution, 2026.

DATA 
CATEGORY WHAT IS COLLECTED EXAMPLES/DETAILS 

ACCOUNT 
INFORMATION 

USER CONTENT 

COMMUNICATION 
INFORMATION

OTHER INFORMATION
YOU PROVIDE

LOG DATA

USAGE DATA

DEVICE INFORMATION 

LOCATION 
INFORMATION 

COOKIES AND SIMILAR 
TECHNOLOGIES 

THIRD-PARTY 
INFORMATION

Personal details for account 
creation

Input provided to services

Data from direct 
communications

Additional voluntary 
information

Automatic browser/device 
information

Service interaction patterns

Hardware and software details 

Geographic data

Tracking and preference data

External source data

Name, contact information, account 
credentials, date of birth, payment information, 
transaction history

Prompts, uploaded files, images, audio 
content

Name, contact information, message contents 
from emails or social media interactions

Event participation, survey responses, 
identity/age verification data

IP address, browser type and settings, request 
timestamps, interaction patterns

Content viewed/engaged with, features used, 
actions taken, time zone, country, access 
times, user agent, device type

Device name, operating system, device 
identifiers, browser information

General area from IP address, optional precise 
GPS location

Session maintenance, user preferences across 
browsing sessions

Security partner information, marketing vendor 
data, publicly available INTERNET information
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As can be seen from Figure 13, this data collection 
serves multiple purposes. It can be distributed 
across multiple parties beyond the AI platform 
itself, including technical vendors who operate the 
infrastructure, payment processors, and analytics 
companies that support daily operations. Student 
data can also be transferred during corporate 
acquisitions or shared with government authorities 
through legal requests without the user’s direct 
knowledge. In education systems using enterprise 
accounts, education administrators may access 
student conversations, while some sharing occurs 
through student actions like making conversations 
public or connecting to third-party applications 
(OpenAI 2025a).

In the U.S., OpenAI’s privacy practices, as 
presented above, may pose potential conflicts 
with the Family Educational Rights and Privacy 
Act (FERPA), which safeguards student education 
records by granting parents and eligible students 
rights to access, review, and control the disclosure 
of personally identifiable information. FERPA 

preceded AI and it safeguards student education 
records within the U.S. (U.S. Department of 
Education, n.d.). The ambiguity arises when 
students use ChatGPT or other OpenAI tools for 
academic purposes. Their prompts, uploads, 
and outputs can contain student-identifiable 
information, yet it remains unclear whether these 
interactions constitute education records under 
FERPA when they occur on third-party platforms 
not directly maintained by educational institutions. 
If institutions deploy ChatGPT Enterprise, ChatGPT 
Edu, or API accounts with contractual safeguards—
which exclude customer data from model training 
by default—these interactions may be stored by 
OpenAI (OpenAI 2025a).

In 2023, OpenAI revised its policies so that its API 
data is not used for model training by default, and 
standard ChatGPT users can opt out (OpenAI, n.d.). 
However, it is still unclear which data is protected 
under FERPA (Merod 2025). For example, while 
a 14-year-old’s use of ChatGPT in school on a 
school-issued device may be protected under 

OpenAI data policy: Data sharing and disclosure as of August 15, 2025

Source: OpenAI, 2025f.
© Center for Universal Education at the Brookings Institution, 2026.

RECIPIENT 
CATEGORY PURPOSE  TYPES OF DATA SHARED

VENDORS AND 
SERVICE PROVIDERS  

BUSINESS TRANSFER 
PARTIES  

GOVERNMENT 
AUTHORITIES

AFFILIATES

BUSINESS ACCOUNT 
ADMINISTRATORS

OTHER USERS AND 
THIRD PARTIES

Business operations support

Business operations support

Legal compliance

Internal business operations

Enterprise account 
management

User-initiated sharing

Personal data as needed for hosting, customer 
service, analytics and payment processing

Personal data during due diligence and asset 
transfers

Personal data and interaction information 
when legally required

Personal data consistent with privacy policy

Account access, content access, account 
information 

Shared conversations, third-party app 
integrations, web search data

FIGURE 13
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FERPA, home use of ChatGPT on a personal device 
is not protected (Do 2025). As a result, intellectual 
and creative work by youth aged 13–17, whether 
carried out for school or personal purposes, could 
be absorbed into commercial datasets without 
enforceable safeguards (Do 2025).

GOVERNMENT PROTECTIONS FOR 
STUDENTS AND CHILDREN

Governments around the world provide a web of 
protections for children. For example, in many 
countries children under a certain age cannot 
drive, drink alcohol, or purchase weapons. The 
online world has proven to be much harder terrain 
for governments to regulate because of the speed 
of technological process combined with the 
slowness of government processes for establishing 
protections. In addition to the traditional lag 
between technology and regulation, inconsistencies 
emerge in how diverse types of data receive 
varying levels of protection—location data, for 
example, falls under privacy rules when processed 
by mobile operators but remains unregulated when 
managed by Internet content providers (Global 
System for Mobile Communications 2016).

However, in the last several years, there has been 
increasing government action aimed at providing 
protections for children in the online world. This 
includes action focused on regulating social 
media and, increasingly, AI. Notably, some of this 
government action has been spurred by legal action 
taken by parents against companies for having 
harmed their children (Georgetown Law 2019; 
Milmo 2022; Tiku 2024).

European Union: General Data Protection 
Regulation (GDPR)

The European Union has emerged as a global 
leader in protecting the privacy rights of minors 
(indeed, of all users). The European Union AI Act, 
for example, classifies all uses of AI in education as 
“high-risk,” a precautionary measure that succeeds 
in addressing many of the most potentially 
problematic or extreme uses of AI in education. 

It also grants special protections for minors as a 
vulnerable population (European Union 2024).

The European Union’s GDPR, enacted in 2018, 
has codified the most comprehensive set of 
data protections for users in the European 
Union. While AI is not explicitly mentioned in the 
GDPR, the use of large amounts of data by AI 
systems means that several provisions apply. The 
regulation requires more stringent safeguards 
on sensitive data, including limitations on the 
permitted grounds for processing it (Intersoft 
Consulting 2016). The GDPR calls for “purpose 
limitation,” requiring organizations to collect and 
process data for “specific, explicit, and legitimate 
purposes” (Regulation (EU) 2016/679 2016, Art. 
5). AI companies must therefore define and 
inform users about their purposes for collecting 
personal data and cannot reuse this data for other 
purposes without further consent or justification 
(Ademokum 2025).4

On the other hand, AI does pose challenges to 
some traditional data protection principles. As one 
example, the GDPR calls for “data minimization”—
that is, requiring organizations to confine the 
collection and processing of personal data that 
is “adequate, relevant, and limited to what is 
necessary in relation to the purposes for which they 
are processed” (Regulation (EU) 2016/679 2016, 
Art. 5). This provision appears to conflict with the 
core structure of AI systems, which are fueled by 
large and diverse datasets, and finding a way to 
adhere to data minimization is an ongoing challenge 
for AI developers and organizations (GDPR Advisor 
2025). It may require audits to identify and destroy 
nonessential data or anonymizing personal data 
(Ademokum 2025; Sartor and Lagioia 2020).

Under the GDPR, there is special protection for 
children’s personal data, in particular for use in 
marketing and creating personality profiles, and 
for data collected from children using services 
offered directly to a child (Regulation (EU) 2016/679 
2016, Recital 38). Processing data is only lawful if 
it is “necessary for the purposes of the legitimate 
interests” of the entity determining the data’s use—
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except when these interests are overridden by the 
interests, rights, or freedoms of the person whose 
data is being collected. An extra layer of scrutiny 
is applied to children’s data in this case (Regulation 
(EU) 2016/679 2016, Art. 6).

While many are still exploring the impact of the 
GDPR on the ever-evolving AI environment, the 
regulation has been used in response to data 
protection lapses in AI. For example, in January 
2024, the Italian Data Protection Authority (“Garante 
per la protezione dei dati personali,” or “Garante”) 
notified OpenAI of their alleged violations of the 
law—specifically, their processing of personal data 
to train ChatGPT—without adequate legal basis, 
guarantees of transparency, or age-verification 
mechanisms to prevent those under 13 from 
accessing inappropriate content. In December 
2024, Garante fined OpenAI 15 million Euros 
and mandated a six-month public awareness 
campaign to inform the public of ChatGPT’s data 
practices and the rights under GDPR (Pollina and 
Armellini 2024).

The United States: Federal and state 
regulation of AI

In the U.S., current AI regulation has neglected 
young people by failing to adequately respond 
to AI’s disruptive effects in education (Do 2025). 
Presently there is no comprehensive federal law 
directly regulating AI and governing AI in education, 
and the timeline remains unclear (Do 2025; 
Reed 2025).

Even before the introduction of generative AI, 
education-related regulation has been complicated 
in the U.S. due to its highly decentralized education 
system, the disconnect between educators and 
lawmakers that creates policymaking challenges, 
lawmakers’ desire to avoid micromanaging schools 
resulting in overly broad regulation, and societal 
attitudes toward parenting and education that 
assume secondary school students require less 
supervision. These factors create inconsistencies 
across and within educational institutions 
(Do 2025).

Existing laws attempting to protect children’s and 
youth’s privacy do not extend to AI. As discussed 
above, FERPA gives parents of students in schools 
receiving federal funding control over their 
children’s educational records, requiring parental 
consent for release of personally identifiable 
information for students under eighteen, with rights 
transferring to students at the age of eighteen or 
upon their entering post-secondary institutions (Do 
2025, 290). FERPA has been criticized for lacking 
practical privacy protection, functioning primarily to 
enable adults to delegate control over young adults’ 
educational data. As Do (2025) observes, young 
people cannot consent for themselves regarding 
educational records, while parents or guardians are 
supposed to consent on their behalf. FERPA has 
also been critiqued for its technology protection 
shortcomings, creating an unsustainable system 
that burdens students, parents, and educators 
while failing to ensure meaningful transparency, 
accountability, and scrutiny over schools’ 
information practices (Do 2025, 291).

COPPA regulates digital platforms’ data collection 
from children under 13, creating a significant 
regulatory gap for teenagers aged 13 to 17 who are 
prime AI users yet are treated as adults capable 
of providing their own consent without parental 
involvement. Since privacy law currently serves 
as the primary regulatory mechanism for AI, this 
gap has important implications for educational 
technology and AI companies. Leaders of 
parent organizations worry that schools are side 
stepping parental consent when rolling out AI 
use in the classroom (Keri Rodrigues, personal 
communication, September 22, 2025). The 
United States Federal Trade Commission agreed 
when it recently clarified in an amicus brief that 
COPPA does not permit schools to function as 
parental proxies for consent purposes; educational 
technology and AI providers are required to obtain 
actual parental consent before collecting data from 
children under 13 regardless of school context 
(Shanahan et al. v. IXL Learning, Inc. 2025, 2–4).

For study participants, particularly teachers, AI 
in education warrants a structured regulatory 
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approach because children and youth lack the 
maturity to recognize the risks of AI use themselves 
and may not be able to use AI ethically, responsibly, 
or safely without proper guidance. Regulation 
can establish standards for ethical and safe use 
and compensate for the lack of holistic AI literacy 
programs in many schools (Do 2025, 289). The 
U.S. did develop a Blueprint for an AI Bill of 
Rights, a voluntary, nonbinding set of principles 
issued by the White House Office of Science 
and Technology Policy in October 2022 with five 
guiding principles: safe and effective systems, 
algorithmic discrimination protections, data privacy, 
notice and explanation, and human alternatives, 
consideration, and fallback (White House Office of 
Science and Technology Policy 2022). Though not 
legally enforceable and now hosted on the National 
Archive site of the U.S. government, the document 
is intended to guide government agencies, 
private organizations, and developers in building 
AI systems that uphold civil rights, privacy, and 
democratic values.

U.S. states have been far more proactive than 
the U.S. federal government in protecting student 
privacy and safety. Though not focused on 
education or AI per se, recently enacted data 
privacy laws in Utah, Florida, Texas, Oregon, and 
Montana grant consumers rights over their personal 
data, including the right to access, to correct (with 
the exception of Utah), to delete personal data in 
the possession of a data controller, and to opt out 
of targeted advertising. In all five states, “sensitive 
data” refers to (1) personal data that reveals 
an individual’s ethnic or racial origin, religious 
beliefs, mental or physical health condition, sexual 
orientation, citizenship or immigration status, 
or geolocation data; and (2) processing genetic 
or biometric personal data to identify a specific 
individual (Findley et al. 2024). Other states, 
like Maryland, have also enacted strong privacy 
laws (Gaia Bernstein, personal communication, 
September 11, 2025).

California has emerged as a leader in regulation of 
AI (Latham and Watkins 2025). Under the California 
Consumer Privacy Act and its 2020 amendment, the 

California Privacy Rights Act (CPRA), businesses 
meeting certain thresholds cannot sell minors’ 
personal information without affirmative consent 
from teens aged 13–15 or, for younger children, 
from their parents. If consent is denied, businesses 
must wait at least 12 months before requesting it 
again (California Legislative Information 2024).

Like the GDPR, the CPRA adopts data minimization 
principles, requiring businesses to collect, use, 
retain, and share only that personal information 
reasonably necessary for their disclosed purposes. 
This principle gained enforcement when the 
California Attorney General sued Tilting Point Media 
for illegally collecting and sharing children’s data 
(Office of the Attorney General of California 2024).

California’s Senate Bill 53, the Transparency in 
Frontier Artificial Intelligence Act, approved into law 
in October 2025, requires developers of frontier 
AI models to publish detailed safety frameworks, 
report serious safety incidents, and strengthen 
whistleblower protections (Kumayama et al. 2025).

As this discussion shows, the absence of U.S. 
federal oversight of AI creates a fragmented 
tapestry of regulations focused on different aspects 
of privacy, data minimization, and AI safety, 
generating substantial financial and compliance 
burdens for AI companies operating nationally. 
Layered regulatory requirements spanning 
consumer privacy, data minimization, and AI safety 
force companies to navigate escalating compliance 
costs without corresponding federal standards. This 
patchwork, state-by-state approach compels AI and 
ed-tech companies to manage conflicting mandates 
in the absence of the clarity and consistency that 
national regulation would provide.

UNSUPPORTED AND UNPREPARED 
EDUCATION SYSTEMS

The rapid scaling of AI technologies not optimized 
for children, few limits on technology companies, 
a confusing government regulatory environment, 
and the unpreparedness of education systems 
create an array of complex and compounding 
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risks for student data privacy. These challenges 
are exacerbated by the lack of encryption, 
audits, or data use guidelines within many school 
systems worldwide. Across the globe, education 
leaders scramble to understand AI’s implications 
for teaching and learning with little support, 
guidance, or financial resources, making consistent, 
coherent policy on student privacy extraordinarily 
challenging (Burns 2021).

Many educational entities remain unaware that 
sensitive student information, even if anonymized, 
may train AI models. As of 2023, only 16% of 
countries had legislation guaranteeing data privacy 
in education (UNESCO 2023). Many school 
systems fail to proactively address data privacy 
issues effectively in digital literacy education 
(Bozkurt et al. 2024). A Consortium of School 
Networking (2025) survey of 410 school district 
educational technology leaders in 39 U.S. states 
found that nearly three-quarters of the district staff 
responsible for student data privacy reported that 
it was not formally part of their job description, 
with 17% lacking training and a quarter of those 
trained having personally covered the costs of 
their training.

Study participants concede that these privacy and 
safety risks are exacerbated by the absence of AI 
literacy instruction, a lack of comprehensive AUPs 
in schools and districts, and insufficient guardrails, 
regulations, and data protections for students and 
teachers. However, they also emphasized that 
the most significant contributing factor lies with 
the AI tools themselves, as personal data is the 
fundamental fuel powering these platforms and 
their underlying algorithms. Data confidentiality 

is especially important for vulnerable and 
marginalized groups including refugees, migrants, 
and internally displaced populations who may 
lack protection under national data protection and 
security laws, as well as religious, sexual, and 
ethnic minorities (Macleod 2021).

STUDENT SAFETY AT RISK

This weak foundational infrastructure substantially 
amplifies AI-related risks. AI platforms can be 
compromised through an education system’s 
inadequate network security. Student data 
transmitted to and from AI systems faces 
interception risks, and these breaches can cascade 
across interconnected systems due to insufficient 
access controls. The convergence of AI-specific 
vulnerabilities with broader infrastructural 
weaknesses creates a complex threat environment 
that potentially exposes student data and 
educational operations to heightened cybersecurity 
risks (Bozkurt et al. 2024).

Data breaches

Schools are soft targets, facing escalating threats 
including ransomware attacks, phishing and 
social engineering schemes, data breaches, 
denial-of-service attacks, and malvertisement, or 
malicious software disguised as advertisements 
that infiltrates networks to steal information. Many 
global education systems operate without adequate 
cybersecurity infrastructure to address these 
evolving threats (Bozkurt et al. 2024; Burns 2021). 
The Center for Internet Security (2025) reports 
that 82% of 5000 surveyed schools in the U.S. 
experienced a cyberattack between July 2023 and 

 The Center for Internet Security (2025) reports that 82% of 5000 surveyed 
schools in the U.S. experienced a cyberattack between July 2023 and December 

2024. Globally, ransomware attacks in the education sector surged 69% in the 
first quarter of 2025 compared to the same period in 2024 (Merod 2025). 
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December 2024. Globally, ransomware attacks in 
the education sector surged 69% in the first quarter 
of 2025 compared to the same period in 2024 
(Merod 2025).

AI introduces distinct, and in some cases, novel, 
vulnerabilities. First, student data collected by 
AI systems resides on providers’ proprietary 
servers, which are vulnerable to cyberattacks, data 
breaches, or unauthorized access—risks largely 
beyond a school or educational system’s control.

Second, education systems lacking qualified 
technical staff increasingly rely on “vibe coding,” 
defined as describing a project in natural language 
to an LLM that generates the code. The problem is 
that users often do not have the computer science 
background to fully understand this generated 
code or fail to review this code, which may be 
insecure and thus create system vulnerabilities 
(Newman 2025).

Third, when AI models connect to external 
systems such as databases or web services, 
they expand potential attack points. Particularly 
concerning are “indirect prompt injections,” in 
which malicious actors embed hidden instructions 
in external content—like an email—that manipulate 
AI behavior, disable security systems, or disrupt 
student information systems. These attacks exploit 
LLMs’ inability to separate code from data, and 
researchers warn of growing threats as LLMs 
integrate with more systems (Burgess 2025).

Eternal digital footprint

AI systems in education create persistent digital 
records that may follow students throughout their 
educational careers and beyond. These “eternal” 
or “forever” digital footprints raise critical privacy 
concerns: they may prevent the exercise of the 
right to be forgotten and data erasure, enable early 
academic or behavioral challenges to affect future 
opportunities, limit the agency of children and youth 
in creating permanent records about themselves, 
and empower technology companies to potentially 
repurpose data for unanticipated future uses 
(European Union 2016).

Ultimately, the creation of comprehensive digital 
profiles beginning in early childhood raises 
profound questions about the right of individuals 
to control information about themselves. Unlike 
physical records that might be obscured by time 
and limited access, digital records created by AI 
systems remain searchable and accessible to 
multiple entities indefinitely (Floridi 2024). Study 
participants warned that students risk being 
“permanently branded” in adulthood because of 
past academic or emotional difficulties as teens.

Sexualized content and harassment

Students face a plethora of online risks—doxxing 
(maliciously publishing private information about 
someone online), cyberstalking, online bullying 
and harassment, unwanted contact, and grooming. 
While such risks precede AI, AI can amplify them. 
And while all of these malicious acts may impact 
all students, it is girls and young women who have 
often found the online world to be a less hospitable 
space for interaction (Burns 2021).

Personal online safety remains a critical barrier 
to girls’ and women’s full digital participation. 
The Global System for Mobile Communications 
Association’s annual survey on female use of 
mobile devices reveals pronounced concerns about 
information security, unwanted sexual contact, 
and harmful content exposure, particularly in 
Latin America and Southeast Asia (GSMA 2020). 

Study participants warned that 
students risk being “permanently 
branded” in adulthood because 
of past academic or emotional 

difficulties as teens.
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Thirty-six percent of Guatemalan females and 
30% of Dominican women worry about exposure 
to violence or sexual content, while 37% of 
Guatemalan women and 20% of Chinese women 
report concerns about unwanted stranger contact 
including sexual harassment. In the Philippines, 
64% of women identify safety and security 
concerns as their primary barrier to mobile Internet 
adoption, encompassing worries about information 
reliability, scams, unwanted contact, and harmful 
content (GSMA 2020; GSMA 2025).

Teachers and parents in the Global South, in 
particular, express concern about AI exposing 
children to sexual content and violence. Their 
concerns are well warranted. Investigative journalist 
Karen Hao (2025) reports that “scaling laws”—the 
presumption that larger datasets produce superior 
results—mean that AI developers often rely on 
unfiltered “data swamps” scraped from the Internet 
that, given the prevalence of online pornography, 
contain substantial sexual content. Researcher 
Abeba Birhane and her co-authors analyzed two 
publicly available image-and-text datasets, LAION-
400M and LAION-2B-en, used to train AI image 
generators. Both were pulled from the Common 
Crawl, with 400 million and 2 billion images 
respectively. Researchers found that inappropriate 
content scaled with dataset size and exacerbated 
discriminatory behaviors in models trained on them 
(Birhane et al. 2023). Larger datasets, like those 
with 5 billion images used to train the AI image 
generator Stable Diffusion, contain thousands 
of images of verified and suspected child sexual 
abuse. While technology companies are able to 
filter out many of these images, they often cannot 
eliminate all of them (Hao 2025, 137).

Beyond developmental concerns and violations of 
religious beliefs, parents and teachers worry that 
such exposure could be psychologically disturbing. 
But their primary concern centers on AI’s potential 
for moral harm—amplifying exposure to sexual 
content while also facilitating student production 
of such material. Teachers report incidents where 
students have created deepfakes sexualizing 
female classmates and, in some cases, targeting 

teachers, even in education systems that mandate 
AI ethics instruction.

Perhaps more concerning is the risk posed by 
AI chatbots that engage in sexual interactions 
with students. This threat extends beyond 
specialized platforms to include general-purpose 
AI systems—the very programs students might 
use for schoolwork—that demonstrate sexual 
behavior when interacting with minors (Edwards 
2025; Kang 2025). Analysis of over a million 
ChatGPT interaction logs reveals that sexual 
role-playing is among its most prevalent uses, 
indicating deepening emotional engagement with 
AI platforms (Mahari and Pataranutaporn 2025). 
Though technology companies have created 
age-appropriate protections for LLMs, anecdotal 
evidence suggests these safeguards can be 
circumvented with relative ease (Lin, Sun, and 
Shroff 2025).

Again, these risks have definite gender dimensions. 
While AI-powered content moderation and 
harassment detection systems may help filter 
harmful content and identify unwanted contact 
patterns (Bryan and Lurye 2025), AI technologies 
simultaneously introduce new risks that 
disproportionately affect girls and young women, 
including algorithmic bias, AI-generated deepfakes, 
sophisticated social engineering attacks, and 
AI-generated misogynistic content. These risks 
can create hostile online learning environments 
that discourage girls’ engagement with technology, 
further widening the gender gap in AI use 
(Economist 2024).
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Bias, discrimination, and polarization

Malicious AI harm need not stem from elaborate 
schemes to cause considerable damage; these 
harms exist along a spectrum. At one end lies 
misinformation—incorrect information that, while 
unintentional, can cause significant damage 
when bad actors weaponize this inaccurate 
data (Department for Science, Innovation and 
Technology and AI Safety Institute 2025; Park 
et al. 2024). At the sophisticated end, malicious 
deployment enables complex phishing schemes, 
identity impersonation, disinformation—the 
intentional generation and dissemination of false 
information intended to deceive—and potentially 
devastating cyberattacks on critical infrastructure 
(American Psychological Association 2025b; Park 
et al. 2024; Fukuyama 2025).

As AI systems are applied in education, safety 
researchers warn that they generate new biases 
and forms of discrimination based on training data, 
resulting in potentially harmful outputs (Bozkurt 
et al. 2024; Kannan 2024; Miao and Holmes 
2023; Shieh et al. 2024). Stanford University’s 
Human-Centered Artificial Intelligence Center 
examined 500,000 stories created by five LLMs 
based on prompts reflecting everyday scenarios. 
The AI systems demonstrated systematic 
patterns of “harms of omission, subordination, 
and stereotyping,” rendering certain populations 
invisible while stereotyping others (Shieh et al. 
2024, 1). White characters were overrepresented in 
“savior roles,” while Latin American characters were 
described as “slow” or needing help with English. 
Asian, Black, Latino, and Middle Eastern names 
appear substantially more often in subordinate 

BOX 12

Small language models: 
Addressing safety concerns
Several of the risks outlined in this section—particularly exposure to inappropriate content, embedded 
biases, privacy issues, safety concerns, and data breach vulnerabilities—stem from LLMs’ reliance 
on massive, inadequately filtered datasets and external cloud infrastructure. But language models 
need not be large, extractive, or dependent on massive supercomputers to be useful (Hao 2025, 
412). SLMs, discussed previously in Section III, use machine learning algorithms trained on smaller, 
often domain-specific datasets that can be more carefully curated and are typically easier to secure 
(Duricic 2024).

SLMs address many of the safety and security challenges discussed in this section. With fewer pa-
rameters and a narrower task focus, they offer fewer entry points for security breaches and simplify 
implementation of security measures. They provide greater oversight, privacy, and transparency, sup-
porting secure data processing and regulatory compliance (Kumar et al. 2025). SLMs can be deployed 
locally on students’ devices or within private clouds, meaning that data need not be transmitted to 
external third-party servers. This local deployment supports data sovereignty, minimizes the risk of 
the eternal digital footprint, and enables schools to better honor students’ right to be forgotten. SLMs 
can also be trained on proprietary datasets for which consent has been obtained (Kumar et al 2025; 
Duricic 2024; Hao 2025). When trained on well-curated, domain-specific data, SLMs carry a lower 
risk of hallucination and bias, though small datasets can still fail to capture necessary diversity if not 
properly designed (Duricic 2024). 
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roles, while White names are disproportionately 
represented in positions of authority. This pattern 
emerges consistently across contexts. When LLMs 
generated narratives about struggling students, 
academic struggle was overwhelmingly associated 
with non-White students—for instance, Latino male 
students were portrayed by Claude 2.0 as roughly 
1,300 times more likely to be depicted as struggling 
learners than as high-achieving students (Shieh 
et al. 2024, 9). These findings suggest that LLMs 
encode racial biases in ways that may influence 
how students perceive their own potential and that 
of others.

The danger intensifies when platforms employ 
deliberately manipulated system prompts—the 
foundational instructions that define an AI system’s 
behavior and constraints. These prompts can shape 
whether chatbots disseminate harmful content 
rather than filter it. The social media platform 
X’s chatbot, Grok, exemplifies this risk, having 
repeated anti-Semitic tropes and praised Adolf 
Hitler. According to Grok’s code, the chatbot has 
been instructed to “not shy away from claims which 
are politically incorrect, as long as they are well 
substantiated” (Haskins and Goode 2025). Beyond 
individual platforms, the problem extends across 
multiple systems. A number of chatbots—ChatGPT, 
Gemini, Grok, and DeepSeek—have disseminated 
Russian state propaganda about Ukraine (Burgess 
and Bernal 2025). This susceptibility to spreading 

malign content becomes particularly acute 
given the Internet’s prevalence of data voids, or 
gaps in legitimate information usually filled by 
disinformation, false information, and conspiracy 
theories. When system prompts prioritize 
controversy over accuracy or instruct models not 
to “shy away” from politically charged content, 
they actively encourage the dissemination of such 
harmful material into these information vacuums.

Because generative AI reuses rather than 
creates knowledge, its outputs depend entirely 
on input quality. Biased datasets cause AI to 
act as a “distorted mirror,” amplifying dominant 
worldviews and reinforcing harmful biases. 
(Bozkurt et al. 2024, 507). This dramatically 
expands the scale of disinformation, eroding trust 
and creating forces pushing against accurate 
belief formation and political stability (Park et al. 
2024, 4). In an overview of the structural changes 
to society arising from AI deception, Park et al. 
suggest that AI’s tendency toward sycophancy 
and sandbagging—where AI systems provide 
dumbed-down or less accurate responses to users 
perceived as less educated—can lead to increased 
cultural divides between different groups of users, 
with users becoming more “politically polarized” 
possibly leading to “sharper disagreements 
between differently educated groups” (2024, 10).

Thus, within education systems lacking regulations 
around transparency and discrimination, such 
outcomes could create polarization among students 
based on ethnicity, religion, or gender, potentially 
fragmenting shared understanding. Cumulatively, 
this could create in the words of author Nicholas 
Carr, a “bewildering technology landscape where 
AI generates lies and social media promotes them” 
(2025, 99). The danger to students is not just that 
they internalize incorrect information, but that they 
begin to espouse invidious beliefs or ideologies.

AI SURVEILLANCE

AI tools that monitor, measure, optimize, and 
datify (turn into measurable data) student 
emotions and behaviors may improve test scores 

Because generative AI reuses 
rather than creates knowledge, its 
outputs depend entirely on input 
quality. Biased datasets cause 
AI to act as a “distorted mirror,” 

amplifying dominant worldviews 
and reinforcing harmful biases.
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and enhance educational efficiency for each 
student, but this constant surveillance raises 
concerns about privacy, data security, and student 
autonomy. It raises questions about control and 
social engineering, and it risks confounding 
what constitutes “harm” and who defines the 
term. Autocracies, for example, have long used 
technology, including AI, to surveil, filter, block, and 
disseminate information considered harmful for 
students–dangerous concepts such as freedom of 
expression or representative democracy (Roberts 
and Oosterom 2024).

Surveillance represents one of the fastest 
growing applications of AI, with monitoring 
systems becoming increasingly automated and 
algorithmically driven (Feldstein 2019). As of 2019, 
75 of 176 countries (43%) were using AI technology 
for surveillance purposes including 51% of liberal 
democracies, with systems ranging from facial 
recognition cameras to educational platforms 
(Feldstein 2019). In the United States, 89% of 806 
6th–12th grade teachers surveyed by the CDT 
report that their school monitors student online 
activity—a practice that the survey’s authors imply 
is “ubiquitous” across schools (Laird et al. 2025, 
46). Yet even without explicit surveillance systems, 
young people’s interactions with AI voice assistants, 
chatbots, and companion websites generate 
detailed behavioral and psychological profiles 
as they share vulnerabilities with these systems, 
revealing information far beyond what traditional 
surveillance could capture (Mishra 2025).

In his 1975 book, “Discipline and Punish,” Michel 
Foucault wrote about the Panopticon, a nineteenth-
century prison concept designed by Jeremy 
Bentham whose architectural design enabled a 
single watchman to observe all inmates without 
prisoners knowing whether they were under 
surveillance at any given moment:

Each individual, in his place, is securely 
confined to a cell from which he is seen from 
the front by the supervisor; but the side walls 
prevent him from coming into contact with 
his companions….if they are schoolchildren, 

there is no copying, no noise, no chatter, no 
waste of time; the crowd…is replaced by a 
collection of separated individualities…From 
the point of view of the guard, a multiplicity 
that can be numbered and supervised (201).

AI plays an increasingly significant role in the 
surveillance of students’ digital behaviors. The 
motivations, like Bentham’s Panopticon, are often 
benevolent—monitoring student online safety, 
mental health, and risk of self-harm. Students are 
often unaware of, or indifferent to, this surveillance. 
They may “consent” to it by sharing personal and 
sensitive information, though their age and maturity 
level often preclude genuine understanding of the 
consequences (Robb and Mann 2025).

Online safety management software exemplifies 
surveillance for protective purposes, detecting 
potential indicators of bullying, self-harm, suicide, 
or school violence. These systems are used in 
the U.S. and South Korea to monitor student 
physical and emotional safety. However, unlike the 
Panopticon’s human watchman, the guardians are 
algorithms that alert software employees, schools, 
or law enforcement about potential dangers to 
students (Bryan and Lurye 2025).

China offers a more far-reaching use case of AI 
surveillance in education. AI monitoring tools 
have long been common in Chinese schools. 
Personalized learning programs analyze student 
performance data to create customized learning 
paths and identify areas where students need extra 
support or challenge. AI technologies like facial 
recognition and brain-wave tracking headsets 
monitor student behavior, neural activity, and 
emotions in the classroom (Wall Street Journal 
2019). The algorithm feeds data to the teacher 
who then responds to individual students or to 
the group.

This constant algorithmic surveillance raises 
issues about social control and social engineering. 
Traditional forms of power often required 
performative displays of force or constant physical 
presence of authorities (Roberts and Oosterom 
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2024). The panoptic power of AI algorithms is far 
more effective because it is constantly focused on 
its human users, always on, and often disguised—
and because we willingly feed it through our 
interactions. The result may be, as Foucault noted, 
that the mere possibility of surveillance means 
that individuals began to monitor and regulate 
themselves:

Hence the major effect of the Panopticon: to 
induce in the inmate a state of conscious and 
permanent visibility that assures the automatic 
functioning of power…to arrange that the 
surveillance is permanent in its effects, even 
if it is discontinuous in its action…in short, 
that the inmates should be caught up in a 
power situation of which they are themselves 
the bearers...subjected to a field of visibility, 
and who knows it, assumes responsibility 
for the constraints of power… (1995, 201).

Thus, as Foucault noted, the mere possibility of 
surveillance leads individuals to regulate their own 
conduct as if always being watched.

DIGITAL REPRESSION

The real danger with this level of surveillance is 
the slide into “digital repression” (Roberts and 
Oosterom 2024, 861) whereby governments 
or educational institutions, typically, but not 
exclusively, in authoritarian countries monitor, 
censor, and punish students for the online queries 
they pose, the ideas they consume, or the values 
they hold.

Education depends on the free flow of information 
and sharing of ideas. AI can track what individuals 
access online, how they engage with content, and 
whom they communicate with; it can also predict 
their likelihood of engaging in dissent (Feldstein 
2019). While AI-powered surveillance systems 
appear to serve legitimate educational purposes, 
they potentially function as mechanisms of 
social control.

Digital repression or “networked” authoritarianism 
uses “the Internet, social media, and AI to repress 
citizens and maintain political control” (Frantz et 
al. 2020, 1). This digital repression can pose acute 
threats to students by systematically undermining 
the intellectual freedom essential to education 
(Roberts and Oosterom 2024). For teachers 
interviewed in our study, this concern represents 
an inevitable outcome of unbounded, unregulated 
AI. As the two quotes below reveal, teachers are 
concerned about pervasive monitoring that could 
potentially suppress critical thinking and democratic 
participation:

As we look at all of this and think about it, 
it feels like a loss of control of information. 
Does this give governments an excuse 
to take control of information in the 
educational system and say, you’re only 
going to use only these sources?

Does (AI) give the ability to, I hate to use the 
word, to socially engineer? Is this another 
pathway toward the erosion of democracy?

Technology companies with child-facing products 
have always confronted a central tension: the 
imperative to protect students from inappropriate 
content and manipulative practices while enabling 
access to educationally necessary information. 
Across the globe, numerous governments have 
long capitalized on this tension to consolidate 
power: blocking servers and websites, “just in 
time” Internet shutdowns during elections or 
protests and surveillance combined with active 
measures to control online narrative (Deibert et al. 
2010, 7). AI threatens to intensify both this tension 
and these controls by enabling the creation and 
dissemination of multi-format disinformation at 
scale while blurring the distinction between harmful 
content and the truthful information students need 
to access.

AI companies, in partnership with governments, 
could mine social media to build dynamic 
psychological profiles and create content 
customized to a person’s values, beliefs, and 
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vulnerabilities, and then subtly integrate this into 
LLM responses (Goldstein and Benson 2025). 
Governments, in partnership with AI companies, 
could also promote ideological biases in AI systems 
while claiming to remove them (Levy 2025). Indeed, 
this is already occurring (Myers and Thompson 
2025). The concern, according to one teacher, 
is that authoritarian governments, alone or with 
technology oligarchs, could create a networked 
authoritarian state that undermines democracy and 
the freedom of thought necessary for education 
to function:

You can imagine that if AI permeates 
society everywhere, it could be used 
as an always-on propaganda that can 
influence people’s thoughts and thinking.

This fear points to an AI future that could be “dark 
and dystopian.” Democracy is a conversation 
that relies on language. By “hacking language,” 
computers can disrupt people’s ability to engage in 
meaningful public conversation (Harari 2024, 210). 
By sanctioning language and perpetuating dominant 
perspectives while marginalizing alternatives, AI 
systems may create echo chambers of officially 
sanctioned speech (Bozkurt et al. 2024). This 
repression of certain ideas threatens student 
learning by “diluting the richness and diversity of 
human knowledge” and undermining the complex 
discourse essential for intellectual development 
(Bozkurt et al. 2024, 506).

CONCLUSION

Educational institutions have limited time to develop 
appropriate safeguards to ensure student privacy, 
safety, and security. They must develop immediate 
protective measures such as protocols for 
identifying sycophantic AI responses, recognizing 
misinformation and bias, and maintaining human 
oversight of AI-mediated learning. AI literacy 
curricula must explicitly incorporate critical 
evaluation of AI-generated content, explanations 
of how AI systems operate, discussions about 
data privacy, and the risks of disclosing sensitive 
information to AI bots. Students, parents, school 

leaders, and teachers will need continuous 
education about AI systems integrity as a 
fundamental literacy skill.

However, as will be discussed more extensively in 
Section VI, these actions address the downstream 
causes of these deficits of privacy, safety, and 
security. It is governments and technology 
companies who can together guarantee the 
responsible, ethical, and transparent design of AI 
tools and systems used by children and youth.

Risk 5: AI 
dependence can 
erode students’ 
autonomy and 
agency
Whenever we need anything now, we use 
(AI). We are not using our brains to think—
we are just getting easy answers. We are 
completely addicted. 
— Teacher

AI in education became the go-to tool for 
desperate teachers and learners. 
— Principal

Students can’t complete their work without it. 
— Teacher

Artificial intelligence, depending on the person 
and how they use it, creates a dependency. 
— Student

These interconnected risks to student learning, 
emotional well-being, trusting relationships, 
and online security are cumulative and mutually 
reinforcing. Underlying them all is the risk that 
students, and their teachers, are becoming, 
or may become, deeply dependent on AI 
tools, undermining their ability to think and act 
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independently. This dependence carries 
implications for student agency, autonomy, self-
efficacy, and self-confidence—repercussions that 
challenge the essential spirit of education.

Study participants define dependence as 
overreliance on AI tools—particularly LLMs—to 
perform school-related activities that students are 
expected to complete independently, as they once 
did, without technological assistance. This concern 
emerged prominently across stakeholder groups, 
appearing in 30% of parent responses, 20% of 
expert responses, 14% of student responses, 
and 12% of teacher responses. These figures 
may underrepresent the actual prevalence of this 
concern, as dependence is deeply intertwined 
with cognitive offloading as well as risks to 
cognitive development, emotional well-being, and 
relational trust.

Interview data suggest that dependence carries a 
strong psychological and emotional dimension for 
students, manifesting in excessive use of AI tools, 
heightened anxiety when AI becomes unavailable, 
and a diminished sense of control over usage 
patterns (Burns 2024).

This dependence or overreliance is rooted in 
several overlapping causes. AI creates a positive 
feedback loop by serving as a shortcut that 
completes students’ work, often better than they 
are able to do without AI. It may arise from deep 
trust that AI tools are “smarter” than students, or 
from students believing they are meeting their 
responsibilities as learners while needing AI 
support for complex tasks. For many participants, 
student dependence is a deliberate function of 
design—AI tools are programmed to be easy to use, 
engaging, and immediately gratifying. They are, in 
one participant’s words, “too attractive to resist.” 
Other participants view dependence as the logical 
outcome of schools pushing machine learning onto 
students without adequate guidance, guidelines, 
oversight, or monitoring.

As with any dependence or “addiction”—a term 
several teachers used to describe students’, 

and possibly their own, overreliance on AI—AI 
dependence may lead to concealment, lack of 
disclosure, and rationalization about the frequency 
and intensity of AI use to perform intellectual labor 
(Burns 2024). These behaviors impact trust and 
competency as discussed above in Risk 3.

AI dependence does not affect students uniformly. 
Age and experience can mitigate overreliance, as 
older students may prefer to “read through multiple 
sources and think critically about the information 
[they] gather” (Gerlich 2025). Nonetheless, 
teachers in every context studied—public and 
private schools, wealthy and poor countries, 
schools with and without AI policies—spoke of 
student dependence and its consequences. One 
expert noted that “students rely more on LLMs than 
any other source,” an assessment confirmed by 
student interviews. While overreliance may not be 
epidemic, it is certainly endemic.

Overreliance on computing technology is “not a 
novel phenomenon” (Lee et al. 2025). However, 
some participants suggest that AI’s “power 
and versatility” can “exacerbate the risk” of 
technological dependence. The threat was even 
anticipated by AI’s creators. OpenAI suggests that 
overreliance may be a natural consequence of 
using its LLM, ChatGPT:

As educational systems increasingly integrate 
GenAI, they may become overly reliant 
on these tools, (making) them vulnerable 
to technical failures and malfunctions. 
Additionally, over-reliance on GenAI may 
reduce critical thinking. When GenAI provides 
instant solutions, students may engage less 
deeply with the material, leading to passive 
learning and diminished development of 
essential skills like problem-solving and 
independent decisionmaking. 
— OpenAI 2024

Across the risks previously discussed in this report, 
student dependence on AI appears to be both 
cognitive and emotional, serving as a throughline 
that potentially undermines students’ learning, 
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development, and well-being in serious ways. 
As discussed earlier, for students using AI as a 
crutch or substitute for their cognitive labor, this 
reliance can result in metacognitive disengagement, 
reducing learners’ engagement in the deep self-
regulatory processes essential for learning (Fan et 
al. 2024). And for students who consistently use it 
as a substitute for human interaction, dependence 
may impair their ability to develop the fundamental 
interpersonal skills needed to connect with others 
and thrive in society.

Dependence on AI is not confined to students. 
Teachers, too, are struggling with their dependence 
on AI. Just as overuse of AI by students may 
suggest a willingness to “cheat” or cut corners, 
teacher overuse of AI may inadvertently signal 

to students that AI can legitimately substitute for 
cognitive effort and intellectual engagement

A continuum of dependence

Cognitive dependence is not monolithic, and there 
appear to be degrees of dependence and degrees 
of awareness about this dependence. Analysis 
of teacher and student interviews revealed three 
categories of AI dependence, encompassing both 
participants’ self-reported behaviors and their 
observations of others’ reliance on AI tools: (1) 
complete dependence with a capitulation to AI, (2) 
moderate dependence with attempts at vigilance 
and reclaiming agency, and (3) mild dependence 
that occurs when confronted by difficulties or more 
complex learning tasks.

The AI continuum of dependence

© Center for Universal Education at the Brookings Institution, 2026.
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Complete dependence:  
Systematic avoidance of effort

Whenever we need anything now, we use 
[AI]. We are not using our brains to think—
we are just getting easy answers. We are 
completely addicted. 
— Teacher

I’ve become AI’s servant. I hate saying that but 
it’s so much easier. 
— Teacher

No one takes the time to learn because it’s too 
easy to get AI to do our work for us. 
— Teacher

[Students] are so dependent in the sense 
that whatever assignment you give to them, 
they are so sure of getting an answer from a 
particular place. 
— Teacher

Students cheat or use artificial intelligence too 
much. So we can’t identify the students who 
need our help, and then they continue to move 
forward without learning. 
— Teacher

The above quotes suggest a complete avoidance 
of effort on the part of teachers and students. This 
avoidance of effort is facilitated by the ease of use 
of AI, making the delegation of tasks to AI almost 
automatic or reflexive in nature. While the first 
two quotes exhibit a degree of awareness about 
this dependence, they also suggest an inability to 
control it.

Moderate dependence: Frequent use with 
attempts to preserve effort

I’m really trying to find the balance…my brain is 
supposed to be developed at my age, it is fully 
developed, and sometimes, even me, I see that I 
could become very dependent on it. 
— Teacher

We shouldn’t be dependent on it as a teacher. 
And we shouldn’t let our students become 
dependent on it. 
— Teacher

I think I have become very dependent. It has 
become very tedious to read a book again, to 
research something on the Internet, to write 
a document, as I used to do before, to spend 
hours there doing work is very tedious. Now 
it is easier, more relaxed. For example, last 
term I had a paper. While all my colleagues 
were researching until the wee hours of the 
morning, I said ‘I’m going to sleep.’ I got up the 
next morning, asked AI to do it, and received 
an A…but by not reading I think I’m falling a 
little behind, and that’s why I want to go back 
to reading things the way I used to, without 
relying too much on artificial intelligence, 
because I think it’s caused me quite a 
bit of harm. 
— Student

The first two quotes suggest that teachers are 
aware of and struggling with their own dependence 
on AI use, recognizing it as an intellectual crutch for 
them and for their students. In the third quote, the 
student knows they are “very” dependent. While AI 
boosted their performance, the student concedes 
that this reliance is “causing me quite a bit of harm.” 
While this quote does not demonstrate proactive 
attempts at addressing overreliance, it does reveal 
awareness of both the dependence and the harm it 
may cause and an intention to address this.

Mild dependence: Developing habits that 
can result in reliance

I think I would just use the Internet, first try to 
brainstorm and research some topics. And then 
go from there, talk to my teachers or my peers, 
but it would definitely make me a little sad that 
I can’t use generative AI. 
— Student 

I often use AI once a week—only for 
assignments. I often use AI whenever my 
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assignment is difficult. 
— Student

[I use AI] if I have a lot of work piling up and if I 
have an assignment I don’t see the value in, I’ll 
just use it. So I guess it kind of does take away 
from learning, but I feel like at the end of the 
day, that’s like in my control. I could choose to 
do the assignment if I wanted to. 
— Student

These quotes suggest more limited, though 
perhaps more complex dependence on AI and 
attempts to justify use. The first quote is in 
response to a question about what students 
would do if AI were unavailable. The student’s 
revealing affective response (“a little sad”) signals a 
psychological attachment to AI. The second quote, 
though ostensibly circumscribing AI use, suggests 
avoidance of productive struggle (“assignments 
[that are] difficult”). Both the second and third 
quotes reveal how students compartmentalize 
their AI use—reserving it for assignments that are 
“difficult” or “meaningless.” The assertion by the 
student in the third quote that AI is optional, versus 
compulsory, reinforces a sense of personal control 
and minimizes concern about their use of AI (“I 
could choose to do the assignment if I wanted to.”).

These rationales suggest a type of situational 
dependence and possible denial as students assert 
agency over AI and rationalize their use (“in my 
control,” “only for assignments,” “I could do [it] if 
I wanted to”). Such statements may encompass 
a number of student rationalizations: attempts to 
minimize or deny the extent of their AI use, implicit 
awareness of the potential harms associated with AI 
overuse, and assertions that AI should be employed 
selectively rather than routinely, reserved only for 
specific circumstances.

In interviews, a number of teachers identify parents 
as enablers of this dependence. Teachers claim 
that parents are often largely unaware of student 
AI overuse, much of which occurs at home, in part 
because parents don’t understand AI. Many parents 
largely concur with this assessment, saying that 

they don’t understand AI because they have not 
yet been included in educational debates on AI. 
Teachers also report that parents support AI use 
because it frees them from helping their children 
with homework (a few parents appear to agree 
with this observation as well). According to a small 
group of teachers, parents may encourage student 
AI use because they don’t want their children to be 
“uncomfortable” or “face adversity,” and because 
the benefits of improved grades for their child 
outweighs the effects of overuse.

Not all study participants believe that AI results in 
overreliance or that reliance on AI is a cause for 
concern. One expert participant viewed AI use 
as an effective way to reduce dependence, to 
manage massive amounts of information from other 
technological tools, and to help address current 
issues around students’ cognitive load:

Students navigate an unprecedented volume 
of daily information—from notifications and 
messages to multimedia content. These 
information streams can overwhelm cognitive 
capacity and contribute to widespread 
burnout through constant task-switching 
demands. The capacity of AI to summarize and 
constrain this information flow is a powerful 
mechanism for managing cognitive load and 
preventing the accumulation of mental fatigue 
that characterizes our current information-
saturated environment. 
— Expert

CONCLUSION: THE AI 
FLYWHEEL EFFECT

Increased trust in AI systems and heightened 
dependence operate as mutually reinforcing 
mechanisms. As students develop greater 
confidence in the capabilities of AI, their usage 
broadens and deepens accordingly. The utility, 
efficiency, comfort, and ease of use of AI 
presents a particularly acute existential risk—
when a technology can seemingly do everything, 
it becomes easier, even seemingly logical, for 
humans to do nothing (Burns 2024).
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This escalating dependence generates what can 
be characterized as a flywheel effect, transcending 
academic boundaries and creating spillover 
effects that extend into personal decisionmaking 
and daily life management (Figure 15). Parents 
and teachers confirm that this phenomenon has 
already materialized, with students reportedly using 
AI, not just for homework, but for “everything”—
“relationships, entertainment, advice, life decisions, 
and mental health support.”

Data from the CDT confirms these observations. 
Surveys of student use of AI in the U.S. show 
an increasing range of student uses of AI from 
schoolwork (66%) to helping with relationships 

(43%) to friendships (42%) and even romantic 
relationships (19%) (Laird et al. 2025). This 
expansion of AI from an academic tool to a 
comprehensive and essential life assistant holds 
serious implications, not just for students’ education 
but for their personal development and growth.

As discussed, the dangers of overreliance for 
children and youth are manifold. Dependence may 
create feelings of inferiority, self-doubt, and a loss 
of confidence and self-efficacy—a belief that we 
cannot complete tasks or perform at a high level 
without use of AI tools—feelings that reinforce 
continued overuse (Burns 2024). It can result in 
a loss of agency and autonomy and potentially 

BOX 13

Addressing students’ AI dependence
Addressing students’ dependence on AI requires building their awareness and agency while providing 
both alternatives to AI use and clear guidance about when and how to use it appropriately, as illustrated 
in the following examples:

Awareness: Teachers can build student awareness about AI overreliance through open discussions on 
dependence and its cognitive impacts while helping students to develop self-regulation skills and the 
forethought, focus on performance, and reflection associated with this (Zimmerman 2011). Students 
can complete parallel assignments with and without AI, then analyze differences in process, time, 
emotional state, and quality—making visible which cognitive capabilities they’ve surrendered to AI 
systems (Delphi panelist).

Agency: Through daily AI diaries, students can track when, why, how, and how much they use AI tools, 
then reflect weekly on its impact on their attention, confidence, and critical engagement. This con-
sciousness-raising exercise can help students distinguish between outsourcing and augmenting their 
own capacities and can serve as an important step in reducing overuse of AI platforms (Delphi panelist).

Abstinence: Schools and families can embark on “digital detoxes” or “AI-free zones”—creating a tem-
poral or spatial separation from AI use. Schools can provide AI “opt-out” assignments and activities to 
ensure that students maintain a healthy balance of AI and non-AI activities.

Advisories: AI platforms should display warnings when users exceed research-based thresholds, such 
as 15 inquiries within 24 hours. These “stopping cues”—similar to the viewing prompts of streaming 
services—alert students to risks to their cognitive ability, executive functioning, and well-being, and 
could automatically close platforms after extended use (Delphi panelist, Wood 2020).



A New Direction for Students in an AI World: Prosper, Prepare, Protect 110

a decrease in the risk-taking necessary for both 
learning and the formation of attachments and, 
as discussed in Risk 2, emotional attachments 
that can result in “heightened loneliness, reduced 
socialization, and increasing emotional dependence 
on the chatbots” (Fang et al. 2025). Dependence 
plays a factor in the degradation of trust that is 
foundational to teacher-student relationships. 

But it is student learning that may bear the 
greatest brunt of excessive reliance on AI tools. 
As discussed in Risk 1, overreliance on AI can 
erode student judgment, autonomy, intellectual 
engagement, creative agency, and human capacity 
for ethical reflection and nuanced problem-solving 
(Bozkurt et al. 2024). For many students, this 
erosion has already happened. Furthermore, like 
any dependence, AI users may build up a tolerance 
to its profound risks and become habituated to its 
use (Burns 2024, 67). When users—in this case, 
students and their teachers—repeatedly delegate 
critical tasks to AI, they risk becoming passive 

participants in decisions that demand moral 
judgement and emotional understanding (Bozkurt 
et al. 2024). It is at this point that agency becomes 
increasingly difficult to maintain, and it becomes 
harder to push back on this dependence on AI tools 
(Burns 2024).

Much of this overreliance can be mitigated with 
the proper institutional policies and practices and 
appropriate pedagogies, as will be discussed in 
Section VI. However, some of it cannot. The danger 
of highly effective and transformational tools 
lies in how their very designs make overreliance 
almost inevitable. Patterns of overreliance and 
dependence may ultimately lead to surrogacy–
relinquishing control over complex outcomes that 
should remain in human hands and externalizing 
thinking and intellectual engagement to AI tools 
and systems, forsaking what Ralph Waldo Emerson 
called the “integrity” of the human mind (Burns 
2024; Bozkurt et al. 2024; Emerson 1908, 15).

Risk 6: AI can 
deepen equity 
divides
Big Tech continues to develop solutions with the 
richest schools and students in mind.  
— Teacher

The West is just extracting our [countries 
in sub-Saharan Africa] minerals and 
extracting our data. 
— Expert

The risks discussed above—from cognitive 
offloading to dependence on AI—primarily affect 
communities with access to AI. Early-adopter 
communities now grapple with overreliance on 
AI-generated content, student misuse for academic 
dishonesty, erosion of critical thinking skills, and 
ethical concerns around data privacy. Paradoxically, 
those traditionally excluded from technological 
advancements through lack of connectivity, 

FIGURE 15

The AI flywheel effect on children’s 
learning and development

© Center for Universal Education at the 
Brookings Institution, 2026.
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devices, or dominant language support may 
currently avoid these issues.

This adoption lag and access disparity may 
give late-adopter countries and communities 
valuable time to learn from early implementation 
challenges and develop more thoughtful policies, 
pedagogical frameworks, and support systems 
before widespread AI uptake. However, while such 
countries and education systems may avoid many 
of these current AI risks, they also miss out on 
potential benefits that early adopters are already 
experiencing. And, as we know from decades of 
technology provision in schools across the globe, 
many countries and education systems may remain 
entirely excluded from such benefits.

At present, AI’s advantages accrue mainly 
to students in well-resourced countries and 
education systems, risking the exacerbation of 
existing inequalities. Like previous technologies, 
AI’s benefits and risks are unevenly distributed 
across socioeconomic, gender, linguist, cultural, 
and geographic dimensions. Yet unlike earlier 
innovations, AI threatens to exacerbate these 
inequalities at unprecedented scale and in ways 
that are increasingly difficult to detect and address.

THE AI DIVIDE

A critical finding emerging from the analysis of 
data to date is that a large and growing AI divide 
is widening and deepening what has long been 
an existing digital divide. This divide operates 
through a self-reinforcing cycle: as AI integration 
deepens within educational systems, already-
existing barriers to accessing technology become 
increasingly entrenched. Beyond the perennial 
question of access, the AI divide introduces novel 
dimensions to existing disparities—algorithmic 
literacy, susceptibility to manipulation, and the 
capacity for critical evaluation of AI-generated 
content. This can lead to further sorting of 
winners and losers in which high-resource 
communities gain access to increasingly powerful 
AI technologies and deploy them productively, 
while low-resource communities either lack access 

entirely or use these tools in less beneficial ways. 
This dynamic creates educational disparities that 
are both more pronounced and more difficult to 
remediate than previous technological divides.

This AI divide is evident across many dimensions 
but is especially visible by socioeconomic status 
(financial resources), geography (rural versus urban 
and different regions of the globe), and language 
(linguistic groups).

THE SOCIOECONOMIC AI DIVIDE

Adopting, integrating, and using AI requires 
substantial financial investment for education 
systems. It requires:

•	 initial capital costs (hardware, software licenses, 
infrastructure setup, initial training)

•	 ongoing operational costs (electricity, Internet 
connectivity, cloud storage, technical support, 
maintenance)

•	 human resource costs (professional 
development, content adaptation, quality 
assurance time, pedagogical integration effort)

•	 unanticipated costs (the time in labor for 
teachers to check the accuracy of AI outputs for 
both their work and student products)

Home use of AI by students, while less resource 
intensive, still comes at a cost in terms of electricity 
and connectivity.

The calculus is simple—wealthy countries and 
communities can afford these costs. Poor ones 
cannot—and cost was repeatedly cited by study 
participants as a significant barrier to AI adoption.

Education systems have long confronted the 
substantial expenses associated with technology-
based investments. Since most education systems 
allocate the majority of their budgets to staff 
salaries, technology costs represent a significant 
financial burden, particularly in poorer contexts 
(Our World in Data 2025). Lower-resource systems 
often lack discretionary funding for technology or AI 
tools, creating additional adoption barriers. These 
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financial constraints result in uneven technology 
adoption across schools and disparate access 
to technology among students, negatively and 
disproportionately affecting students who are poor, 
who live in rural areas, who are disabled, and who 
are female (Burns 2021).

Across the globe, many communities still lack 
fundamental infrastructure, including electricity, 
Internet connectivity, and mobile broadband 
access. Even where there may be access, poor 
schools often have older equipment which may 
function poorly and make them more vulnerable 
to attack. Pre-existing non-technical systemic 
shortfalls—including inadequate capital funding, 
lack of technology skills and specialized staff, and 
limited to no funding for licenses, maintenance and 
refreshing hardware—render access to technology, 
and by extension, quality AI, difficult or impossible 
for students in many educational contexts.

Many of the tools themselves demand even 
greater investment. Study participants report that 
AI-powered adaptive learning systems can cost 
tens of thousands of dollars per year. AI systems 
may need integration with existing school district 
software, such as student information systems 
and learning management systems, which incurs 
additional costs. Education systems may find 
they need completely new technology because 
existing equipment is too old or degraded to run AI 
programs effectively.

THE GEOGRAPHIC AI DIVIDE

Access to AI-enabled education varies dramatically 
within countries, with rural communities facing 
severe disadvantages due to gaps in basic 
infrastructure. Disparities in access to electricity, 
Internet, and mobile broadband continue to 
reinforce the divide between rural and urban 
communities and their ability to benefit from AI. 
As of 2023, 84% of the global population without 
electricity resided in rural areas, with sub-Saharan 
Africa accounting for the majority without access 
(World Bank Group 2025).

Globally, 81% of residents of urban areas use the 
Internet, compared to 50% in rural areas. In sub-
Saharan Africa, where both urban and rural use 
of the Internet is lower than global figures, this 
urban-rural usage gap stands at 57% versus 23%, 
respectively, as shown in Figure 16 (International 
Telecommunication Union (ITU) 2023b).

However, this rural-urban divide extends beyond 
access to AI tools and includes access to 
information and policies about AI use. In the U.S., 
Gallup and the Walton Family Foundation report 
that 67% of students in non-urban counties say 
their school has no clear AI policy; for students in 
urban areas, this figure is 50% (Gallup et al. 2025, 
8). Clear AI use policies in school are positively 
correlated with increased confidence in using 
AI tools, meaning that rural students are at a 
disadvantage as they prepare for a workforce that 
increasingly expects AI skills (Gallup and Walton 
Family Foundation 2025)

The rural-urban divide is compounded by wealth 
since rural communities often have higher poverty 
rates and lower median incomes than urban ones 
(Su and Morgan 2024). The economic disparities 
within rural communities further limit AI access. In 
the U.S., students in lower-income rural counties 
are less than half as likely to be permitted to use 
AI at school compared to students in wealthier 
rural counties (15% vs. 41%). Gallup cautions that 
schools lacking clear AI policies and restricting AI 
use may be “hindering their students’ development 
of AI literacy” (Gallup et al. 2025, 9).

In addition to the rural-urban divide within 
countries, there is a broader AI divide across 
countries and regions. Many regions of the globe 
still lack fundamental infrastructure, including 
Internet connectivity and mobile phone ownership. 
For example, Internet usage stands at 66% in 
the Asia-Pacific region (comprising East Asia, 
Southeast Asia, Oceania, and parts of South Asia), 
70% in the Middle East and North Africa, and 
91% in Europe. Mobile phone ownership follows 
comparable patterns: 77% in Asia-Pacific, 83% 
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in the Middle East and North Africa, and 95% in 
Europe (ITU 2024).

Sub-Saharan Africa exemplifies these divides 
most starkly. Internet usage reaches only 38% 
in the region, while mobile phone ownership 
stands at 66% (ITU 2024). Most fundamentally, 
600 million people—or 48% of the region’s total 
population—still lack reliable access to electricity. 
Thus, more than four out of five people worldwide 
lacking access to electricity live in sub-Saharan 
Africa (United Nations Sustainable Development 
Group 2025).

Compounding these access barriers, Internet costs 
in sub-Saharan Africa are among the world’s most 

expensive. As of 2025, Ghana is the second most 
expensive country with the highest fixed broadband 
costs globally, with rates reaching approximately 
$2.58 per megabit per second. Among the 10 
countries with the most expensive fixed broadband 
Internet, three—Ghana, Kenya, and Nigeria—are 
located in sub-Saharan Africa. This stands in 
stark contrast to the least expensive markets, 
where countries such as Romania, Thailand, and 
Singapore offer fixed broadband Internet at costs 
as low as $0.01 to $0.02 per megabit per second 
(Venditti 2025).

Finally, in terms of AI specifically, the paucity of 
data centers in sub-Saharan Africa (less than 1% 
of all the world’s data centers) means that teachers 

FIGURE 16

Rural versus urban Internet usage

�Regional classifications are from the ITU.
Source: ITU, 2023a, 2023b.

© Center for Universal Education at the Brookings Institution, 2026.

0 10 20 30 40 50 60 70 80 90 100

Sub-Saharan
Africa

The Americas

Arab States

Asia &
the Pacific

Islands

Commonwealth
of Independent

States

Europe

UrbanRural

57%

90%

82%

80%

94%

92%

23%

74%

51%

52%

81%

88%



A New Direction for Students in an AI World: Prosper, Prepare, Protect 114

and students must depend on foreign-developed 
AI models that are not designed to reflect local 
contexts, languages, curricula, or pedagogical 
approaches (Stasenko et al. 2025; Bracewell 2025). 
While grassroots initiatives like Masakhane and 
Lelapa have successfully created African language 
models, the vast majority of AI training for African 
languages still occurs on foreign infrastructure 
(Elongué 2025). The consequences of this 
extend beyond linguistic issues to encompass 
data sovereignty concerns and limitations on the 
scale of locally developed solutions. Further, as 
UNESCO argues, they may represent a new form of 
“digital colonialism” manifested as “data poverty,” 
where communities lacking sufficient data find 
themselves “excluded and put at long-term risk 
of being colonized by the standards embedded 
in the GPT models” (Miao and Holmes 2023, 14). 
African technology specialists and policymakers 
interviewed for this study warn of a “vicious 
cycle” whereby the continued advancement 
of AI exacerbates the digital divide, leaving 
African students further behind and preventing 
the continent from developing the indigenous 
AI capabilities needed for culturally responsive 
educational technologies.

THE LINGUISTIC AND 
CULTURAL AI DIVIDE

Language represents the variety of human 
cultural contexts, ways of seeing the world, and 
the experiences, values, and understandings 
of their speakers. There are over 7,000 living 
languages across the globe (UNESCO 2025). Yet 
one predominates in AI—English. Almost half of 
Internet content is in English (Statista 2025b). The 
dominance of AI tools in English disadvantages 
underrepresented communities (Okolo and Tano 
2024). Of the top 20 languages used on the 
Internet, not one comes from Africa’s more than 
2000 languages, as shown in Figure 17 (Statista 
2025b; Ethnologue 2025; United Nations Population 
Division 2025). Hausa is spoken by 94 million 
people, primarily in Nigeria (sub-Saharan Africa’s 
largest country and the world’s sixth-most populous 
nation), yet ChatGPT recognizes only 10–20% of 
sentences written in Hausa (Moorosi 2024).

BOX 14

Data centers
Addressing many of the layers of the AI divide—for example, access to AI platforms, tools, and content 
in local languages—requires data centers—which tend to be concentrated in wealthy countries. Data 
centers are specialized facilities that manage Internet technology infrastructure such as servers, stor-
age devices, and network equipment. They play a critical role in processing, storing, and distributing 
large amounts of data, making them essential to AI and to the rest of the digital economy. But they 
also require substantial “compute” power—the hardware, processors, memory, storage, and energy 
needed to operate data centers effectively as well as electricity. At the time of writing, South Africa 
is the only African country where Amazon, Microsoft, and Google have built their own data centers 
(Dosunmu 2025).
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This linguistic and cultural divide, in particular, 
is a result of the narrow development base from 
which AI tools and platforms emerge. Technology 
traditionally, and AI most recently, embodies the 
“WEIRD problem”—the overrepresentation of 
Western, English-speaking, Industrialized, Rich, 
and Democratic contexts in their design and 
training (Henrich et al. 2010). This bias means that 
AI disproportionately represents the data, belief 
systems, values, and languages of WEIRD societies 
while underrepresenting those of the majority of 
the global population. Educational technology 
developers prioritize affluent WEIRD markets over 
broad educational access and rely on training 
data that inadequately represents diverse student 
populations.

THE AI ACCURACY DIVIDE

The concentration of AI development among large 
technology companies and wealthy education 
systems deepens existing digital disparities in 
unprecedented ways and fuels a growing AI gap 
(Lanz 2025; Winsome Marketing Writing Team 
2025). This emerging gap manifests as what one 
study participant called “cognitive stratification,” 
wherein accuracy of information and advanced 
reasoning become “premium commodities.” 
Wealthy educational systems can access 
sophisticated AI tools that provide more factual 
information, while the poorest schools, teachers, 
and students rely on LLMs that produce less 
accurate information.

FIGURE 17

Top 12 spoken versus online languages

Source: Statista, 2025; Ethnologue 5, 2025; United Nations Population Division, 2025.
© Center for Universal Education at the Brookings Institution, 2026.
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with larger parameter counts, more extensive 
training, and superior reasoning capabilities.

For a secondary school of 1,000 students, full 
ChatGPT Plus access could cost $200,000–
300,000 annually. More specialized educational 
AI tools demand even greater investment, 
with adaptive learning systems costing tens 
of thousands of dollars yearly, plus additional 
expenses for integration with existing school 
software and potential hardware upgrades.

Importantly, in contrast to free versions of 
models, tiered systems cost more, but they do 
more and they are more factually accurate. As 
OpenAI itself has acknowledged, all models of its 
ChatGPT platform hallucinate—that is, produce 
false or nonsensical information—regardless of 
cost (OpenAI 2025g). However, tiered models 
tend to offer greater functionality and perform 
more accurately across a broader range of tasks, 
including reasoning, factual accuracy, and nuanced 
understanding, particularly on standardized 
benchmarks (OpenAI et al. 2024). The functionality 
(and, in most cases, the accuracy rates) improve 
commensurate with pricing (Hendrycks et al. 2021).

Accuracy of information produced depends on 
the domain and tasks, so accuracy rates must 
be considered as illustrative versus absolute. 
In addition, the relationship between cost and 
accuracy is not absolutely linear, nor is it as simple 
as “free” versus “paid.” However, the relationship 
between cost and accuracy is largely consistent. 
Research comparing model performance across 
pricing tiers indicates that free models generally 
demonstrate lower accuracy than paid alternatives, 
though this does not necessarily mean that the 
most expensive ones are also the most accurate 
(Lelièvre et al. 2025; Hardman 2025). This 
performance differential is most pronounced in 
complex reasoning tasks and factual accuracy 
measures, where paid-tiered models, like GPT-4, 
demonstrate superior performance across 
professional and academic benchmarks over their 
free-tier counterparts such as GPT-3.5 (OpenAI et 
al. 2023; Hardman 2025). For example, ChatGPT 

Like most technology disparities, this cognitive 
stratification is rooted in cost and affordability. 
Discussions with educators in our study suggest 
that many schools, particularly in low-resource 
environments, rely on the free version of LLMs, 
overwhelmingly ChatGPT. Free tiers come with 
constraints such as usage limits, reduced features, 
slower response times, or access to older model 
versions. Critically, free versions are also much less 
accurate in the information they produce and in 
their reasoning capabilities (Lelièvre et al. 2025).

LLMs are priced in tiers, including free and 
reduced-cost versions for schools. For example, 
at the time of writing, students and educators can 
access the free version of ChatGPT, an individual 
subscription of ChatGPT ($20 per month), or a 
“team plan” which cost $25–30 per user monthly 
(OpenAI 2025e). Some teachers interviewed 
reported that they pool funds to buy an upgraded 
license that they share. “Enterprise” versions can 
cost hundreds of dollars per user per month. Paid 
subscriptions typically provide access to models 

BOX 15 

Measuring the 
accuracy of LLMs
AI accuracy is measured by benchmarks such 
as Massive Multitask Language Understanding 
(MMLUs), a standardized test for AI mod-
els that measures their knowledge across 
57 academic subjects using multiple-choice 
questions. AI benchmarking is similar to stan-
dardized testing in education. It provides an 
objective way to evaluate and compare how 
well different AI models perform on specific 
tasks. Just as schools use test scores to mea-
sure student achievement, MMLU scores help 
determine which AI models are most accurate 
and reliable for educational use (Hendrycks 
et al. 2021).
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3.5, which is still in use in many parts of the globe 
at the time of writing, has an accuracy rate of 70% 
on most MMLU benchmarks, while tiered versions 
report 86% accuracy rates (OpenAI et al. 2023).

But many schools around the world can’t afford to 
pay for even discounted use of LLMs. Thus, relying 
solely on free tiers, as many of these schools, 
students and teachers do, compounds existing 
educational disparities. Schools have long paid 
more money for technology tools with greater 
functionality. However, this may be the first time in 
the history of educational technology that schools 
must pay more for accurate factual information.

The Matthew Effect

Taken together, these divides—socioeconomic, 
rural-urban, regional, linguistic and educational—
accentuate a longstanding pattern in educational 
technology known as the Matthew Effect, where 
the “rich get richer,” with wealthy students who use 
AI effectively capitalizing on its benefits while poor 
students do not (Mishra 2024).

The AI divide splinters into more granular 
dimensions that affect how technology functions 
within educational contexts. A capacity divide 
reflects uneven distribution of abilities to use 
AI effectively, encompassing both strategic 
capacity (using AI to achieve specific goals) and 
productive capacity (the formal skills needed to 
engage with AI systems) (van Deursen and van 
Dijk 2014). A usage divide emerges as poorer 
schools deploy technology to reinforce lower-
order, rote-based learning rather than higher-order 
thinking, while a benefits divide means that even 
when poor students access technology, they reap 
fewer benefits compared to their affluent peers 

(Burns 2021, 59; van Deursen and van Dijk 2014). 
A vocational divide further compounds these 
inequities as increasing percentages of future jobs 
will require exceptional AI skills while others will be 
eliminated.

Educational technology has long perpetuated this 
Matthew Effect, but AI risks widening the gap 
dramatically. Students with strong foundational 
knowledge leverage AI to deepen learning and 
progress faster, while struggling learners, lacking 
expertise, may misinterpret AI outputs and fall 
further behind (Mishra 2024; Kaufman et al. 2024). 
These divides exacerbate pre-existing structural 
inequalities, threatening to transform AI’s promise 
of democratizing education into a mechanism that 
entrenches existing privilege.

CONCLUSION: IT’S NOT TOO LATE TO 
ADDRESS THE AI DIVIDE

These equity challenges should not push us into a 
cycle of despair. Internet use has increased over 
the years, including in sub-Saharan Africa, thanks 
to more affordable plans, better infrastructure, and 
concerted multilateral efforts to expand access, 
such as the World Bank Group’s Digital Economy 
for Africa (DE4A) initiative (World Bank 2023; World 
Bank 2024).

Equity is often more of an issue of political will 
versus an engineering problem, and there is much 
that governments, multilateral aid agencies, and 
technology companies can do to bridge the AI 
disparities discussed here. As Section VI will 
discuss, governments can undertake any number 
of innovative financing and regulatory schemes to 
ensure greater technology access.

This may be the first time in the history of educational technology 
that schools must pay more for accurate factual information. 
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BOX 16

From policy to implementation: 
Addressing the AI divide
Realizing AI’s transformative potential for educational advancement across all nations requires de-
veloping local AI ecosystems. This in turn requires coordinated action spanning policy frameworks, 
sustained investment, and operational implementation—a multidimensional challenge that diverse 
stakeholders are increasingly addressing through complementary approaches:

At the policy level, the Hamburg Declaration on Responsible AI for the Sustainable Development Goals 
represents the first global declaration focused specifically on AI in international development, outlining 
shared principles and commitments to promote equitable, inclusive, and sustainable development 
and deployment of AI worldwide, with particular emphasis on empowering developing countries. The 
declaration establishes equity as its foundation, characterizing AI as a “digital public good” and calling 
for expanded educational access for women and girls alongside support for local AI innovations in 
developing countries (United Nations Development Programme 2025).

But translating these principles into practice requires substantial financial commitment. The Gates 
Foundation’s investments across Africa exemplify such support, including $30 million to develop safe, 
ethical, and equitable AI platforms designed to “pave the way for local innovation” and $7.5 million to 
Nigeria’s Artificial Intelligence Scaling Hub to “promote the ethical development and widespread adop-
tion of AI technologies in sectors, including healthcare, agriculture, and education” (Empower Africa 
2025; Zamora 2023). These initiatives represent the financial support that Global South governments 
need to create their own AI ecosystems.

Beyond policy and funding, sustained implementation mechanisms are essential for an AI ecosys-
tem to develop and thrive. The United Nations Development Programme’s AI Hub for Sustainable 
Development in Africa has accelerated innovation by connecting external funders with local AI talent 
in sub-Saharan Africa and improving access to representative datasets, increasing computing power 
availability, attracting and retaining technical talent, prioritizing local contexts, and addressing regu-
latory frameworks (Hradecky and Abdulkareem 2025).
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 V   RISKS VERSUS BENEFITS: 
Currently, AI’s risks overshadow  
its benefits
Will AI transform education to help all children thrive—or generate harms that undercut potential gains?

The answer, as we’ve seen, is that it may do both. Ultimately, it depends on how AI is integrated into the 
heart of teaching and learning.

AI’s benefits are numerous
This report has highlighted numerous examples of how AI enriches and extends learning when used as a 
supplement rather than a substitute for human instruction. AI can free teachers from administrative tasks, 
enabling more high-value interactions with students. Personalized learning and individualized tutoring can 
deliver effective one-on-one instruction, improving academic performance at scale through immediate 
feedback, adaptive pacing, and customized explanations.
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AWE systems help students produce coherent, 
well-structured essays, with linguistically 
disadvantaged learners showing the greatest 
gains—suggesting AI can narrow language gaps 
and support second-language acquisition.

AI can also adapt learning and assessment to 
student ability, bridging gaps between students 
from different educational backgrounds, particularly 
where teacher resources are limited. Social 
chatbots offer neurodivergent learners safe 
opportunities to rehearse social interactions without 
fear of judgment, while assistive technologies 
expand access for students with disabilities. When 
combined with predictive AI, generative AI creates 
powerful synergies: predictive systems identify 
learning needs and generative tools respond with 
personalized interventions.

But today, these 
benefits are 
overshadowed 
by risks

While these benefits are significant, both existing 
research and participant data suggest that, under 
current conditions, AI’s harms overshadow its 
advantages. These risks differ in nature from the 
benefits, undermining the very learning capacities 
and relationships needed to leverage AI’s strengths.

Without safety guardrails and bounded learning 
content, AI can encourage cognitive offloading—
students delegating complex thinking to machines. 
This reliance erodes critical thinking, weakens 
content knowledge, blurs fact from falsehood, 
and diminishes communication and durable skills 
essential for thriving in an AI-infused world.

Emotionally, AI companions exploit vulnerabilities 
through anthropomorphism and simulated empathy, 
fostering unhealthy digital attachments—especially 
among vulnerable students. The servile design 

of chatbots, their sycophantic tone, vast data-
processing capabilities, and frictionless interactions 
can hinder social skill development and enable 
manipulation, hyperpersuasion, and polarization. 
Deepfakes, academic dishonesty, concealed AI 
use, acceptance of hallucinations as truth, and 
the “black box” nature of AI further erode trust in 
schools and institutions.

AI tools also pose serious privacy and safety risks, 
including data exploitation, exposure to explicit 
content, nonconsensual deepfake imagery, and 
reinforcement of bias and polarization. Moreover, 
AI amplifies advantages for students with 
strong foundational knowledge while widening 
achievement gaps for underprivileged learners.

Advancing 
AI learning 
experiences that 
enrich, not diminish

The harms identified in this report are neither 
inevitable nor immutable. The key question is not 
what AI can do, but what it should do within the 
context of supporting children’s cognitive, social, 
and emotional development.

AI implementation must be designed to enrich—not 
diminish—learning. Decades of research show that 
the interaction between students, teachers, and 
content forms the instructional core that drives 
educational change (see Figure 18) (Cohen and Ball 
1999). Including parents in this core acknowledges 
that learning ecosystems extend into homes and 
communities, meaning AI design should consider its 
impact on parent-child interactions, parental insight 
into student progress, and family engagement with 
educational content (Vegas and Winthrop 2020).
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When AI strengthens the instructional core—
by expanding the capabilities of key actors or 
improving their interactions—it enriches learning. 
The reverse is also true: when AI erodes these 
capabilities or relationships, it diminishes learning.

Many benefits discussed above and in Section III 
enhance the instructional core. For example, AI can 
create synthetic voices for students with aphasia, 
unlocking new ways to communicate with teachers. 
Embedded prompts in digital materials can help 
second-language learners through interactive 

question and answer functions, opening new 
pathways for engagement. AI-powered assessment 
tools can give teachers nuanced insights 
into student learning, enabling more targeted 
instruction.

Conversely, the risks outlined above and in 
Section IV threaten these same capabilities 
and relationships. AI diminishes learning when 
it undermines trust among students, teachers, 
and parents; when it exposes students to bias, 
manipulation, and privacy violations; and when it 

FIGURE 18

The instructional core that drives educational change

Source: Vegas and Winthrop, 2020.
© Center for Universal Education at the Brookings Institution, 2026.

CONTENT

PARENTS

LEARNERS EDUCATORS

PARENTS

INSTRUCTIONAL
CORE



A New Direction for Students in an AI World: Prosper, Prepare, Protect 122

accelerates disengagement or excludes certain 
groups from AI’s benefits.

Our findings suggest that AI especially enriches 
learning when its use is bounded by vetted content 
and safety guardrails within structured learning 
activities. In contrast, it tends to diminish learning 

when students engage with general-purpose AI 
tools in open-ended, unregulated contexts. Figure 
19 summarizes these patterns, offering a high-level 
view of when and how AI use typically enriches—or 
undermines—learning. These use cases will evolve 
as AI develops, but they provide a starting point for 
clarifying today’s debates on minimizing risks while 
harnessing benefits.

AI enriched versus diminished learning experiences

© Center for Universal Education at the Brookings Institution, 2026.
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FIGURE 19
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Drivers of AI risks
Three key drivers shape how AI impacts children 
and help explain why current AI implementations 
may diminish learning experiences.

PSYCHOLOGICAL AND 
EMOTIONAL DEVELOPMENT

Children are uniquely vulnerable because their 
brains, knowledge, and emotions are still forming. 
Human tendencies toward anthropomorphism make 
them highly susceptible to AI’s simulated social 
cues—an effect amplified by modern technology 
(Epley 2019). Convenience, shortcuts, and grade-
driven feedback loops encourage cognitive 
offloading and dependency. AI companions 
exploit emotional vulnerabilities through emulated 
empathy and mirroring, which can hinder social 
skill development and deepen reliance on artificial 
relationships.

AI TOOL DESIGN

AI does not possess true intelligence; it operates 
through statistical pattern recognition rather than 
reasoning or comprehension. Consumer tools 
prioritize speed and engagement over safety or 
learning, emphasizing automation instead of critical 
thinking. They frequently hallucinate—confidently 
presenting false or nonsensical information. 
Student-facing tools often provide an “illusion of 
impact”: assumed to be high-value but frequently 
modeling poor pedagogy, misunderstanding how 
children learn, and perpetuating rote approaches 
(Hardman 2025; Chen et al. 2025).

PEDAGOGY

Research shows overreliance on AI harms 
learning, with dosage—the extent and frequency 
of use—emerging as critical. Benefits occur when 
teachers integrate AI thoughtfully to enrich, not 
replace, traditional methods (Trabelsi 2025). 
Yet instructional design with AI is often absent; 
many educators simply layer AI onto existing 

frameworks without reimagining teaching around 
these tools. Without deliberate redesigning, AI risks 
undermining core educational goals rather than 
enhancing them.

The time to 
act is now

AI promises both unprecedented opportunity and 
significant threats. There is much to gain from 
generative AI tools that enrich education, but there 
is also much to lose when AI tools erode what is 
foundational to teaching and learning. All study 
participants—particularly parents and teachers—
speak with one voice: the time to act is now. 
We turn next to recommendations for action to 
minimize the risks and maximize the benefits of AI 
for all children and youth
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VI   IT’S NOT TOO LATE: 
Recommendations for mitigating 
risks and harnessing benefits
As this report had made clear, AI is reshaping education for students across the globe, with outcomes 
that remain uncertain. Without proactive and comprehensive intervention, the risks and harms we have 
identified are likely to persist and intensify, potentially outweighing the benefits of AI and widening 
disparities in access and effective use. But it is not too late to shift the trajectory of AI in education away 
from uses that diminish learning and toward those that enrich it.

We must act with urgency. Governments face a narrowing window to develop protective regulations, while 
educational institutions must quickly establish safeguards and pedagogical approaches that maximize 
benefits and mitigate harms. Immediate protective measures must include protocols for identifying 
sycophantic AI responses, recognizing misinformation and bias, and ensuring sustained human oversight 
of AI-mediated learning. Curricula must teach students to critically evaluate AI-generated content, 
understand AI’s limitations, and preserve their own intellectual agency. Those working with children need 
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holistic AI literacy education—covering how AI functions, its cognitive and emotional impacts on young 
people, strategies to reduce cognitive harms, and techniques for verifying information.

These multifaceted safety and security concerns require good-faith participation from everyone: 
legislators, policymakers, AI developers, educators, civil society organizations, families, and students. 
Most importantly, AI companies, governments, and education systems must collaborate to ensure the 
responsible design of education-facing AI tools, enabling the full power of AI’s benefits to be harnessed 
for all students and schools. The actions we take—or fail to take—now will determine whether AI becomes 
education’s greatest asset for student learning and wellbeing or its most profound threat to student 
flourishing.

The recommendations that follow, drawn from study participants, Delphi panelists, and a growing body 
of research on AI in children’s education, outline practical and preventive steps necessary to protect 
students from AI-related harms while harnessing AI’s benefits and preparing young people to thrive in 
an AI-suffused world. These measures aim to ensure that all students can grow through educational 
experiences that cultivate learning, agency, and future success.

PROSPER, PREPARE, PROTECT

To seize this opportunity, we all have a role to play. Our proposed framework rests on three pillars—– 
Prosper, Prepare, and Protect. Each pillar is discrete yet equally vital, but all three must work in concert to 
ensure that AI supports children’s flourishing, safeguards their well-being, and equips them to meet the 
challenges of tomorrow.

The actions we take—or fail to take—now will determine whether 
AI becomes education’s greatest asset for student learning and 

wellbeing or its most profound threat to student flourishing.
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PROSPER: Recommendations under the Prosper pillar focus on transforming teaching and learning 
experiences so that children and youth can thrive in an education system where AI is omnipresent. 
Students can prosper through carefully titrated AI use (knowing when to teach with and without AI, 
using AI only when it enhances rather than replaces student effort and cognitive engagement), high-
quality pedagogical integration (combining AI with evidence-based practices that prioritize deeper 
learning), and collaborative design and research (co-designing tools with educators and communities 
while conducting rigorous research on when and how AI supports learning). These efforts will help 
children and youth develop the capabilities they need to flourish in an AI-driven world.

PREPARE: Recommendations under the Prepare pillar focus on building the knowledge, capacity, and 
structures needed for students, educators, families, and education systems to integrate AI ethically, 
effectively, and humanely. The education community can prepare for a rapidly evolving AI-infused 
world through holistic AI literacy (developing understanding about AI’s capabilities, limitations, and 
implications), robust professional development (equipping educators with knowledge and skills to 
teach with and about AI), and systemic planning and access (establishing clear visions for ethical AI 
use while expanding equitable access). These efforts will ensure that students, educators, families, 
and education systems can navigate the world of AI with confidence and responsibility.

PROTECT: Recommendations under the Protect pillar include developing and implementing 
safeguards on AI for student privacy, safety, emotional well-being, and cognitive and social 
development. Students can be protected through ethical and trustworthy AI design (protections 
embedded into the technology during the design phase), responsible governance (strong regulatory 
frameworks), and adult guidance (modeling healthy technology use at home and in schools). These 
efforts will help ensure that AI enhances learning while keeping children safe, supported, and able to 
thrive in an AI-infused world.

FIGURE 20
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We all have a role to play
To help mitigate risks and harness benefits, all actors touching AI and education will need to be involved. 
The following stakeholders play a critical role in designing, implementing, enacting and monitoring our 
recommendations.

GOVERNMENTS
	» Government actors include federal/national, state/provincial, local and tribal/indigenous governments. 

The scope and levers of these government actors vary across the globe. Local context and conditions 
will inform decisions about which jurisdictions are best able to implement these recommendations.

EDUCATION FUNDERS
	» This includes foundations, private sector donors, corporate social responsibility actors, philanthropists, 

and government funders who provide financial backing to education programming.

TECHNOLOGY COMPANIES
	» This includes general-purpose AI, social media, AI in education and educational technology companies 

who develop, adapt, market, or sell AI products to education systems or directly to children and youth 
under the age of 18.

EDUCATION SYSTEMS
	» Education systems encompass multiple institutional levels, from the macro to microlevel. They 

include institutions such as ministries of education, state and regional education offices, schools, and 
universities. These institutions are composed of stakeholders who have decisionmaking power within 
these systems. They may include superintendents, regional and district supervisors, teachers’ unions, 
school leaders, head teachers, teachers, and paraprofessionals. The structure of education systems 
varies from country to country, therefore local contexts should be considered to determine how best 
to enact each of the recommendations we outline below.

CIVIL SOCIETY ORGANIZATIONS
	» These include nongovernmental organizations, faith-based organizations, and others that work to 

advance children’s education and shift policy and practice.

FAMILIES, CAREGIVERS, AND COMMUNITY ACTORS
	» This includes all adults that interact with or impact children outside of school—in the home or broader 

community. This may include parents, caregivers, health care providers, childcare providers, and 
social workers, among others.

RESEARCHERS AND ACADEMICS
	» This involves anyone conducting research related to education in an AI world, such as researchers at 

universities and other institutions of higher education, think tanks, civil society, funders, the private 
sector, education organizations, and program implementers.

STUDENTS
	» Finally, and most critically, children must be active participants in shaping how AI is used responsibly 

and ethically in educational settings. They must be allowed to contribute their perspectives and 
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experiences to inform the policies and practices that affect their learning and must understand their 
own role in responsible AI use.

Across our three pillars, we present 12 concrete actions that, if enacted, will minimize the risk of AI 
diminishing learning and maximize its potential to enrich it. Some of these actions can be undertaken by a 
broad range of actors, while others require the involvement of specific stakeholders. For each action, we 
list all the relevant actors who can help advance it.

We encourage readers to choose at least one recommendation—and preferably several—to which they 
can dedicate time, resources, and attention, and then take concrete steps to advance them.

Prosper
Prospering involves transforming teaching and learning experiences so that children and youth can thrive 
as learners, professionals, citizens, and human beings in a world where AI increasingly permeates every 
dimension of their technological, vocational, civic, and personal lives. To ensure that learners prosper, 
governments, funders, the private sector, education systems, families, and communities can work together 
to advance these four main actions:

1.	 Shift educational experiences in school. Perhaps one of the most promising opportunities AI 
presents is transforming teaching and learning experiences in school to align with the approaches 
that educators and learning scientists have long championed. This will require intentionally identifying 
where, when, and how AI should and should not be used in education.

2.	 Co-create educational AI tools with educators, students, parents, and communities. One of the best 
ways to ensure that AI tools are fit for purpose and advance education’s objectives is to co-design 
them with users, including those in marginalized communities.

3.	 Use AI tools that teach, not tell. Although ed-tech companies may incorporate the principles of child-
focused learning sciences when developing educational tools, general purpose technologies—because 
of their universal audience—typically do not. Yet general purpose tools like LLMs are the dominant 
technology in our study schools. Thus, AI companies with products students access should work to 
ensure that these AI tools are better optimized for children’s learning needs and developmental stages.

4.	 Conduct research on children’s learning and development in an AI world. Education policymakers, 
program designers, and educators need more data on AI’s role and long-term impact on student 
learning, particularly on students’ cognitive skills, affective states, and motivational states. Salient 
questions that researchers can investigate are: What are AI’s effects on learning? Are these impacts 
the result of the inherent qualities of AI tools or of how they are used (Deng et al. 2025, 39)? What 
specific AI tools and use cases best help students learn? When should AI be used, and should it be 
avoided? How can AI enrich education, extending and deepening the teaching and learning process for 
all students?
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1 SHIFT EDUCATIONAL EXPERIENCES IN SCHOOLS

Perhaps one of the most important steps enabling students to prosper in an AI world is to shift education 
experiences away from the transactional task completion that characterizes learning in so many schools 
worldwide. There is no shortage of ideas on how to shift what David Tyack and William Tobin call “the 
grammar of schooling,” namely the central structure of most education systems (Tyack and Tobin 1994). 
Schooling models that focus on meaningful practice and deeper learning have been advanced for 
decades, even centuries, worldwide. These range from community-based learning circles to vocational 
exploration that integrates academic learning (Dewey 1916; Freire 1970; Krishnamurti 1953). Today, many 
of these approaches have the added benefit of being supported by emerging learning science. For 
example, students learn better when they feel they belong, when they get a chance to practice and apply 
what they learn, and when they are focused and emotionally invested in what they are doing in school 
(Cohen 2022; Darling-Hammond et al. 2020; Immordino-Yang and Damasio 2007).

Many of the harms identified here—particularly the risks to students’ learning—originate largely from 
attempting to overlay transformative technology onto educational structures that have, at their core, 
remained largely unchanged since the late nineteenth century (Tyack and Tobin 1994). As one secondary 
school student described it, the core student schooling experience is “memorize, recite, forget,” year 
after year. While AI should not drive educational change, it lays bare weaknesses in current systems and 
provides education systems with a strong motivation to reform their purposes and processes.

Schools and extracurricular and out-of-school programs can coordinate efforts to help young people 
retain and develop their humanity as individuals and as members of their communities. This includes 
identifying when and how AI should, and should not, be integrated into teaching and learning experiences. 
Education systems, governments, families, students, civil society organizations, technology companies, 
funders, and researchers all have a role to play in helping young people have learning experiences that 
help them develop the knowledge, competencies, and skills they need to thrive in an AI world.

National and multi-country initiatives that help education systems learn from each other on how to shift 
teaching and learning practices can play an essential role in accelerating these shifts. Existing initiatives 
can be funded to deepen or expand their work, including focusing on the four areas of learning below. 
In some cases, new initiatives will need to be established where existing efforts fall short. To build 
momentum, insight, and sustainability, these national or multi-country initiatives can involve an array of 
actors involved in supporting education alongside education systems.

To shift educational experiences in schools, craft new pedagogies that are AI-aware, AI-assisted, 
and, when necessary, AI-resistant.

Technology is not pedagogy. The introduction of AI into classrooms, no matter how powerful, does not 
in itself constitute instruction or innovative pedagogy. Critical cognitive skills like deep reading, critical 
thinking, and Level 3 and 4 writing are hard to teach and resist simple technological solutions. While 
AI-assisted pedagogies can deepen students’ engagement with these areas, AI cannot support these 
skills unless the instructional practices around them are improved first. This includes understanding 
effective reading-writing connections, building classroom environments that support collaborative writing, 
addressing the needs of diverse learners, and resisting reductive practices tied to high-stakes testing. 
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Research continues to show that motivation, formative feedback, and access to adequate resources are all 
crucial, and these cannot be outsourced to machines (Graham 2019).

Teachers can identify what aspects of teaching and learning are most vulnerable to automation or 
distortion by AI. For example, they can distinguish between tasks where AI can scaffold learning—such as 
drafting, idea generation, or revising writing—and those that demand human interaction, ethical judgment, 
and the cultivation of learner identity. These insights should guide AI-assisted decisions (e.g., leveraging 
AI for feedback or modeling writing techniques) and AI-resistant choices (prioritizing human dialogue, 
peer collaboration, and cultivating students’ own voice). This strategic approach leverages AI to unlock 
new educational possibilities rather than simply accelerating existing practices (Delphi panelist).

Ultimately, teachers can craft pedagogies that are both robust in the face of technological change and 
expansive in their vision of human learning. AI should be an ally in this work—not as the driver of learning, 
but as a tool in the hands of skilled teachers who understand how learning truly happens (Delphi panelist).

To shift educational experiences in schools, develop students’ core learning capacities.

Around the world, children need experiences in and out of school that support the development of a range 
of foundational skills essential for learning. These skills, often described as a suite of brain processes, 
include things such as self-control, working memory, selective attention, and cognitive flexibility (Diamond 
2013). Children develop these skills starting from the moment they are born up until and through early 
adulthood. These skills can be taught, improve with practice, and are essential for children’s cognitive, 
social, and emotional development. They help children succeed in school and life, from learning to read 
to addressing unexpected challenges, and from seeing other people’s perspectives to solving problems 
(Diamond 2013; Galinsky 2024).

The potential risk, that poor AI use may undermine these foundational learning capacities, can be 
mitigated through shifting teaching and learning experiences, including employing the actions in the 
Box 17 below.

BOX 17

Strategies to support students’ 
core learning capacities
Playful and interactive learning activities. Educators can help students develop core learning ca-
pacities by incorporating playful and interactive pedagogical approaches into their regular lessons. 
For the early years, this can include strategies such as students practicing reading to each other, with 
one student listening (and not interrupting), then asking a question after the reader is done. This helps 
children develop their self-control, attention, and working memory. Collaborative storytelling, where 
children play together, including taking on roles in a pretend scenario (such as playing grandma cook-
ing at home), helps develop cognitive flexibility. From the Tools of the Mind intervention in the U.S., 
to group play and physical activity in China, to cards and table top games in Spain, there are a wide 
range of ways educators can incorporate these activities into their regular lessons (Diamond and Lee 
2011; Bodrova and Leong 2007; Bai et al. 2022; Vita-Barrull et al. 2023). As children grow, these skills 
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To shift educational experiences in schools, develop students’ knowledge and understanding, 
through interdisciplinary frameworks.

Education systems must recognize the humanities and social sciences as essential foundations for 
developing critical thinking and ethical reflection; students in particular need frameworks for making sense 
of acquired knowledge through the exploration of ideas and ethical deliberation. An integrated humanities 
approach can blend the rigor of mathematics, science, and engineering with interpretive and contextual 
insights from humanistic inquiry. As part of this, STEM can be taught from a humanities perspective. For 
example, when students construct machine learning models, they can simultaneously examine how biased 
data perpetuates community harm; when studying computer science, they can engage substantively with 
questions of fairness and technology’s societal implications. By situating STEM learning within social, 
historical, and ethical contexts, education prepares students not merely as AI users but as critical thinkers 
capable of interrogating AI’s underlying assumptions while developing information and media literacy as 
essential competencies across all disciplines (Delphi panelists).

This integrated curriculum spanning all grade levels cultivates versatile individuals through systematic 
incorporation of literature, philosophy, linguistics, culture, and ethics into technical subjects. For example, 
a biology unit on biomedical engineering could integrate structured debates about genome editing with 
CRISPR or genetic modification of foods, wherein students apply classical philosophical frameworks—
Stoicism, Aristotelianism, utilitarianism, nihilism, pragmatism, or existentialism—to evaluate the ethical 
dimensions of biotechnological possibilities (Delphi panelist).

develop further. Once-in-time tests that ask students to recall information are much less helpful in 
developing these essential capabilities than when educators ask students to engage in ethical dialogue, 
debates (including switching sides midway through), or when students undertake tasks that require 
them to plan, monitor, and adapt their work (Alexander 2018; Immordino-Yang 2025).

School phone bans with a pedagogical exception. Cell phones provide a host of distractions to young 
people and can interfere with children’s attention. With the integration of AI into virtually all technol-
ogy platforms, including social media, the ongoing call to limit student cell phone use in schools will 
continue to be important. Many school systems have already instituted limited student cell phone use, 
including “bell-to-bell” phone bans that ensure young people spend time interacting in person during 
mealtimes and breaks (Economist 2025). However, for low-resource schools, including those without 
science labs or access to other technology, phones may be the one access point where educators can 
provide useful technology-based learning opportunities, including learning about AI. In these contexts, 
limiting student phone use throughout the day, except for legitimate pedagogical use, when sanctioned 
by educators, is helpful for students social as well as academic development. 
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To shift educational experiences in schools, support students’ social and civic development.

An important purpose of schools in an AI-infused world is to help young people learn to live together. 
Across virtually every country in the world, schools are one of the most prevalent social institutions where 
children can meet others, in person, outside their immediate family and neighborhood. The role of schools 
in helping children develop empathy, respect, and tolerance, among other essential social capabilities, 
is an important counterbalance to the growing polarization of online discourse and interactions. Leaders 
worldwide have for many years argued that education should help people understand others, build a 
sense of shared humanity, and develop the skills to collectively achieve shared goals (Delors 1998). The 
actions in Box 19 can help advance this.

BOX 18

Strategies to support students’ 
knowledge and understanding, through 
interdisciplinary frameworks
Use philosophy to understand the difference between can and should. Students learn what can be 
done through scientific method and subjects like math, science, and history. Equally important—espe-
cially in an AI-driven world—is grappling with what should be done. As Klein et al. observe, AI “models 
make words but people make meaning” (1). Philosophy, alongside other humanities disciplines, is 
uniquely positioned to guide this work. Integrating philosophical approaches fosters ethical, reflec-
tive, and deliberative thinking, with ripple effects that strengthen learning across subjects (Education 
Endowment Foundation 2014). Helping young people make sense of their knowledge in an AI world 
is essential. 

Multimodal approaches to learning. AI has the potential to transform teaching and learning through 
multimodal approaches. While most instruction worldwide remains heavily text-based, research in the 
learning sciences, including from professor Heng Luo of Central China Normal University, shows that 
integrating text, images, speech, gesture, simulation, and embodied interaction significantly enhances 
comprehension, retention, and transfer (Luo 2023; Arifin et al. 2024). AI can facilitate these diverse 
ways of engaging with material, thus aligning with Universal Design for Learning principles that reduce 
learner variability by supporting diverse student needs (CAST, n.d.). Innovators from India to the U.S. 
are experimenting with AI-enhanced VR to bring biology and chemistry concepts to life (Hale et al. 
2025; Luo et al. 2021; Rahimi et al. 2025; FotonVR 2025), while others provide historical figure chat-
bots for student interaction (Muncey 2025). Students, too, are finding creative applications, using AI 
to generate podcasts from class notes or create personalized quizzes for test preparation.
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To shift educational experiences in schools, foster students’ motivation and agency, including 
through real-world learning.

Perhaps one of the most important roles of education systems in a world of rapid AI advancements is to 
foster students’ internal motivation to learn alongside their ability to proactively navigate their own learning 
journey. One way to mitigate the potential risk of AI increasing students’ passivity and self-efficacy is to 
encourage them to set and pursue a meaningful goal—that is, to foster their agency. Student motivation, 
engagement, and agency are interrelated, shaped by the environments they are in, and can change 
quickly with a shift in context (Reeve et al. 2022). Learning experiences that connect to students’ interests 
and provide students with some measure of choice and control can help boost their motivation and 
engagement and give them a chance to develop agency (Anderson and Winthrop 2025). While there are 
many ways to boost student motivation, engagement, and agency—including the pedagogical approaches 
discussed above—experiential learning opportunities that help connect student learning to real-world 
issues and the world of work are especially well suited for doing this.

BOX 19

Strategies to support students’ 
social and civic development
Youth-led civic learning in and outside of school. Civic learning helps students develop the knowledge, 
beliefs, and behaviors needed to participate in civic life (Winthrop 2020). Schools and their communities 
can actively curate opportunities for civic learning that help young people develop civic knowledge 
and mindsets and practice civic behavior. This can include inviting students to make a contribution in 
a range of spaces in and out of school, such as identifying and solving a problem at school, making 
a piece of art for their neighborhood, speaking at a community event, participating in a discussion on 
difficult topics with neighbors, and joining a community improvement organization (Raine et al. 2025). 
Students can identify when AI extends their abilities—such as mapping local vegetation for a park 
project or practicing question-and-answer responses for a presentation. But AI cannot do these ac-
tivities for students. Civic learning can also provide opportunities for students to work collaboratively, 
connect with others, and advance their social interaction and development.

Civic games and simulations. Well-designed games and simulations can be an effective strategy to 
support students’ civic learning and foster social connection and development. These range from offline 
experiences like Model United Nations, a program schools around the world use to role-play United 
Nations-style debate and deliberation, to AI-enriched online experiences (Jesuit and Endless 2018). 
Game designers can collaborate with young people in harnessing AI to advance online civic learning 
games and simulations, including those currently used by educators such as online government role 
plays or games helping young people learn about relationships, communication, and collaborative 
action (Rivers and Bertoli 2024; iThrive Games 2025; European Union 2025). 
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2 CO-CREATE EDUCATION AI TOOLS WITH EDUCATORS, STUDENTS, PARENTS, 
AND COMMUNITIES

AI companies whose products are designed wholly or in part for education must move beyond what one 
educational AI engineer describes as “superficial” consultations with educators, students, and families 
to deeply engage users in co-creating these products. This is especially true for companies that develop 
educator- and learner-facing tools. This collaborative approach supports educator and student buy-in and 
trust. It helps educational AI tools align with research-based learning practices that enhance rather than 
undermine essential teaching and learning experiences across diverse contexts and populations. This 
approach also addresses the persistent critique of many educational technology products: that they are 
simply old wine in new bottles—outdated pedagogical approaches in technically sleek packaging (Chen et 
al. 2025). By working together to co-create use cases and designs that leverage AI’s potential for powerful 

BOX 20

Strategies to support students’ 
motivation and agency, including 
through real-world learning
AI-supported experiential learning. A wide range of teaching and learning approaches can help foster 
student motivation, engagement, and agency. These can include project-based and career-connected 
learning approaches. In these types of experiential learning experiences, AI can be a helpful tool for 
students: assisting in identifying problems in their school or community and developing and implement 
a solution. Rather than offloading learning, students’ use of AI in this scenario extends it—whether 
primary school students leverage AI to improve trash collection or secondary school students use it 
to develop a new product or business (Pandit et al. 2025; Riverside Learning Center 2025; Johansen 
2018). Students can work together in groups on projects that are connected to local business, civil 
society, or governments. Online experiential learning simulations that are powered by AI have the 
potential to provide students opportunities to practice real-world skills from job interviews to pitch 
sessions for aspiring entrepreneurs (Mollick et al. 2024). This can provide students with opportuni-
ties to exercise their initiative and creativity in the context of real-world industries. Examples include 
entrepreneurship training programs around the world, like those supported by Junior Achievement, 
using AI agents to give secondary school students the opportunity to practice describing the product 
or service they have created as if they were pitching to an investor. Students receive real-time feed-
back and can repeatedly run through the simulation prior to presenting their ideas to business leaders 
in real life (JA Worldwide, n.d.). 

Student evaluation of AI. Student agency can be further fostered by giving students the opportunity 
to evaluate their own use of AI. Students can run “light-touch” classroom audits, and document when 
AI improves productive struggle versus when it increases cognitive offloading. This information can 
then be shared with school leaders to inform policies and practices around AI use.
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agentic teaching, these educational AI products can better serve students and their teachers. This can 
include the approaches below:

To co-create AI tools, establish teacher-tech co-design hubs.

In interviews, teachers expressed frustration that “AI is being done to us, not with us,” and evidence 
suggests that successful AI companies meaningfully engage educators and other stakeholders from 
the earliest stages (Cukurova 2025). One approach that teacher organizations and unions, technology 
companies, governments, and researchers can take is to establish co-creation hubs in each major 
education jurisdiction so teachers (together with technologists) help lead the design of AI tools with 
the support of governments and researchers. The examples in Box 21 demonstrate the diversity of 
approaches these hubs can take.

BOX 21

Teacher-tech co-design hubs
Netherlands National Education Lab AI (NOLAI). NOLAI is a government-funded program that sup-
ports a university, teacher union, schools, and an ed-tech company collaboration on AI and educa-
tion. Housed at Radboud Universiteit in the Netherlands, it brings together schools, teachers, ed-tech 
companies, and researchers to develop AI tools and use cases, test them in schools, and evaluate 
their impact (Radboud Universiteit 2025, Turner 2022). Key elements include:

•	 Government funding for a 10-year period (2022–2032) allows the lab to plan long-term and finance 
prototype educational AI products

•	 Joint purpose: All stakeholders collaborate to improve primary and secondary education identifying 
where AI can help

•	 Co-creation of projects: Research questions developed collaboratively between teachers, school 
leaders, researchers, and business

•	 Joint oversight through a steering group representing education, academia, and business, with 
government advice through a program council

•	 Evaluation and shared knowledge: academics are involved throughout, and findings will be shared 
with schools and businesses

Public-private partnership for US National Academy for AI Instruction. OpenAI, Microsoft, and 
Anthropic pledged $23 million to the American Federation of Teachers to open a free training cen-
ter, the National Academy for AI Instruction in New York City, for teachers and school staff to learn 
AI responsibly and ethically (Kelly 2025; Microsoft Source 2025a; Scragg 2025; Singer 2025c). Key 
elements of the center include:

•	 Joint leadership from union leaders and public/private stakeholders
•	 Free in-person and online training with pathways to credentials and continuing education credits
•	 Two-way communication enabling teachers to inform students how tech companies develop AI 

for students
•	 Tool agnostic: The Academy introduces multiple AI tools, including those from funders and oth-

er companies
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To co-create AI tools, involve students and parents in AI decisionmaking and design.

Education systems can involve students and parents in how to best use and roll out AI in education. In 
many classrooms, teachers are learning about AI use alongside students. Young people especially, if 
given the chance, have meaningful contributions to make on how AI is used well to support their learning, 
creativity, and connection (Rithm Project 2025; Center for Digital Thriving 2025). Some strategies for 
systematically partnering with students are included in Box 22.

To co-create AI tools, support local language and community AI initiatives.

Technology companies, governments, civil society organizations, researchers and communities can help 
include marginalized communities’ and countries’ voices in AI development, adoption, and integration. 
This is one important way to ensure that AI tools remain accessible, support digital equity, and do not 
perpetuate harmful biases. AI adoption must begin with listening; this means employing co-design 
processes with a focus on underserved communities, thereby allowing schools to develop applications 
reflecting their specific contexts, values, and educational needs rather than importing external solutions 
(Bozkurt et al. 2024; Weaver 2022; Ruiz et al. 2024; Delphi panelists).

Governments and technology companies can support civil society, researchers, and communities to 
develop a global network of local language initiatives to share information, resources, and advance the 
field. Important strategies to do this are investing in community-driven datasets, training multilingual 
models on representative samples, providing linguistic expertise for expanding machine translation 

BOX 22

Involving students and parents in 
AI decisionmaking and design
Student AI Councils. Creating AI councils within education jurisdictions can serve as mechanisms for 
embedding student voice in the co-design of AI tools to ensure their relevance, inclusivity, and ped-
agogical soundness before adoption. Council members could help develop AI policies for education 
jurisdictions or schools. Students on the council could also play an important role in vetting AI products 
before purchasing. Their participation can enhance alignment with real classroom needs and foster 
a sense of shared accountability. These councils could also provide early detection of misuse risks 
while cultivating AI literacy and civic engagement among youth. They could convene short design 
sprints where students collaborate with teachers, developers, and policymakers to test AI tools for 
usability, accessibility, and cultural context; incorporate student feedback into procurement and pilot 
decisions; and document lessons learned and share them through an open repository to guide future 
procurement and implementation of AI tools. 

Student and parent representation on technology committees. Where schools and school districts 
have technology committees, student representatives from both the primary and secondary levels, as 
well as family members, should serve as members of these committees.
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capabilities, and offering access to scholars who guide data collection, verify accuracy, and identify 
resources (Okolo and Tano 2024). Several initiatives across Africa demonstrate how this can be done, as 
seen in Box 23 below.

Additionally, technology companies themselves can play a critical role in ensuring greater linguistic 
equity. For example, BERT (Bidirectional Encoder Representations from Transformers) is a widely used 
open-source multilingual AI language model originally developed by Google. It understands words by 
examining their complete context—reading both what comes before and after each word simultaneously. 
This bidirectional approach makes BERT particularly effective at understanding meaning across different 
languages with varied grammatical structures and word orders. Several initiatives, some of which are 
profiled in Box 23, have recognized the potential of transformer-based architectures, such as BERT, to 
support African-language and Asian-language natural language processing, particularly in contexts where 
local language training data are scare.

BOX 23

Local language and community 
AI initiatives
Ghana Natural Language Processing (Ghana NLP) identified that most African languages are either 
absent from or poorly represented in systems such as Google Translate. To address this gap, Ghana 
NLP developed ABENA (“A BERT Now in Akan”), a transformer model fine-tuned from multilingual BERT 
(mBERT) and adapted for Twi/Akan, a major Ghanaian language also spoken in Togo and Côte d’Ivoire. 
ABENA represents one of the first BERT-family models for a Ghanaian language, while Ghana NLP also 
focuses on improving datasets and methods optimized for low-resource settings (GhanaNLP 2025).

Masakhane, a pan-Africa, community-driven research collective, promotes collaboration and ca-
pacity building in African language natural language processing. Its community of researchers across 
the continent co-develops datasets, fine-tunes multilingual transformer models such as mBERT and 
XLM-RoBERTa, and publishes research that advances African-language processing (Masakhane, n.d.).

Beyond sub-Saharan Africa, regional transformer projects demonstrate the adaptability of BERT-family 
architectures to underrepresented languages. Two examples are IndicBERT for Indian languages and 
SEA-LION for Southeast Asian languages. These models, typically trained from scratch or fine-tuned 
from multilingual BERT, aim to produce tools that better capture linguistic and cultural nuances than 
English-centric models, thereby mitigating bias and improving inclusion in AI systems (Pava et al. 
2025, 14).

Not all language initiatives need to use BERT-family architecture. Lesan.ai, based in Ethiopia, does not 
use the BERT encoder-only architecture, rather it applies machine translation techniques to expand 
access for underrepresented languages. Its system supports bidirectional translation among English 
and widespread Ethiopian and Eritrean languages such as Amharic and Tigrinya (Lesan.ai, n.d.).



A New Direction for Students in an AI World: Prosper, Prepare, Protect 138

3 USE AI TOOLS THAT TEACH, NOT TELL

LLMs typically operate through a simple prompt-response structure whereby the AI generates a complete 
answer in a single automated step (Wan et al. 2024), inducing passivity and cognitive offloading that 
undermines learning for many students. This design limitation is not inherent to all AI applications in 
education.

To use AI tools that teach, not tell, technology companies can incorporate child-optimized 
approaches to their products.

While many ed-tech companies may design AI tools drawing on vetted content and the science of learning 
and child development, general purpose AI technologies like LLMs are often not optimized to advance 
children’s learning. Fortunately, several technically feasible design strategies could help AI better support 
children’s development and learning. Technology companies, especially those with student-facing tools, 
can use the approaches in Box 24.

BOX 24

Child-friendly product design
“Antagonistic” design. AI companies can design “antagonistic” AI tools and systems that compel 
users to confront their assumptions, build resilience, and develop healthier relational boundaries with 
AI technologies. These models may prove particularly beneficial in educational settings. Rather than 
consistently validating student choice, as current sycophantic AI tools often do, antagonistic models 
can be trained to challenge, critique, and productively disagree with users. This approach pushes stu-
dents toward greater self-reflection and higher quality standards while strengthening their ideas and 
arguments and mitigating potential harm to their judgment, socialization, and resilience (Cai et al. 2024).

Progressive disclosure. AI models can be designed to utilize “progressive disclosure.” This technique, 
borrowed from User Design Experiences in online learning, involves showing only essential information 
and gradually introducing more complex features or explanations as the user progresses or requests 
them (UXPin 2025). Information is presented in smaller chunks so that complex information is more 
easily digestible and involves users in an iterative process of learning (Burns 2023b). If done well, this 
can help scaffold learning.

Explainable AI (XAI). Progressive disclosure can be combined with XAI techniques to help users un-
derstand how AI makes decisions (DiPaola et al. 2024). For example, a math tutoring platform using 
XAI would not simply give the answer “42” to the question, “What is 15 + 27?” Instead, the platform 
would explain its reasoning: “I broke this into parts: 15 + 20 = 35, then 35 + 7 = 42.” The student can 
then follow the steps and understand the method rather than just accepting the answer. XAI helps build 
what Turner et al. (2022) call “calibrated trust”—appropriate skepticism and reliance on AI-generated 
responses based on understanding rather than blind faith or complete rejection. When students can 
see how an AI system arrived at an answer, they can better assess its validity, identify potential bias-
es, and make informed decisions about when to follow or override its suggestions based on the AI’s 
strengths and limitations.
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4 CONDUCT RESEARCH ON CHILDREN’S LEARNING AND DEVELOPMENT IN AN 
AI WORLD

There is an urgent need for high-quality research to track children’s learning, well-being, and development 
in an AI world. As teaching and learning practices shift, including with AI use, the education community 
will need to regularly produce and use evidence on AI’s influence on students’ cognitive, affective, 
motivational, and emotional states. Research should be grounded in student experience, rigorously 
examine the potential risks and benefits of AI, and be shared in usable forms for practitioners and 
policymakers. When benefits and harms are identified, research must also illuminate the mechanisms 
driving those effects, moving beyond documenting outcomes to understanding why and how AI produces 
particular results for children (Deng et al 2025).

Research should focus on how to help students prosper in an age of AI, including real-time evidence 
development to help inform current AI practices before norms are entrenched. Below are some ways 
researchers and funders can help develop the knowledge base that can enable governments, education 
systems, and technology companies to mitigate AI’s risks and maximize its benefits, including important 
areas to research.

To conduct research on children’s learning and development, prioritize research that surfaces AI 
risks and how to mitigate them.

There is a need to carefully track and investigate the risks associated with AI, including those raised in this 
report across children’s cognitive, emotional, and social development, including the risks of diminishing 
trust and increasing dependence. The education community needs to better understand the extent of 
these risks: how and under what conditions children are most susceptible. For example, further research 
is needed to understand how social chatbots can help individuals address social challenges and to 
identify the conditions that may lead to unhealthy engagement, such as overuse, dependence, or reduced 
human socialization (Franze et al. 2023). But most importantly, there is a need to better understand how 
to effectively mitigate these risks. What designs, levers, interventions, practices, norms, and policies are 
effective in reducing or eliminating the risks children face?

To conduct research on children’s learning and development, focus on research that understands 
how to leverage AI to benefit children’s learning and development.

Alongside better understanding the risks of AI and how to mitigate them, there is a need for research 
that uncovers the specific use cases, approaches, and contexts in which AI can be used to expand 
children’s learning and development, including the benefits identified in this report. Which students 

Cognitive Forcing Functions (CFF). CFF strategies encourage analytical engagement with AI-generated 
content by requiring users to pause and reflect before receiving assistance (Buçinca et al. 2021). For 
example, a writing tutoring program might first ask students to identify three areas for improvement 
in their essay before providing feedback. This approach maintains students as the primary cognitive 
agents, enhancing their metacognitive and analytical skills through reflection rather than passive ac-
ceptance of AI-generated answers.
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(e.g., neurodivergent or L2 learners) benefit from AI use? Under what conditions, with what designs, and 
through what types of implementation does AI help students expand their understanding, develop their 
skills, build their connections to others? For example, therapeutic interventions have advanced to a degree 
of sophistication whereby their responses are virtually indistinguishable from those written by humans 
(Zao-Sanders 2025; Heinz et al. 2025; Hatch et al. 2025). Research on how these increasingly available 
interventions could help address the youth mental health crisis students who lack regular or immediate 
access to mental health professionals is warranted (Heinz et al. 2025; Mahari and Pataranutaporn 2025).

To conduct research on children’s learning and development, include research that centers teachers.

Teachers, whose experiences with AI have thus far been underexamined, should play an integral role in 
this research so the education community can gather a fuller sense of how AI impacts the entirety of the 
student learning process. Teachers are central to research on how to use AI—and what supports they 
need—to enrich student experiences and strengthen motivation, engagement, and agency. Researchers 
from the University of Oulu argue that teachers can also serve as models for AI training, feed data to 
the AI system (for example, lesson plan ideas), and determine assessment criteria (Celik et al. 2022). 
This participation also has the added effect of helping teachers better understand AI itself and its role 
in learning.

To conduct research on children’s learning and development, prioritize research on AI in low-
resource settings, including examining system dynamics.

To develop and apply effective AI in education in the most challenging environments, educators require 
context-specific research that examines AI interventions within specific contexts, cultures, and education 
systems. The effects of AI innovations are often incremental and may not completely visible by the end of 
a project or initiative. To truly capture the impact of AI on children’s learning and well-being, funders of AI 
initiatives can support research that extends beyond the lifespan of particular projects, especially when 
funding operates within fixed or predetermined time periods. This research must concentrate not only 
on the intervention itself but also on the systems and stakeholders that influence whether learning gains 
transfer and persist over time (Burns 2020, 50).

To conduct research on children’s learning and development, use a variety of research approaches.

A variety of research approaches is needed, from real-time actionable insights to longitudinal studies, to 
address the range of questions on how to help children prosper in an age of AI. Box 25 outlines some of 
these approaches.
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BOX 25

Diverse research approaches 
to study AI and education
Produce practical, usable research grounded in students, teachers, and parents’ lived realities. 
Educators and AI practitioners need research to inform their decisions, yet may often eschew it be-
cause they view research as lacking practical utility and disconnected from the lived experiences of 
those implementing and receiving interventions. To address these issues, researchers can embrace a 
“utilization-focused” approach wherein research is designed for specific users rather than a general 
audience, and primary intended users are involved in the research design and process (Patton 2008). 
By including student, teacher, and parent perspectives, expertise, and experiences, research findings 
produce deeper, more nuanced insights than external studies alone, leading to more compelling and 
coherent explanatory narratives. This ultimately makes the research more evidence-based, humanistic, 
and usable to decisionmakers, practitioners, and educators (Burns 2020 50–51).

Rigorously assess AI’s impact on children now through immediate prospective research. The social 
media experience demonstrates why urgency is critical. As Bernstein (2022) notes, by the time research 
on social media’s effects on children became widely available, platform business models had already 
been built around engagement-maximizing algorithms, users had developed dependency patterns, 
billions in revenue streams were at stake, and regulatory efforts faced entrenched resistance and 
significantly higher implementation costs. The AI landscape still remains malleable. Companies with 
products children access continue experimenting with design features, users have not yet formed fixed 
usage patterns, and fundamental questions about AI’s impacts on children remain open (Bernstein 
2022). Researchers must document and disseminate what is known about AI’s effects on children’s 
learning and well-being now, while evidence can still inform design decisions, policy frameworks, and 
educational practices before harmful patterns become embedded in both technology and behavior. The 
window for preventive action is narrow (Bernstein 2022, 2025). Children are in critical developmental 
periods where cognitive, social, and emotional capacities are being formed. Interventions that shape AI’s 
role in education today can prevent the need for far more difficult and costly remediation efforts later.

Examine whether general-purpose and companion AI platforms should be researched and reg-
ulated similarly to drug trials. Many prescription drugs are available and widely used even though 
researchers and doctors may not fully understand the exact mechanisms by which they produce 
their effects. Governments might consider whether AI technologies used by virtually all primary and 
secondary students should be studied in similar ways to pharmaceuticals, that is, through a series of 
clinical trials that produce risk-benefit analyses and public labeling of proven harms to student learning 
or well-being. As part of this, researchers and education systems could continuously monitor these 
applications to assess whether new warnings should be added or whether access should be limited for 
students of certain age groups or with particular neurological or affective conditions (Delphi panelist).

Create evidence-based pilot programs and impact demonstrations. Greater research on AI in educa-
tion can generate opportunities to develop pilots, sandboxes, proofs-of-concept, and action research 
initiatives in partnership with research institutions. Such efforts can demonstrate measurable impact, 
accelerate the translation of evidence into practice, and determine which models of AI work under 
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Prepare
Governments, education systems, funders, civil society organizations, families, communities, and young 
people themselves must collaborate to help students navigate an AI world. Preparation requires building 
the knowledge, capacity, and structures for ethical and effective AI integration, ensuring that schools 
develop clear AI visions with dedicated resources, organized adoption processes, and measurable 
evaluation criteria to track implementation success.

To ensure that young people and our education systems are prepared for an AI world, governments, 
funders, private sector, education systems, families, and communities can work together to advance these 
four main actions:

5.	 Promote holistic AI literacy for students, teachers, parents, and education leaders. Integrating 
ethical understanding, critical thinking, and practical skills across curricula and communities helps to 
ensure all learners can engage with AI confidently, creatively, and responsibly.

6.	 Prepare teachers to teach with and through AI. Both pre-service preparation and in-service training 
equip future and current teachers, respectively, with the knowledge, skills, and confidence to use AI 
responsibly, model critical thinking, and preserve authentic student learning.

what conditions (Joel Mitchell, personal communication, August 29, 2025). These pilots should aim to 
identify the tipping point at which investment in AI leads to measurable positive impacts on problems 
facing low-resource countries. Educators and policymakers in sub-Saharan Africa interviewed for this 
study emphasized the importance of demonstrating how strategic AI investments can address systemic 
educational challenges such as teacher shortages, infrastructure gaps, and inadequate learning tools 
across different cohorts and demographics. Beginning iteratively with small-scale approaches may 
provide essential proofs of concept before scaling. Establishing mechanisms for systematic evalua-
tion and evidence-based expansion enables the creation of frameworks that balance innovation with 
prudent resource management, creating pathways from promising pilots to sustainable, large-scale 
AI initiatives in education.

Produce rigorous, empirical, and longitudinal research on AI in education. AI is in urgent need of 
rigorous and longitudinal research. Indeed, most educators are implementing practices without the 
benefit of empirical evidence. Such research can involve properly isolating variables, measuring actual 
learning outcomes, considering long-term impacts, exploring innovative instructional designs, and 
providing sufficient detail for replication (Trabelsi 2025). 

Consider the Bradford Hill criteria for student emotional well-being research. Researchers can apply 
the Bradford Hill criteria to study the impact of AI on students’ emotional well-being. These widely 
respected scientific principles assess the strength of evidence for causal relationships between vari-
ables. They are particularly valuable for determining whether exposure to a risk factor, such as an AI 
companion bot, determines adverse outcomes, especially in contexts in which randomized controlled 
trials are difficult or impossible to implement (Lembke 2023).
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7.	 Provide a clear vision for ethical AI use that centers human agency. Education systems should 
prioritize student agency, ethical learning, critical thinking, and ensure that AI tools are vetted against 
rigorous criteria that promote human reflection, transparency, and genuine intellectual growth.

8.	 Employ innovative financing strategies to close the AI divide. There are multiple ways that actors, 
especially governments and education systems, can help reverse the growing AI divide, from equity-
focused policies to innovative financing mechanisms for expanding school connectivity.

5 PROMOTE HOLISTIC AI LITERACY FOR STUDENTS, TEACHERS, PARENTS, 
AND EDUCATION LEADERS

One of the most important steps to prepare education systems to harness AI in a way that will help 
learners prosper is to cultivate holistic AI literacy skills of the adults and children within education systems. 
Developing AI literacy skills does not require teachers or students to spend extensive time on screens. 
Rather, it can include in-person discussion and reflection alongside some practice and exploration of AI 
tools themselves.

TeachAI, a global coalition of educationalists, defines AI literacy as the knowledge, skills, and attitudes 
associated with how AI works, including its principles, concepts, and limitations, as well as how to use AI 
(TeachAI 2025). Participants in this study emphasized the need for “holistic” AI literacy, which empowers 
learners to “engage with, manage, create, and design AI systems while understanding the ethical, social, 
and cognitive implications of their use” (European Commission and OECD 2025). With this framework in 
mind, governments and education systems can provide guidance to educators on what students should 
know and be able to do in order to be considered AI literate.

To promote holistic AI literacy, adopt holistic AI frameworks.

There is no shortage of holistic AI frameworks that governments and education systems can draw 
upon. Education systems and governments can look to other countries who are embracing holistic AI 
approaches and rolling them out nationally. For example, the government of China requires that students 
receive at least eight hours of AI education a year beginning at age six, outlines four key areas of AI 
literacy (cognition, skills, thinking, and values), with students in lower grades focused on awareness of 
AI while students in higher grades focus on creating and problem-solving with AI (Australian Government 
Department of Education 2025).

There are also a wide range of useful holistic AI literacy frameworks developed by global networks, 
universities, and civil society organizations that are used by education jurisdictions around the world. 
The AI Literacy Framework for Primary and Secondary Education, developed jointly by the Organisation 
for Economic Co-operation (OECD) and European Commission with support from Code.org and an 
expert group of international educators, researchers, and technologists, approaches AI literacy broadly; 
as cited above this framework includes learning how AI works, from understanding the ethics to how to 
harness its power in problem solving (European Commission and OECD 2025). There are multiple teacher 
professional development offerings; The International Society for Technology in Education and Association 
for Supervision and Curriculum Development (ISTE+ASCD) offers AI courses, and UNESCO’s Guidance on 
Generative AI outlines holistic teacher competencies (ISTE 2025; Miao and Holmes 2023).

Annex A reviews a range of AI literacy frameworks from China and Uruguay to Digital Promise and MIT.
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To promote holistic AI literacy, create or adopt guidelines for AI literacy.

Education systems can prioritize holistic AI literacy guidance. While many countries operate highly 
decentralized educational systems, both centralized and decentralized approaches can successfully 
implement AI literacy frameworks. Countries with centralized systems, such as China and Estonia, have 
implemented comprehensive national AI literacy guidelines that provide consistent standards across all 
schools (Asian College of Teachers 2025, e-Estonia 2025). In Singapore, teaching on AI’s uses, risks, 
limitations, and ethical considerations is embedded across different school subjects, along with instruction 
on verifying online information and understanding data security and privacy (Ang 2024).

Countries with decentralized education systems have also established effective national frameworks. 
India, despite significant state-level autonomy in education, developed national AI literacy guidelines 
through the National Education Policy 2020 and the Central Board of Secondary Education, which 
introduced AI as a subject for students in grades 9–12 and created an AI Facilitator Handbook for 
educators (Ahuja et al., n.d.; Mehra 2020).

There remains a compelling advantage to establishing centralized national guidelines that define AI 
literacy. Without coordinated national involvement, students may receive vastly different levels of AI 
literacy preparation depending solely on their geographic location, creating inequitable educational 
outcomes in an increasingly AI-dependent society. National guidelines can ensure consistent foundational 
knowledge while still allowing for local adaptation to meet specific regional needs and contexts.

To promote holistic AI literacy, support systemic AI literacy approaches.

In the interest of deep AI literacy, education systems can integrate these approaches across grades/levels 
and the curriculum, rather than confining it to isolated courses or particular disciplines such as computer 
science (DiPaola et al. 2024, 8; European Commission and OECD 2025; Dhar 2025). A growing number 
of secondary schools and higher education institutions are adopting this comprehensive approach, which 
helps students encounter these concepts throughout their learning experiences.

Implementation can reflect developmental appropriateness, beginning with playful and offline learning 
opportunities for young children that introduce foundational concepts through age-appropriate 
experiences. As students mature, they can progressively experiment with AI systems, building both 
technical familiarity and critical understanding through hands-on engagement. This scaffolded 
approach recognizes that meaningful AI literacy develops over time and requires repeated encounters 
across contexts.

To promote holistic AI literacy, support peer-to-peer AI literacy.

Students can play a powerful role in AI literacy with their peers. Education systems can train student 
facilitators to develop and deliver short sessions to their peers on a range of topics related to AI use, their 
education, and well-being. For example, sessions could address prompt hygiene, verification habits, when 
not to use AI, debates on ethical uses of AI, and strategies for switching from AI to human help. Peer-led AI 
literacy normalizes responsible, inquiry-based use of generative tools while easing teacher capacity gaps. 
It transforms AI from a passive technology into shared learning grounded in reflection and accountability.

To promote holistic AI literacy, include families and communities in AI literacy.
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Education systems can work with families and caregivers to extend AI literacy skills and guidance from 
school into home environments. This requires training school administrators and teachers in effective 
family engagement approaches that center families as active partners and provide space to co-create 
solutions (Winthrop et al. 2021). Through intentional communication, trust building, and understanding 
of diverse belief systems, teachers can learn about caregivers’ perceptions of children’s technology use 
and establish shared guidelines for responsible AI engagement. Such partnerships can create consistent 
messaging about healthy relationships with technology and authentic human connection (Delphi panelist).

AI literacy will be especially useful if it extends beyond students to encompass the entire school 
community. Principals, teachers, students, and parents can all develop an understanding of how 
algorithms shape their daily lives and acquire the capacity to critically interrogate the systems operating 
around them (Dhar 2025). This shared literacy creates a foundation for informed decisionmaking about 
AI integration while fostering the collective critical consciousness necessary to navigate an increasingly 
algorithm-mediated educational landscape. India’s “AI Samarth” initiative exemplifies this approach by 
providing AI literacy for students, teachers, and parents, thereby fostering a greater sense of shared 
understanding and alignment around AI and education across the entire school community (Central 
Square Foundation 2025).

6 PREPARE TEACHERS TO TEACH WITH AND THROUGH AI

As ISTE correctly notes, “there are no AI literate students without AI literate teachers” (ISTE 2024). The 
integration of AI into education demands a fundamental transformation in how we prepare and support 
educators. Teacher pre-service or preparation programs globally have historically lagged in modeling 
effective technology integration (Burns 2023a). Teachers require comprehensive guidance in order to 
navigate the proliferation of AI education tools, develop expertise in productive and ethical AI integration, 
and master the delicate balance between leveraging AI’s capabilities and preparing students to use these 
tools while preserving authentic student learning and agency. Education systems and civil society can 
support this transformation across pre-service preparation—the education and preparation a person 
receives before becoming a teacher—and in-service professional development—the support and training 
current teachers receive.

To prepare teachers, integrate AI literacy into pre-service teacher preparation.

Teacher pre-service preparation programs can integrate AI literacy throughout their curricula through the 
following approaches:

•	 Provide practical experience integrating AI into classroom instruction rather than limiting preparation to 
theoretical AI literacy knowledge, enabling future teachers to develop essential confidence and self-
efficacy in AI implementation (Park 2023)

•	 Develop comprehensive understanding of AI’s dual nature in education by helping pre-service teachers 
recognize how AI can both support and potentially harm children’s learning and development, while 
building a repertoire of use cases and instructional activities that strengthen students’ abilities to 
perceive, remember, form concepts, solve problems, imagine, and reason (American Psychological 
Association 2025a)
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•	 Emphasize metacognitive skill development to prepare future teachers to cultivate students’ awareness 
of when and how to use AI tools responsibly without compromising students’ cognitive development 
(Bozkurt et al. 2024)

•	 Establish new graduation requirements and instructional models that require faculty in teacher training 
institutions to develop their own capacity for modeling ethical, responsible, and effective AI integration, 
addressing current uncertainties about appropriate AI use in teaching and learning (Weiner et al. 2024; 
Burns 2023a)

To prepare teachers, support teachers in teaching with AI through in-service professional 
development.

In-service training for practicing teachers, also known as continuing professional development, can also 
support teachers in teaching with AI and can be strategically designed and implemented through:

•	 Differentiated and sustained professional development that precedes and accompanies AI 
implementation. This professional development should strengthen teachers’ content knowledge so they 
can verify AI outputs. It should also enhance teachers’ pedagogical content knowledge to seamlessly 
blend content, teaching strategies, and AI technology into high-quality learning experiences.

•	 Instructional approaches that help teachers balance and navigate the complex relationship between 
AI use and pedagogical choices. Teachers need to recognize that different instructional methods 
create varied opportunities for cognitive offloading. They may need guidance on selecting appropriate 
strategies and titrating AI use to maximize learning benefits across diverse pedagogical approaches 
that include both direct instruction and learner-centered methodologies (Hill et al. 2022).

•	 Curriculum-aligned activity design that employs AI meaningfully while preventing opportunities for 
students to offload cognitive work or replace genuine effort with AI-generated outputs.

•	 Collective professional learning communities organized by subject area and grade level, ensuring 
professional development remains consistent with standards and policies, grounded in current 
research on effective AI use, and supported by ongoing follow-up to improve implementation fidelity 
and transfer of learning (Burns 2023a).

A number of education systems are incorporating AI into teacher training curricula. In Singapore, 
for example, by 2026, the National Institute of Education will offer training in AI in education to all 
undergraduate, post-graduate, and in-service teachers (Kai 2022).

Students can also be involved in teacher professional development. For example, training programs 
can develop student mini-labs, where teachers bring draft activities and students test them for 
clarity, temptation to over-offload, and inclusion. This provides teachers with rapid feedback before 
lessons go live.

7 PROVIDE A CLEAR VISION FOR ETHICAL AI USE THAT CENTERS  
HUMAN AGENCY

Thinking and learning are not tasks to be outsourced to AI—they are how students build their identity, 
agency, and dreams. While AI offers speed and fluency, it cannot experience wonder, wrestle with doubt, 
or choose values. Education systems can help students see that struggling to find their own words and 
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pursue their own questions is what makes learning meaningful and life worth living (Delphi panelist). They 
can do this by developing a clear vision for how AI can be used to help ethically advance human agency.

To provide a clear vision for ethical AI use that centers human agency, first create a solid policy.

Education systems from the school level on up can develop and broadly disseminate this vision either 
through creating new policies or incorporating the vision into existing relevant guidance and policies. 
Educational policies can encourage students to use AI to expand their ability to explore and learn—
processes that require critical thinking and personal engagement rather than cognitive offloading. For 
example, in the U.S., the Washington Office of Superintendent of Public Instruction has issued guidance 
on using AI in K–12 schools that promotes a human-centered approach. This guidance states that good AI 
use “always starts with human inputs and inquiry, and always concludes with human reflection and edits.” 
It notes that AI should be used to empower students to actively participate in their education, not replace 
student development (Washington Office of the Superintendent of Public Instruction 2024, 14). Studies 
show that when schools or universities have AI policies, teachers and students are more likely to use AI 
(Gallup 2025; Xiao et al. 2023).

8 EMPLOY INNOVATIVE FINANCING STRATEGIES TO CLOSE THE AI DIVIDE

Designing for equity is often a political choice involving prioritizing access to quality learning, deliberately 
directing resources to marginalized communities, and developing locally tailored initiatives. To do 
this, governments, educational systems, funders, and technology companies can embrace inclusion, 
justice, and equity, embodying what Leandro Folgar Ruétalo, vice president of innovation at Universidad 
Católica del Uruguay, describes as “equity extends to all human beings.” This ensures that all students 
can meaningfully participate in AI transformation. Rather than using readiness criteria that exclude 
marginalized communities, this approach requires supporting underresourced education systems, schools, 
and communities through targeted policies and strategic resource reallocation (Delphi panelist). There are 
a range of strategies that can help advance this priority.

To employ innovative financing strategies to close the AI divide, promote equitable access to AI 
infrastructure through innovative financing for education.

Many education systems lack the funds or funding to adopt and implement AI in education initiatives. 
Given the closure of and cuts to many bilateral aid agencies, governments in the Global South find 
themselves even further behind in terms of funding and traditional funding models may be insufficient for 
AI and digital infrastructure transformation.

These governments will need to explore different options to diversify AI funding, which may include 
innovative approaches that create sustainable educational infrastructure while building local capacity and 
ownership. One strategy for achieving this diversification is to draw on financing mechanisms already 
used in broader education contexts (Patrinos and Tanaka 2024). Innovative Financing for Education (IFE) 
is an umbrella term that encompasses new sources of funding, new actors, and new ways of sharing 
costs, risks, and responsibilities between private and public actors to provide more funding for education. 
IFE involves a number of alternative financing methods, many of them grounded in market-based and 
private sector mechanisms (Avelar et al. 2020, 4). These approaches can be adapted to support AI 
infrastructure in education.
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BOX 26

IFE for AI infrastructure 
Public-private partnerships (PPPs) are formal arrangements between government and private orga-
nizations to jointly finance and deliver services. Technology companies have a long history of such 
partnerships with governments. One of the most well-known educational technology PPP may be Intel 
Teach, through which Intel trained millions of teachers globally to integrate technology into lessons 
and cultivate students’ critical thinking, problem-solving, and collaboration skills. 

These PPPs continue in the age of AI, with companies voluntarily providing money, tools, and services 
to schools (Singer 2025c). For example, Google committed $1 billion to AI education, digital well-being, 
job training, and AI research for U.S. students. The company is making advanced AI tools, including 
a new Guided Learning mode, free to students and providing U.S. secondary schools with Gemini 
For Education (Pichai 2025). It plans to expand its AI for Education Accelerator to over 100 colleges 
and universities and create an online hub for AI education resources. In India, OpenAI partnered with 
the Association for Reinventing School Education to introduce AI tools and training to K–12 educators 
(Economic Times 2025). These PPPs must be carefully structured so they are not simply marketing 
and customer capture strategies but rather prioritize authentic educational objectives developing 
learners’ critical thinking about AIs (Singer 2025a).

Such partnerships can extend beyond tech companies to include schools, pairing, for example, well-re-
sourced international or private schools in capital or large urban centers with local low-resource 
government schools. In such arrangements, government school teachers work alongside or receive 
coaching from private school teachers on AI use and private schools may make computer labs or lap-
top carts available to students from government schools as part of after-school programs. Teachers 
from low-resource schools could adapt AI tools for offline use and share their adaptations through 
open toolkits.

Blended financing mechanisms combine government funds, private investment, philanthropic dona-
tions, and development aid to leverage each capital type and reduce individual risk. This mechanism 
attracts new sources of private capital directed towards initiatives that advance development goals, 
mitigate risk, and generate potential financial returns. 

Build-Operate-Transfer (BOT) models involve private entities in constructing and operating educa-
tional infrastructure before transferring ownership to the public sector. As the name suggests, there 
are three parts to a BOT: Build (design and develop the infrastructure), Operate (run, maintain, and 
monitor the system), and Transfer (after a fixed period, typically 30 years, transfer ownership so that 
the host can sustain without outsourcing).

BOT models have been successfully implemented in other government sectors and public infrastruc-
ture projects (Patrinos and Tanaka 2024). However, it is difficult to find examples of BOTs involving 
educational technology—typically, one of the letters, usually “T” for transfer, seems to be missing. 
Nonetheless, sub-Saharan African policymakers interviewed for this study advocated for BOTs as 
a possible infrastructure provision model. This approach allows educational institutions to access 
immediate infrastructure improvements while spreading costs over time and ultimately gaining full 
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To employ innovative financing strategies to close the AI divide, use regulatory license requirements 
to drive private sector support for school connectivity.

Governments can use creative license requirements to support bridging the AI divide. South Africa 
exemplifies this by strategically leveraging its regulatory authority to mandate enhanced educational 
connectivity through telecommunications licensing requirements and spectrum allocation conditions, 
making school Internet access a fundamental prerequisite for operators to maintain their licenses. It 
accomplishes this through two main mechanisms:

•	 Mandatory School Discounts (E-rate): All licensed Internet providers must offer schools at least a 
50% discount from regular Internet prices. This isn’t optional; it is a legal requirement that covers 
everything from Internet access to equipment and phone calls to tech support. Companies that fail 
to comply can be fined by the South African government (Independent Communications Authority of 
South Africa, n.d.; Vecchiatto 2009).

•	 Connection Quotas (Universal Service Obligations): In exchange for operating licenses, or in order 
to buy radio spectrum from the government, all telecommunications companies are assigned specific 
numbers of schools they must connect to the Internet. Recent spectrum license holders must connect 
over 18,500 public schools nationwide along with hospitals, clinics, and police stations within a 

ownership without requiring substantial upfront capital investment, thus moving beyond traditional 
“charity-based” interventions toward sustainable business models that create mutual value for private 
partners and educational institutions.

Results-Based Financing (RBF) links payments to verified achievement of measurable outcomes 
rather than funding activities or inputs. In the case of social and development impact bonds, one form 
of RBF, social investors provide up-front capital and assume financial risk traditionally borne by gov-
ernments. By making disbursements contingent on predefined targets, education stakeholders can be 
incentivized and supported to strengthen systems that support the achievement of learning outcomes 
(Gustafsson-Wright et al. 2017). Though seemingly not common in terms of educational technology, 
RBF approaches are increasingly common in education. 

One example of an RBF is the Sierra Leone Education Innovation Challenge (SLEIC), a three-year 
$18 million partnership between the Government of Sierra Leone and the Education Outcomes Fund, 
with implementing partners such as Rising Academies, Save the Children, and Street Child working 
across 325 public primary schools with approximately 134,000 children to boost literacy and numer-
acy outcomes.

SLEIC exemplifies results-based financing (also called outcomes-based financing), because payments 
are contingent upon attaining specified results rather than simply delivering predetermined inputs or 
activities and the financing structure ensures that money is spent only on activities proven to have 
an impact. The model explicitly encourages partners to innovate—several, for example, use digital 
tools such as WhatsApp and SMS/phones for teacher coaching. It also employs rigorous independent 
evaluations and caps per-child costs at $36 to support future scalability. Results published for Year 2 
show statistically significant learning gains in math and English, with payments tied to these verified 
learning outcomes (Education Outcomes Fund 2024).
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certain radius of schools. These renewable licenses include specific metrics for school infrastructure 
development, evolving from basic computer provision to comprehensive digital infrastructure and 
connectivity (Independent Communications Authority of South Africa 2021; Ellipsis 2025).

Governments can go even farther and mandate that Internet and mobile service providers offer simple, 
comprehensible connectivity plans for education systems or provide credits to teachers and students 
individually at fixed or subsidized rates. These requirements will enable people to access basic 
connectivity options that support their educational goals with ease and at an affordable cost (West 2025).

To employ innovative financing strategies to close the AI divide, develop options for equitable 
distribution of AI tools.

Governments can also help reverse the large and growing AI divide by pursuing creative pathways for 
deploying AI to marginalized communities.

BOX 27

Strategies for equitable 
distribution of AI tools
Strategic Infrastructure Deployment: Governments can consider deploying tiered infrastructure solu-
tions that accommodate varying technological capacities within education systems. This might include 
offline or low-bandwidth AI tools, such as local language models embedded directly within school 
devices, so that technical limitations do not become barriers to educational access and opportunity 
(Delphi panelist).

Government-developed AI platforms: To limit both reliance on for-profit technology companies and 
save money in licensing fees, governments can build their own AI platforms and tools for education 
systems, as the government of Indonesia has done. In South Africa, the Department of Basic Education 
has overseen the development of digital content for South Africa’s national curriculum. The content 
is completely accessible, is hosted on Department of Basic Education servers (“DBE Cloud”), is de-
vice-agnostic (mobile, tablet, and computer), and can be accessed for the equivalent of two South 
African cents per day (Burns and Santally 2019, 51). 

Open-source AI models: School districts in resource-constrained contexts can embrace open source 
AI tools to scale equitable and quality access to advanced AI capabilities, provided appropriate tech-
nical support structures are in place. South Africa can serve as an exemplar in how to leverage open-
source technologies, given its established leadership in open education through institutions such as 
the South African Institute for Distance Education and successful initiatives including Siyavula and OER 
Africa (Burns and Santally 2019). Open-source libraries such as TensorFlow, PyTorch, and Hugging 
Face Transformers, along with repositories like GitHub, provide accessible resources for implementing 
these AI capabilities.

Deploy alternative mechanisms for expanding Internet access: While regions like sub-Saharan Africa 
are achieving greater and more affordable Internet access, there remains a persistent and multifaceted 
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To employ innovative financing strategies to close the AI divide, prioritize AI access for girls and 
other marginalized groups.

The AI divide is multifaceted, with girls particularly disadvantaged in terms of AI use (Economist 
2024). Technology companies, funders and governments can begin to address this divide by funding 
implementation of the nonbinding Global Digital Compact (GDC), a comprehensive multi stakeholder 
framework adopted in 2024 that establishes principles and actions for an open, secure digital future. The 
GDC commits governments and non-state actors to bridging the digital divide, fostering data privacy, 
combating misinformation, and establishing international AI governance.

The GDC calls for gender equality and the meaningful participation of all women and girls in digital spaces 
to attain the United Nations’ Sustainable Development Goal 5 (achieving gender equality and empowering 
all women and girls). It advocates eliminating barriers impeding girls’ access to technology and AI, greater 
female leadership in technology decisions, mainstreaming gender perspectives into digital connectivity 
strategies, countering technology-facilitated gender-based violence, and developing data standards 
designed to prevent bias, discrimination, and human rights violations.

Protect
Governments, education systems, technology companies, families, and students themselves share 
responsibility for ensuring that the technology children use daily protects their educational development 
and well-being. Protecting means safeguarding students’ privacy, safety, emotional well-being, and 
cognitive and social development through ethical AI tools that enhance learning while fostering emotional 
development, strong relationships, and productive struggle.

This requires technology companies to create safe, age-appropriate experiences. It requires governments 
and education systems to promote AI’s benefits while mitigating harms through enacting reasonable 
guardrails. It also requires that the adults in students’ lives—families, educators, community leaders—work 
alongside students to establish structures, routines, and modeling of ethical and responsible AI use so that 
students develop the habits of mind and discernment necessary to thrive in an AI-infused world. Multiple 
stakeholders can work together to:

9.	 Break the engagement addiction and design platforms that are centered around positive mental 
health for children and youth. AI platforms should be designed to minimize manipulative engagement 

(geographic, economic, and gender-based) Internet divide. To address this challenge, governments 
can invest in both policy and technical solutions. For example, governments can lease unused fiber 
optic cable or “dark fiber,” invest in resource virtualization or satellite-based Internet, build govern-
ment-owned public education networks, levy a tax to create Universal Service Funds, and/or use 
“white spaces”—wireless technology that utilizes unused television and radio frequencies to provide 
wireless broadband connections. Countries such as Malawi, South Africa, Namibia, Nigeria, Tanzania, 
and Zambia have expanded Internet access through various combinations of these initiatives (Burns 
and Santally 2019).
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features and actively promote positive mental health and well-being for young users. This includes 
shifting measures of success for their products.

10.	Establish comprehensive regulatory frameworks for educational AI. Effective regulatory frameworks 
should be flexible and should align AI governance with student rights and safety, embedding 
accountability, ethical design, and data protections across all stages of educational AI development 
and deployment.

11.	 Procure technology that protects students’ privacy, safety, and security. Education systems can 
safeguard student well-being by leveraging their purchasing power to procure only technologies 
with built-in privacy, safety, and security protections that prevent misuse of student data and ensure 
responsible AI use in schools.

12.	Support families to manage children’s AI use at home. Families and students themselves can play 
an important role in mitigating AI overuse at home. This can include conversations between students 
and their peers and families on their AI use and implications for their learning and well-being as well as 
providing families with quality information on AI to guide their decisions at home.

9 BREAK THE ENGAGEMENT ADDICTION AND DESIGN PLATFORMS THAT ARE 
CENTERED AROUND POSITIVE MENTAL HEALTH FOR CHILDREN AND YOUTH

The question isn’t whether technology will reshape society—it is what incentives will drive that 
transformation. 
— Center for Humane Technology, 2025

As AI capabilities rapidly advance, developers of student-facing AI systems can prioritize ethical 
considerations and implement comprehensive strategies that safeguard student well-being while 
harnessing educational benefits.

To break the engagement addiction, require online products to meet safety standards.

Governments can require online services that children access, including AI, to meet standards that protect 
children’s safety and well-being. Technology companies designing AI products used by children can 
follow guidelines put out by child development specialists, such as the “Children and AI Design Code” 
developed by the 5 Rights Foundation. These and other groups describe a clear distinction between 
products developed for children and those for adults. The American Psychological Association warns that 
manipulative design can interfere with “the development of healthy real-world relationships” (American 
Psychological Association 2025a). Governments can require technology companies which students 
access to develop products for children that meet criteria like those put forward in the Children and AI 
Design Code below.
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To break the engagement addiction, stress test AI platforms for safety.

One important way technology companies can help ensure AI products and systems are designed to 
protect children’s safety and privacy is to engage in robust testing prior to release. Such testing can 
include the approaches in the box below.

BOX 28

AI safety standards for children
1.	Developmentally appropriate. The AI system is designed and operated to account for children’s 

differing needs and vulnerabilities at different ages and stages of development by design and default.

2.	Lawful. The AI system complies with applicable local, national, regional, and international law, rules, 
and regulations across all domains, including, but not limited to, children’s rights, data protection 
and privacy, child exploitation and abuse, illegal and harmful online content, anti-discrimination 
laws, consumer protection, intellectual property, health and safety, and education.

3.	Safe. The AI system does not create or amplify risks to the wellbeing or the physical, mental, and 
emotional safety of children, including privacy and security risks.

4.	Fair. The AI system treats children and their data fairly and creates outcomes that are just and  
equitable for children.

5.	Reliable. The AI system functions as expected. Performance and outcomes remain robust over 
time, including in unexpected or harsh conditions, or when atypical data is introduced….Humans 
can intervene to take control if required.

6.	Provide redress. It is easy for children and those who represent their interests to report concerns 
and to seek actionable and effective recourse and remedy…It is easy to appeal both in-app and 
without logging in. Emerging concerns or extreme incidents are swiftly and effectively addressed, 
including by providing an easily reachable human contact.

7.	Transparent. Stakeholders (including children) have access to adequate and accessible information 
to have a reasonable understanding of what the AI system does, its impacts, the measures taken to 
account for the capacities and needs of children, and the efficiency of these measures…

8.	Accountable. A continuous chain of human and organisational responsibility is established across 
the whole AI system’s value chain and lifecycle…

9.	Uphold rights. The AI system upholds children’s rights…[as per the United Nations Convention on 
the Rights of the Child]…including their right to life, to participate, and to protection. Inherent in 
children’s right to life is their right to be fully realised as individuals, including meeting their need for 
agency, connectedness, and purpose. The AI system prioritises children’s best interests and takes 
account of their voices and opinions (5 Rights Foundation 2025, 21-22).
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To break the engagement addiction, employ advisory boards to ensure safeguards are in place to 
protect children from harms.

Technology companies whose products are used by students can create advisory boards that include 
“scientists, youth, ethicists, health professionals, and other stakeholders who are primarily charged with 
the protection of adolescents” (American Psychological Association 2025a).

To break the engagement addiction, engage students in developing safeguards.

Students can co-draft default settings for time limits, logging, and nudges that push learners back to 
human help when tasks cross a difficulty threshold. Students can participate in safeguarding privacy, 
safety, and data ethics when schools procure or deploy AI tools by becoming “privacy stewards.” Such 
participation can build institutional transparency and trust, help schools translate technical policy into 
accessible language, empower students as informed digital citizens, and strengthen compliance through 
bottom-up accountability. To do this, schools can first select and train a small team of student “privacy 
stewards” in basic data rights, vendor transparency standards, and digital wellbeing principles. These 
stewards would then be provided with vendor one-page checklists summarizing district or school 
practices on data use, retention, and sharing. Student privacy stewards would beta-test AI applications 

BOX 29

Strategies to stress test AI 
platforms for safety
User testing: AI systems can undergo thorough and continuous user testing to determine how actual 
users interact with a system under normal conditions. User testing examines usability, functionality, 
user experience, and whether the system meets intended use cases. It can identify and mitigate po-
tential unintended consequences and negative impacts before widespread release.

Technical or ethical checks: This may include limiting inappropriate content exposure, disallowing 
harmful academic or personal suggestions, enforcing usage breaks to prevent over-dependence, 
monitoring for signs of social withdrawal, and ensuring AI interactions support rather than replace 
human relationships and learning experiences (Mahari and Pataranutaporn 2025).

Inclusion of safety features: Such features could include parental controls that allow parents to link 
to their children’s AI accounts, set limits on time and what children can see, and receive notification if 
their child’s online behavior suggests potential self-harm (OpenAI 2025c).

Red teaming: Red teaming is the comprehensive, methodical probing of an AI system through sus-
tained, coordinated efforts by skilled professionals who simulate real-world adversarial attacks using 
the full spectrum of techniques available to actual attackers. Once they identify these vulnerabilities, 
they go about fixing them (Hao 2025).
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under consideration for purchase and flag privacy concerns or questions for district purchasing officials 
for consideration.

To break the engagement addiction, shift financial incentives from engagement to utility.

Investors and funders can help break the engagement addiction by shifting how they measure success. 
Current financial incentives for child-facing technology platforms often reward companies for time spent 
on the platform regardless of what young people are doing (Sindermann et al. 2024). For example, 
in 2022, social media companies earned $11 billion from advertisements to children under eighteen 
(Raffoul et al. 2023), tracking clicks, time spent, and advertisement impressions—metrics focused on 
“engagement” rather than impact on users. From a profit-maximizing perspective, it makes little difference 
whether a teenager spends an hour on a social media or AI platform learning cooking skills or an hour 
learning about self-harm (Mishra and Warr 2025).

This “time on platform” metric extends beyond social media to AI companions and educational technology. 
AI friends, whether embedded in social media or standalone products, are designed to maximize 
engagement rather than quality of experience. Even ed-tech products face these perverse incentives. One 
ed-tech company leader reported that integrating AI into their product nearly halved the time teachers 
needed to generate administrative reports—a clear win for educators—yet faced board criticism for 
declining user engagement. Seth Reynolds, an education leader at EY-Parthenon, argues that traditional 
ed-tech success measures must be updated to include metrics that assess impact (Seth Reynolds, 
personal communication, September 22, 2025). These might include alternative measures, including duty 
of care approaches (discussed below) and digital well-being indicators (OECD 2021b).

10 ESTABLISH COMPREHENSIVE REGULATORY FRAMEWORKS FOR 
EDUCATIONAL AI

I think if this technology goes wrong, it can go quite wrong. And we want to be vocal about that. We 
want to work with the government to prevent that from happening. 
— �Sam Altman, Chief Executive Officer, OpenAI, 2023

As AI becomes integrated into education systems, education experts, teachers, and at times students 
themselves advocate for regulatory frameworks ensuring that AI is implemented equitably, responsibly, 
ethically, and in educationally valid ways. Such frameworks would align AI governance with existing legal 
protections for student rights and privacy, allowing innovations to advance learning without undermining 
fundamental safeguards.

Countries have different governmental structures and legal systems, requiring flexible regulatory 
approaches. The following options offer both different examples of regulation as well as distinct 
implementation mechanisms that can be adapted to various contexts.

To establish comprehensive regulatory frameworks for educational AI, adopt a whole-of-government 
approach to educational AI.
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Governments can embrace a whole-of-government approach that coordinates AI policy across sectors, 
aligns multiple legislative frameworks, balances competing interests like innovation and regulation, and 
manages complex cross-sectoral issues (Miao and Holmes 2023).

This comprehensive strategy can involve establishing a national body to lead cross-sectoral coordination 
and align frameworks with existing legislation on data protection, Internet security, and citizen data 
security while assessing whether current regulations require adaptation for AI-specific issues. It balances 
regulation with innovation by promoting cooperation among companies, educational institutions, and 
public agencies to develop trustworthy models, encouraging open-source ecosystems for sharing 
computing resources and datasets, and fostering practical AI applications for public good.

This approach also establishes principles for assessing and categorizing AI efficacy, safety, and security 
before deployment and throughout system life cycles, using risk-based classification mechanisms similar 
to the European Union Artificial Intelligence Act (EU AI Act) that range from strict regulations banning 
unacceptable-risk applications to general regulations for lower-risk systems (EU Artificial Intelligence 
Act 2024). It mandates laws protecting users’ personal information and combating unlawful data storage, 
profiling, and sharing, while enforcing age limits for AI applications primarily designed for adults, which 
pose substantial risks to children including exposure to inappropriate content and manipulation (Miao and 
Holmes 2023, 20–21).

To establish comprehensive regulatory frameworks for educational AI, require regulation by design.

Governments can require technology products to meet safe and ethical design standards through 
regulation by design (RbD). RbD employs a more narrow focus than the whole-of-government approach 
mentioned above. It integrates regulatory objectives directly into technical design specifications rather 
than applying them through compliance checks (Mahari and Pataranutaporn 2025, 3). AI designers and 
developers comply by translating legal requirements into technical elements embedded in system code, 
pursuing goals that include promoting ethical AI use, student well-being, effective governance, accuracy, 
transparency, legal protections, autonomy, justice, safety, security, and explainability for developers, 
users, and society as a whole.

The European Union has pioneered RbD through the GDPR, resulting in technology companies doing 
business in the EU designing products with stronger embedded privacy protections. While RbD faces 
challenges including reduced individual autonomy, “consent fatigue,” and at times a lack of flexibility, 
for student-facing AI applications, RbD can transform AI systems into inherently safer platforms by 
shifting responsibility for safety directly to developers rather than to users (in the case of education, 
educators, students, or parents) (Prifti et al. 2024). Embedding protections reduces reliance on after-the-
fact enforcement mechanisms while transforming safety compliance from an external constraint into an 
intrinsic feature that can facilitate trust without impinging on innovation (Mahari and Pentland 2024).

To establish comprehensive regulatory frameworks for educational AI, enact comprehensive 
AI-specific legislation.

Governments can develop legislative frameworks that directly address AI to establish clear requirements 
and accountability mechanisms that are distinct from broader regulatory coordination or design-level 
interventions. The EU AI Act, mentioned previously and passed in 2024, provides a model of AI-specific 
legislation countries can adopt. The Act sorts AI applications into four risk levels–minimal, limited, high, 
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and unacceptable—with corresponding regulatory requirements. Under the EU AI Act, eight practices 
threatening safety and rights are prohibited, including harmful manipulation, social scoring, and 
unauthorized biometric recognition; furthermore, the act mandates conformity assessments for high-risk 
systems and establishes oversight mechanisms to enforce compliance (European Commission 2025). 
Such purpose-built legislation sets binding legal requirements from the outset instead of adapting existing 
laws designed for pre-AI technologies.

To establish comprehensive regulatory frameworks for educational AI, establish technical standards 
and independent auditing requirements.

Rather than relying solely on prescriptive legislation or design mandates, governments can develop 
minimum safety standards against which AI systems used in education are independently audited. In 
the U.S., the National Institute of Standards and Technology, a federal agency within the Department 
of Commerce that develops measurement, standards, and technology, could establish and oversee 
such audits.

To ensure compliance with auditing standards, the federal government could employ various mechanisms 
ranging from restrictive to incentive-based approaches, including prohibiting federal funding recipients 
from purchasing unaudited AI systems, requiring audits as a condition for federal funding, providing 
additional funding for districts that purchase audited systems, creating safe harbor legal protections 
for compliant educational AI tools, withholding funds from school districts experiencing problems with 
unaudited systems, or funding post-deployment audits (DiPaola et al. 2024, 5).

Each approach involves different trade-offs between enforcement of certainty and flexibility, but at a 
minimum, education authorities can ensure that schools and the regional and district jurisdictions in which 
they operate have access to audit standards, results, and information about their educational implications 
to support informed procurement decisions.

To establish comprehensive regulatory frameworks for educational AI, employ “duty of care” laws.

A “duty of care” represents a legal and ethical obligation requiring individuals or organizations such 
as schools to take reasonable steps to prevent foreseeable harm to students’ safety or well-being. 
Governments can impose duty of care laws on technology companies so that student-facing products 
are designed based on what is best for minors (defined as anyone under the age of 18) as opposed to 
what is best for the technology company (Bernstein 2025). When governments impose duty of care laws 
on technology companies, these mandates establish liability to ensure safety and exercise care in design 
implementation. For minors, this obligation specifically addresses preventing harms, including compulsive 
use, anxiety, depression, eating disorders, and predictable emotional harm (Bernstein 2023, 2025).

The UK pioneered this regulatory approach in 2020, asserting that technology companies had moral and 
legal responsibility in terms of how their products affected minors (Department for Science, Innovation 
and Technology et al. 2022; Haidt 2024). One example of an action incorporated under a duty of care 
framework involves technology companies setting privacy protections set to the highest default standards 
(Haidt 2024, 232–233). When applied to social media platforms, duty of care laws typically restrict data 
collection and use practices, mandate these default privacy protections, and prohibit algorithms that push 
harmful content to children.
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Duty of care frameworks are now expanding beyond social media and could be extended to AI 
companion platforms (Bernstein 2025). Several U.S. states have already begun such implementation. 
Vermont prohibits using personal data or designing products that result in predictable emotional harm or 
compulsive use (State of Vermont 2025). North Carolina goes further by imposing a duty of loyalty that 
specifically prevents AI bots from creating emotional dependence (Bernstein 2025).

To establish comprehensive regulatory frameworks for educational AI, update national data 
sovereignty laws to protect user data.

AI companies have exploited weak data protection laws in low- and middle-income countries, extracting 
valuable data resources while building trillion-dollar valuations (Dosunmu 2025). Concerned about one-
way flows of economic benefits to “hyperscalers”—companies that provide large-scale cloud computing, 
networking, and data store—Global South governments can follow the examples of India, Nigeria, Vietnam, 
and South Africa and update their data sovereignty laws to require local data storage and greater control 
before permitting AI deployments or data center construction (Dosunmu 2025).

Data sovereignty enables nations to protect their citizens’ privacy, ensure security, and foster local digital 
economies by controlling data generated within their borders. Unlike traditional AI solutions hosted on 
hyperscaler platforms under foreign jurisdictions like the U.S. Clarifying Lawful Overseas Use of Data 
(CLOUD) Act, sovereign AI keeps data within national borders for both storage and processing, eliminating 
exposure risks through shared services (Broadcom 2025). This approach facilitates compliance with 
frameworks like GDPR while enabling governments and education systems to select solutions matching 
their specific requirements (Letort and Linask-Goode 2025).

Miao and Holmes (2023) advocate for stronger national data ownership frameworks that regulate AI 
providers and prevent exclusive exploitation by tech companies, ensuring mutual benefit from citizen-
generated datasets used commercially. Supporting these data sovereignty principles, the Frequency 
platform offers an open-source infrastructure built on the Decentralized Social Networking Protocol, 
an open-source standard, which like HTML, is application agnostic. This platform enables all users to 
control their data through portable digital identities, prioritizing consent and eliminating platform lock-in 
(Frequency 2025; DSNP.org. 2025).

11 �PROCURE TECHNOLOGY THAT PROTECTS STUDENTS’ PRIVACY, SAFETY, 
AND SECURITY.

Large education systems wield significant influence over technology companies’ privacy practices through 
their substantial purchasing power. They can leverage this influence for student privacy, safety, and security 
by only purchasing platforms, tools, and systems that conform to data protection and privacy principles.

To protect privacy, safety, and security, use child-friendly procurement criteria.

Schools can use child-friendly criteria, like those described in Box 30, to make procurement decisions. 
Students can be empowered to support this procurement process. For example, within a school, a group 
of students might be trained to read vendor privacy summaries and flag concerns in plain language. 
These concerns can be assessed as the school makes final procurement decisions, ensuring student 
involvement in procurement due diligence.
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BOX 30

Child-friendly procurement criteria
A growing number of education organizations and safety experts, most notably the Learning Accelerator 
(2025), recommend that schools only purchase and use technology products that conform to the 
following guidelines: 

Technology products that apply privacy by default. Privacy by default ensures that the strictest 
privacy settings are automatically applied to users by default, requiring them to take action to reduce 
their privacy protection (Newman 2021).

Chatbot platforms that employ safety features. These controls direct AI on how to respond to a user 
and “receive notifications when the system detects their teen is in a moment of acute distress.” While 
far from perfect, such controls are an important step in ensuring student safety on online platforms 
(Hill 2025).

Tools that prevent data scraping and that charge a fee to or block AI systems from accessing school 
websites. Strict access controls and pricing can discourage or block AI “crawlers” from accessing 
student portals, learning management systems, or platforms with student-generated content. This 
gives institutions greater control over protecting student information from AI training datasets and 
alerts them when AI systems attempt to access student content (Allen and Newton 2025).

Tools with solid data encryption and security standards that ensure that only data necessary for the 
function of the platform are collected (Learning Accelerator 2025).

Tools with transparent data policies that outline how users’ personal data are collected, stored, shared, 
and deleted. This can include clear plans for how to address data breaches, ensure that data are kept 
no longer than needed for its intended purpose, and permanently delete student data when they are 
no longer needed (Learning Accelerator 2025).

Tools that allow schools to keep ownership of student or teacher data and to delete that data when 
appropriate (Learning Accelerator 2025).

Tools that continuously update privacy policies to identify areas for improvement and adjustments 
and to guide procurement. This can allow education systems to verify compliance with privacy and 
security standards and ensure that educational technology vendors maintain data privacy practices 
(Learning Accelerator 2025).

Guardrails that protect student data. Education systems can access open-source libraries that allow 
schools to easily add guardrails or technical controls to AI systems to protect student privacy, safety, 
and well-being. For example, Hugging Face’s Chatbot Guardrails Arena stress-tests LLMs and privacy 
guardrails to prevent sensitive data leaks. Nvidia built NeMo Guardrails, an open-source toolkit for 
adding programmable guardrails to LLM applications. Guardrails AI offers similar open-source func-
tionality. LangChain provides a guardrails library on Github that helps organizations quickly integrate 
guardrails into operations (McKinsey & Company 2024).
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To protect privacy, safety, and security, incentivize technology companies through certification to 
design products supporting the learning sciences and children’s well-being.

Education systems, governments, and families could all use their purchasing power to make child-
friendly certification of AI products meaningful. To do this, consumers need clear signals to identify 
which products are optimized for children and meet child-safety standards. This can be accomplished by 
certifying products as well as certifying product developers.

BOX 31

Product certifications
Product certification and criteria. Anyone purchasing AI products and tools for education can use 
some of the existing product certifications often run by nonprofits to guide their purchases. Consumers 
(families, education systems, governments) can consult certifications (often run by nonprofits) and 
criteria for AI products to help guide their choices. The table below includes a few examples of certifi-
cations, frameworks, guidelines, and criteria that can help schools purchase AI products that promote 
students’ safety and well-being.

ORGANIZATION FRAMEWORK NAME SAMPLE CRITERIA

Digital Promise
(Digital 
Promise 2025)

Responsibly 
Designed AI (product 
certification)

•	 Public privacy policy
•	 Public data security policy
•	 Documentation of bias mitigation processes
•	 AI-generated content is labeled
•	 Allows educators/users to override AI decisions

National 
Education 
Association
(NEA 2025)

Vetting AI Resources: 
A Guide for Educators

•	 Human-centered approach
•	 Evidence-based effectiveness
•	 Ethical and transparent practices
•	 Accessibility and equity
•	 Professional development and support
•	 Privacy, security, and accountability 

Imagine Learning
(Imagine 
Learning 2025)

Essential AI Tool 
Vetting Checklist 
for Educators

•	 Serves a legitimate instructional purpose
•	 Handles student data and privacy transparently 

and in compliance with regulations
•	 Is equitable and free from harmful bias
•	 Is accessible to all students
•	 Has support and oversight processes in place

Southern Regional 
Education Board
(Southern 
Regional 
Education 
Board 2025)

AI Tool Procurement, 
Implementation, and 
Evaluation Checklist

•	 Aligns with instructional goals and complements 
existing curriculum

•	 Intentionally mitigates biases
•	 Complies with best practices in security, ethics, 

and data use
•	 Allows human oversight
•	 Proven to be effective
•	 Is easily distributed and used



A New Direction for Students in an AI World: Prosper, Prepare, Protect 161

To protect privacy, safety, and security, adopt a no-regret approach.

“No regret” actions are strategic proactive decisions that yield risk management benefits regardless 
of how future scenarios unfold. Education systems can borrow this approach from other fields that 
have successfully employed it and implement pre-emptive measures to protect their technology and AI 
systems. The potential upside of “no regret” approaches is significant while their downside is minimal 
because they provide positive outcomes even when assumptions and fears do not materialize (Chorev and 
Predd 2025). One example of a “no regret” action is a comprehensive audit of every technology vendor 
and digital tool in an education system. Such action would reveal precisely what student data is collected, 
how it is used, stored, and accessed. Such an audit would identify potential safety vulnerabilities, enable 
informed decisionmaking, position schools for regulatory compliance, and respond more quickly to data 
breaches or cyberattacks because they are responding from a position of knowledge versus ignorance.

12 SUPPORT FAMILIES TO MANAGE CHILDREN’S AI USE AT HOME

Families, civil society organizations, and children themselves have an important role to play in helping 
children stay safe and healthy with their home technology use. At home, parents and caregivers face 
the double burden of having to help their children learn and grow in both the physical and virtual worlds. 
Many technology companies with student-facing products outsource a large share of the responsibility 
for keeping children and youth safe to busy families. Today, some of the most prominent ways in which 
caregivers are involved in the discussion on AI and children’s well-being is from parents whose children 
have been victims of online harm and abuse (Chatterjee 2025). In addition to technology companies 
making safe products and governments enforcing safety standards, as discussed above, others can 
play a role.

To manage children’s AI use at home, support students to inform families about AI use in schools.

Students themselves can communicate this information. For example, students may host quarterly forums 
with the school community that explain what tools are in use, what data flows where, and how to opt out of 
data sharing where possible. Education systems can prioritize this transparent sharing, including sending 
basic information home and integrating it into regular family-facing communication.

Researchers and foundations can help support new certifications where gaps exist. For example, the 
non-profit Common Sense Media’s assessment of AI tools could be expanded to serve more families 
and schools (Common Sense Media, n.d.).

Developer certification. Certifying products can be challenging when technology changes so rapidly. 
But one way to improve the design of AI tools is to help the developers better understand children’s 
learning. As one engineer in a technology company shared with researchers, “We know how technol-
ogy works, but we don’t know how kids work.” Technology companies that make products used by 
children can require that their developers and designers be trained on child development, the science 
of learning, and essential educational principles. Appropriate training can be developed in partnership 
with researchers, universities, and governments; where relevant training exists, it can be adapted for 
different use cases (LearnLab, n.d.). 
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To manage children’s AI use at home, provide families and children with safety information.

Civil society organizations and associations that interface with and support families and children can all 
play a role in sharing information on how to protect children from online harms. Groups such as parent 
networks, student groups, pediatrician associations, religious leaders, and sports teams with coaches all 
have a role to play. There are a wide range of family- and student-facing materials that include things like 
protecting children’s data, spotting deep fakes, avoiding cyber bullying and sexual exploitation, treating 
gaming and shopping addition, limiting exposure to violence and graphic content, and being aware of 
extortion tactics with AI (see Box 32).

To manage children’s AI use at home, limit screen time, including AI use.

BOX 32

Family-facing AI safety information
Examples of AI safety material for parents

Parents’ Ultimate Guide to Generative AI 
Common Sense Media explains how AI works, how teenagers are using it, and its key risks and bene-
fits; the guide offers parents practical advice for talking with children and youth and guiding safe use 
(Common Sense Media 2024).

The Safe AI for Children Alliance: A Comprehensive Guide to AI Risks to Children
The Safe AI for Children Alliance explains the various risks that AI poses to children—from exposure 
to harmful content, data exploitation, and online grooming to psychological effects, algorithmic bias, 
and long‑term existential threats—and presents a call for urgent action by parents, educators, policy-
makers, and society to protect and prepare the next generation (Safe AI for Children 2024).

A Guide to Cyber Safety for Kids at Every Age
The Singapore government provides parents with clear explanations and checklists of how to help 
keep children safe in an online world, including privacy settings, discussions to have with children, 
and behavior shifts parents themselves can make (Infocomm Media Development Authority 2025). 

Artificial Intelligence for Children: Toolkit
The World Economic Forum informs parents and guardians about key factors to consider when purchas-
ing AI-powered products to help them make safe and informed choices (World Economic Forum 2022).

AI and Education: A Guide for Parents
HP México explains how AI can enhance children’s learning through personalized interactive tools while 
emphasizing the crucial role of parents in balancing technology use with supervision and age‑appro-
priate guidance (HP 2025).
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Families and students can talk about screen time and the trade-offs that come with extensive screen 
time use such as in-person connection, exercise, and sleep. They can engage children in conversations 
to discuss why AI friends and LLMs are not actually children’s companions like their in-person friends. 
Together, caregivers and children can develop a plan for limiting screen time at home and review the 
content of children’s online interactions. And because parents and caregivers are children’s primary 
educator in life, parents and caregivers can model healthy, responsible technology use.

To manage children’s AI use at home, students can talk with peers.

Students can talk with their peers about what seem to be good and bad uses of AI. They can support each 
other in balancing real and online world time and interactions, as well as join student-led organizations and 
networks that focus on how to lead healthy and safe lives in an online world. Students can join existing 
youth advocacy groups or start their own if they cannot find one in their community.

Conclusion: Navigating the crossroads
The arc of AI is far from complete. As a relatively new technology, the speed and scale of its reach and 
effects are disorienting, hard to predict, and difficult to fully recognize—and we are all still learning about 
AI. None of us have all the answers right now.

And yet the stakes to get AI right for our children could not be higher.

As this report has emphasized we can already recognize AI’s potential benefits on children’s learning, but 
we also see its risks. Without deliberate interventions by all of us—technology companies, governments, 
educators, families, researchers, education leaders, and students—the potential harms of AI in education 
risk undercutting its benefits.

BOX 33

Student led, peer-to-peer AI discussion
Student Groups Addressing AI Safety

Design It For Us 2025 AI Policy Platform
Design It For Us is a youth-led organization that aims to ensure that artificial intelligence systems 
are developed and governed with safety, transparency, meaningful youth participation, educational 
preparedness, and human‑centered labor policies so that young people’s rights and well-being are 
protected in the AI era (Design It For Us 2025).

Youth in AI
Youth in AI is a youth‑led nonprofit based in Africa that empowers young people to become creators, 
researchers, and ethical leaders in AI by offering education, mentorship, innovation labs, and com-
munity building across more than 15 African countries (Youth in AI 2025).
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These risks emerge from human choices rather than technological inevitability. They stem from failing 
to view equity as requisite for quality, lacking guidelines for AI in education, excluding educators 
from product development, and prioritizing engagement over student well-being. Without immediate 
intervention, we risk creating students who trade deep understanding for surface efficiency, critical 
thinking for algorithmic dependence, human companionship for AI relationships, and creative problem-
solving for rapid task completion.

Our three-pillar framework—Prosper, Prepare, and Protect—ensures that AI promotes educational 
excellence, enriches rather than diminishes student learning, and maintains the human-centered focus 
critical to meaningful education. While discrete, these pillars are essential and interconnected, depending 
on collective action. As we’ve argued, education systems can implement thoughtful AI rollout plans 
aligned with educational objectives. Technology companies can develop ethical tools that support human 
relationships. Governments can establish flexible guidelines safeguarding student welfare and academic 
integrity. Families, educators, students, and civil society can model productive AI use while empowering 
active creation over passive consumption.

We are living in the age of AI. This is the world our children and their children will inhabit, and it will 
likely impact every facet of their lives. Through coordinated action and unwavering focus on children’s 
development, as we have argued here, we can ensure that this world remains one centered on the needs 
and aspirations of human beings not algorithms – amplifying rather than replacing human potential, 
serving rather than substituting for understanding, and preparing every generation to prosper and thrive 
with these powerful generative tools.
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ENDNOTES
1	 For example, rule-based systems follow 

predetermined logic, machine learning models 
identify patterns from data, and generative AI 
creates novel content through complex neural 
networks trained on large data sets (Bergmann 
2025). 

2	 Throughout the remainder of this report, the 
data presented (typically as percentages) 
refers to the proportion of participants within 
each group who mentioned each theme. 
To ensure equal weight was given to each 
person’s voice regardless of how frequently 
they raised particular concerns, percentages 
were calculated by dividing the number of 
participants who mentioned each theme 
(numerator) by the total number of participants 
in that group (denominator). This provides a 
measure of consensus within each stakeholder 
group rather than simply the volume of 
comments.

3	 A/B testing is a controlled randomized test that 
compares two versions of a digital product 
or service to determine which performs 
better. It involves splitting a live audience 
into two groups, with one group (the control) 
using version A and the other (the treatment) 
using version B. By measuring key metrics, 
technology companies can use data to make 
decisions about design changes, offers, or user 
experiences. 

4	 There does seem to be some flexibility in this 
principle that makes it more compatible with AI 
practices. For example, AI companies may be 
allowed to reuse personal data for purposes 
aligned with those originally communicated or 
for statistical purposes, assuming there are no 
“unacceptable risks for the data subject” (Sartor 
and Lagioia 2020). 

5	 The percent of the population to speak 
each language was calculated by dividing 
Ethnologue’s 2025 data on the number of 
speakers (native or second language) of each 
language by the United Nations Population 
Divisions’ 2025 estimate for total world 
population.
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ANNEX A:  
Example AI literacy frameworks  

AILit 
Framework

Digital 
Promise

China’s General 
AI Education 

Guide

Uruguay’s Marco 
referencial para la 
enseñanza de la 
inteligencia arti-
ficial (Reference 
Framework for 
Teaching AI)

Day 
of AI

Year 
Created 2025 2024 2025 2024 2021

Developers European Com-
mission (EC), 
Organization 
for Economic 
Co-operation 
and Development 
(OECD), Code.org, 
other experts

Digital Promise China’s Ministry 
of Education

Ceibal (digital 
education trans-
formation initiative 
in Uruguay)

MIT RAISE (Respon-
sible AI for Social 
Empowerment and 
Education)

Education 
Level

Primary and 
secondary educa-
tion settings

K-12 education (i.e., 
early childhood to 
the end of second-
ary school)

Primary and sec-
ondary schools

K-12 education K-12 education

Definition 
of AI 
Literacy

“The technical 
knowledge, durable 
skills, and future-
ready attitudes 
required to thrive 
in a world influ-
enced by AI. It 
enables learners 
to engage, create 
with, manage, and 
design AI, while 
critically evalu-
ating its benefits, 
risks, and ethical 
implications.”

“The knowledge 
and skills that 
enable people to 
critically under-
stand, evaluate, 
and use AI systems 
and tools to safely 
and effectively 
participate in an 
increasingly digi-
tal world.”

Builds off the 2020 
framework devel-
oped by Long 
& Magerko 

“A set of compe-
tencies that allows 
people to know and 
critically evaluate AI 
technologies, use AI 
tools, communicate 
and collaborate with 
AI, and also pro-
mote different ways 
of thinking that 
potentially allow 
creating with AI.” 

“Includes…the 
appropriate and 
productive use of 
AI, as well as…how 
AI-powered tech-
nologies operate 
and their applica-
tions…, drawbacks 
and possibilities 
of [AI], and inves-
tigations of its 
societal and ethical 
impacts…applica-
tions of AI and [how 
to] interact with it 
naturally…[and] how 
AI is relevant in stu-
dents’ lives beyond 
computer science 
classrooms.”
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AILit 
Framework

Digital 
Promise

China’s General 
AI Education 

Guide

Uruguay’s Marco 
referencial para la 
enseñanza de la 
inteligencia arti-
ficial (Reference 
Framework for 
Teaching AI)

Day 
of AI

Structure Domains of 
AI Literacy:

1) engaging with AI
2) creating with AI
3) managing AI
4) designing AI

AI Literacy 
Practices:

1) �algorithmic think-
ing, abstraction & 
decomposition

2) �data analysis 
& inference

3) �data privacy 
& security

4) �digital com-
munication & 
expression

5) �ethics & impact
6) �informa-

tion & mis/
disinformation

AI Education Goals: 

1) cognition
2) skills
3) thinking
4) values

Dimensions: 

1) what is AI?
2) �computa-

tional learning
3) �knowledge 

representation
4) �computational 

approach with AI
5) �use and 

social impact

Categories of Units:

1) �AI literacy 
foundations

2) AI applications
3) �going beyond 

AI literacy (data 
activism, creativ-
ity, programming)

Relevant 
Guardrails

This framework 
complements the 
EU’s 2022 ethical 
guidelines on the 
use of artificial 
intelligence (AI) and 
data in teaching 
and learning. These 
guidelines require 
that AI systems 
used in education 
must have human 
agency and over-
sight; transparency; 
diversity, non-dis-
crimination, and 
fairness; societal 
and environmen-
tal well-being; 
privacy and data 
governance; tech-
nical robustness 
and safety; and 
accountability.

Digital Promise 
recommends guide-
lines and policies 
that promote the 
responsible use 
of AI inside and 
outside school, 
and urge edu-
cators to ensure 
students’ personal 
data is protected 
and caregivers are 
communicated with 
about AI tool use 
at school.

China’s Ministry of 
Education suggests 
gradual progression 
of AI use, with lower 
grades exercising 
less use than higher 
grades. Primary 
level students are 
not allowed to use 
open-ended content 
generation tools 
without supervision. 
Teachers are pro-
hibited from relying 
on AI to answer stu-
dent questions or 
evaluate students. 
The MOE also 
require guardrails 
to protect personal 
data and ensure 
data security with AI 
tools in schools.

This framework 
does not promote 
specific, policy-ori-
ented guardrails, 
but it does encour-
age teacher-led 
implementation of 
AI Literacy lessons.

Outside of this 
framework, Uruguay 
has data protection 
laws and a national 
AI strategy that 
focus on mitigating 
risks, but they do 
not focus specifi-
cally on children or 
AI in education. 

While Day of AI’s 
curriculum itself 
doesn’t have guard-
rails built-in, the 
Day of AI organi-
zation will assist 
school leaders and 
regulators to create 
AI policies for 
their schools.
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AILit 
Framework

Digital 
Promise

China’s General 
AI Education 

Guide

Uruguay’s Marco 
referencial para la 
enseñanza de la 
inteligencia arti-
ficial (Reference 
Framework for 
Teaching AI)

Day 
of AI

Time with  
Tech

Balanced 
blend of AI and 
offline learning

While this frame-
work does include 
hands-on engage-
ment with AI tools, 
several of its 
lessons focus on 
foundational skills 
that can be imple-
mented without AI 
technologies.

Heavy emphasis on 
hands-on AI use

While the elements 
of this framework 
that focus on 
understanding and 
evaluating AI may 
not always require 
direct engagement 
with AI tools, the 
bulk of the com-
petencies and 
example lessons in 
this framework do 
involve hands-on 
interaction 
with AI tools.

Age-based pro-
gression of AI use

While China 
requires that stu-
dents, beginning 
at age 6, receive 
at least 8 hours 
of AI education 
a year, this guid-
ance indicates that 
students in lower 
grades should 
gain awareness of 
AI, while students 
in higher grades 
should move to 
using and creating 
AI through proj-
ect-based learning.

Lean toward 
hands-on AI use

While this frame-
work intentionally 
includes both 
conceptual and eth-
ical AI literacy with 
hands-on engage-
ment with AI tools, it 
promotes “learning 
by doing,” making 
hands-on use of AI 
tools a core compo-
nent of this model.

Balanced 
blend of AI and 
offline learning

While this frame-
work does include 
hands-on engage-
ment with AI tools, 
several of its 
lessons focus on 
foundational skills 
that can be imple-
mented without AI 
technologies.

Source (European Com-
mission and 
OECD 2025)

(Ruiz et al. 2024) (Australian Govern-
ment Department of 
Education 2025)

(Capdehourat 
et al. 2024)

(Day of AI 2025)

KEY THEMES ACROSS ALL FRAMEWORKS

While these six AI Literacy frameworks are all unique and structured differently, there are many things they 
have in common. All six frameworks:

1.	 Include a focus on understanding what AI is and how it works
2.	 Includes lessons on ethics in AI
3.	 Include hands-on use with AI tools (though the frequency and type of use differs by framework)

More detail on each framework can be found below:

The AILit Framework, currently in draft form and eliciting feedback, outlines four domains of AI Literacy: 
“Engaging with AI,” “Creating with AI,” “Managing AI,” and “Designing AI.” Each domain refers to how 
AI is used:
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•	 “Engaging with AI” involves using AI as a tool to access information
•	 “Creating with AI” involves collaborating with AI in creative or problem-solving processes
•	 “Managing AI” refers to using AI (selectively) as a tool to enhance human work
•	 “Designing AI” involves shaping how AI systems function

Ethical considerations are embedded across all four domains. For example, “Creating with AI” involves 
considerations around content ownership and attribution, while “Managing AI” involves assessing 
whether AI’s role aligns with a user’s goals and values. The AILit Framework emphasizes that AI literacy is 
comprised of knowledge, skills, and attitudes. Each of the framework’s 22 competencies, which extend 
across the four domains, is meant to grow and develop specific knowledge, skills, and attitudes of 
learners. The framework provides example primary and secondary lessons for each of its competencies.

Example lessons in the AILit Framework:

Domain: Creating with AI
Competency: Collaborate with generative AI 
systems to elicit feedback, refine results, and 
reflect on thought processes.
Knowledge: AI systems gather new data from 
interactions with users; decisions, processes, 
and outputs may be directly influenced by 
inputs in real time.
Skills: computational thinking, creativity
Attitudes: innovative, adaptable
Lesson (secondary grades): Use an AI coding 
assistant to fix errors and modify code for 
a video game, then reflect on how the tool 
affected the debugging process.

Domain: Managing AI
Competency: Decide whether to use AI 
systems based on the nature of the task.
Knowledge: (1) AI excels at pattern recognition 
and automation but lacks emotions, ethical 
reasoning, context, and originality. (2) 
Ethical AI design encompasses fairness, 
transparency, explainability, accountability, 
respect for privacy, and legal compliance.
Skills: problem solving, computational thinking
Attitudes: responsible, innovative
Lesson (primary grades): Consider everyday 
tasks (e.g., writing a birthday card) and assess 
when AI use is appropriate, considering 
the need for individuality, creativity, or 
human judgment.

The Digital Promise Framework defines three modes of engagement for AI literacy: understand, evaluate, 
and use. These are interconnected, demonstrating that engaging with AI in these three ways together 
leads to robust AI literacy. To understand AI, this framework suggests instruction on the history of AI, 
how it works, and how it’s being used. To evaluate AI, this framework emphasizes centering human 
judgement and justice, concepts that serve as baselines for how and why we should evaluate and be 
critical consumers of AI tools. To demonstrate students’ ability to understand and evaluate AI, this model 
describes 6 AI literacy practices:

•	 Algorithmic thinking, abstraction, & decomposition
•	 Data analysis & inference
•	 Data privacy & security
•	 Digital communication & expression
•	 Ethics & impact
•	 Information & mis/disinformation
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Digital Promise also outlines three different types of educational AI use: interact, create, and problem-
solve. For each use type, they provide examples of how students may apply the literacy practices.

Example applications of Digital Promise’s AI literacy practices:

Interacting with AI:
Algorithmic thinking, 
abstraction & decomposition� 
Understand how AI 
tools make automated 
recommendations and how to 
influence recommendations 
for specific goals.
Digital communication & 
expression
�Responsibly engage with 
and share AI-influenced or 
AI-created content online.

Creating with AI:
Ethics & impact
�Consider how your creation 
aligns to personal values/
ethics. Ensure appropriate 
and ethical application of 
synthetic content (e.g. citing 
appropriately, mitigating 
harm of deep fakes, etc.). 
Become aware of the 
impact of consumption of 
GenAI-created content on 
self, others, environment, 
and society.
Information & mis/
disinformation
�Identify mis/disinformation 
in synthesized outputs/
products. Evaluate whether 
you are perpetuating false 
information when creating 
(e.g. do not include mis/
disinformation in prompts).

Problem Solving With AI:
Data analysis & inference
�Evaluate the sources, 
contexts, and organization of 
data on which the algorithm 
is trained.
Data privacy & security
�Consider what personal 
identifiable information (PII) 
or sensitive data you are 
collecting in your approach 
to problem solving and 
how to protect user privacy 
and security.

China’s Ministry of Education issued an AI Education Guide for Primary and Secondary Schools. This 
guide defines four key areas of AI literacy: cognition, skills, thinking, and values. For each of these areas, 
the framework outside goals for primary, junior high, and senior high students.
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Example Goals 

Skills
Goal for primary students: Develop basic 
AI skills by using simple tools, visual 
programming, and practicing data handling.
Goal for junior high students: Apply AI to real-
world problems through project-based learning 
and building simple intelligent agents.
Goal for senior high students: Focus on 
innovative AI use by building simple models 
and creating interdisciplinary solutions with 
intelligent tools.

Values
Goal for primary students: Deepen 
ethical understanding by recognizing AI’s 
strategic role in innovation and evaluating 
misinformation risks in generative 
technologies.
Goal for junior high students: Deepen ethical 
awareness by recognizing AI’s strategic value 
and evaluating risks like misinformation in 
generative applications.
Goal for senior high students: Promote social 
responsibility by examining AI sovereignty 
within national tech strategies and balancing 
innovation with ethical risks.

Uruguay’s Reference Framework for Teaching Artificial Intelligence aims to build students’ AI literacy 
and computational thinking skills; encourage critical, creative, and ethical engagement with AI; and 
prepare students to understand, use, and create AI systems responsibly and thoughtfully. The framework 
outlines six core principles that should underpin all AI learning activities: equity, collaboration, creativity, 
autonomy, critical perspective, and active methodologies. Pedagogically, the framework is organized into 
five dimensions:

•	 What is AI? 
•	 Representation of knowledge
•	 Computational learning
•	 Computational approach with AI
•	 Ethical use and social impact

This model views AI literacy as a multidisciplinary topic, and encourages combining computing, ethics, 
and social sciences. It also encourages project-based learning, having students learn real examples of AI 
use and doing hands-on experimentation with AI tools.
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Example learning goals for each AI literacy dimension

Representation 
of knowledge
•	 Identify sensors and 

data sources
•	 Understand how data 

representation influences 
AI behavior

•	 Critically analyze 
AI outputs and 
potential errors

Computational 
approach with AI
•	 Identify real-world 

problems suitable for 
AI solutions

•	 Apply AI tools for 
analysis, prediction, or 
creative tasks

•	 Evaluate AI’s strengths 
and weaknesses

Ethical use and 
social impact
•	 Identify positive 

and negative social 
impacts of AI

•	 Recognize bias in data 
and algorithmic decisions

•	 Imagine future 
applications and discuss 
their societal implications

The Day of AI curriculum was developed at MIT in 2021 to prepare K–12 students to be successful, 
responsible, and engaged in an AI world. This curriculum provides free resources full of hands-on AI 
literacy lessons accompanied by professional development for teachers. The curriculum has been taught 
in all 50 U.S. states and over 110 countries. For example, in August 2025, Rwanda’s Ministry of Education 
and the Rwandan Education Board hosted a four-day national training for 150 master teachers on the Day 
of AI curriculum. This curriculum is organized by three themes: AI literacy foundations, AI applications, 
and going beyond AI literacy. For each theme, the curriculum provides units for students aged 4–7, 8–10, 
11–13, and 14+.

Example Units in the Day of AI Curriculum

AI literacy foundations
•	 AI for early elementary 

(ages 4–7)
•	 What is AI? (ages 8+)
•	 How do machines 

learn? (ages 8+)
•	 How do machines create? 

(ages 11+)
•	 AI and ethics materials 

(ages 11+)

AI applications
•	 Using AI for creativity 

(ages 4–7)
•	 AI and the creative 

arts (ages 8+)
•	 ChatGPT in schools 

(ages 11+)
•	 How do AI tools affect our 

rights? (ages 11+)
•	 AI legislation in schools: 

empowering young 
educators (ages 11+)

•	 Understanding AI in social 
media (ages 11+)

•	 The brain behind the 
bot: chatbots, bias, and 
productive uses of AI for 
kids (ages 12+)

Going beyond AI literacy
•	 AI programming courses 

with blocks (ages 8+)
•	 How are we quantified by 

AI? (ages 14+)
•	 AI programming courses 

with Python (ages 14+)
•	 Careers in AI (ages 14+)
•	 Making sense of our 

surroundings (ages 14+)
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ANNEX C:  
Research methods
This research is grounded in the concept of a premortem. A premortem is a strategic planning exercise 
that anticipates potential failures before implementing an innovation. Unlike a postmortem, which 
examines failure after occurrence, a premortem assumes failure has already occurred and works 
backward to identify the causes of failure (Burns and Winthrop 2025). Premortems have two main 
benefits: first, they reduce overconfidence, which emerges when teams with shared goals construct 
favorable narratives about their initiatives, creating a self-reinforcing cycle where contradictory 
information is dismissed and confidence becomes increasingly divorced from reality (Veinott et al. 2010). 
Secondly, premortems also eliminate social desirability bias by creating structured opportunities for honest 
critique, overcoming the natural reluctance to express skepticism about promised benefits (Science Direct 
2025). This dual function generates higher-quality information and more accurate risk assessments, 
ultimately enhancing innovation outcomes through more realistic evaluation processes (Klein 2021).

RESEARCH QUESTIONS

•	 What are the potential negative risks that generative AI poses to the education of children and youth? 
•	 Assuming these potential risks, what can we begin to do now to prevent them and maximize the 

potential benefits of AI?

METHODOLOGY

Our primary methods for investigating these research questions included: conducting a literature review, 
conducting qualitative research via focus groups and group interviews, and verifying our data through a 
Delphi Panel and education stakeholder consultations.

LITERATURE REVIEW

Guided by the two research questions and to better situate study participants’ experiences within a 
theoretical context, we conducted an extensive review of studies on AI in education published after 
November 2022. Given the nascent state of this field, the rapid pace of AI development, and the scarcity 
of experimental and longitudinal research, the review adopted a pragmatic approach, also incorporating 
preliminary findings and smaller-scale investigations, policy documents, essays, and case studies. 
Researchers also accessed news reports on AI in education, AI thought pieces from other disciplines, and 
essays by respected AI in education leaders. In total, we reviewed over 425 articles, using these insights 
to inform our analysis and findings.

INITIAL DATA COLLECTION

Focus groups (N = 72): This was conducted primarily with education experts—those working in the field 
of AI in education, university researchers, and those associated with governments, businesses, and 
NGOs. Within this report, they are referred to as “experts.”
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Focus groups were conducted over two sessions, with session one focused on the first research 
question (potential negative risks of AI) and session two focused on addressing these risks and 
harnessing benefits.

Group interviews (N = 226): Interviews were conducted with 117 teachers, 68 students, and 41 parents. 
Interview questions focused on four questions: AI’s uses in education, its benefits, its risks, and what to do 
about these risks. Interviews were one hour in length.

All data were coded and analyzed, and themes were developed using qualitative research software. 
Quotes from experts, teachers, parents, and students can be found throughout this report.

VERIFYING THE DATA

Delphi panel (N = 21): For questions that appeared to have no definitive answers—for example, questions 
around AI adoption, promoting agency, and rethinking the purpose of education in an AI world, we 
deployed a Delphi panel, a structured, anonymous, iterative approach that harnesses the collective 
wisdom of a group of experts. The observations of the Delphi panel are integrated throughout this report, 
particularly in Section VI.

Consultations (N = 232): We conducted consultations with a wide variety of stakeholders to inform 
each stage of the research process: getting feedback on the methodology, stress testing data collection 
instruments, surfacing gaps in preliminary findings, and final data analysis. The participants in these 
consultations ranged from high-level decisionmakers (including those on the task force steering 
committee) to funders and practitioners such as ed-tech leaders, nongovernmental organization 
representatives, child development specialists, learning scientists, and technologists. Included in these 
consultations were four task force meetings with steering committee members who engaged in guidance 
and feedback on the study from September 2024 to October 2025.

In total, our team engaged with 505 unique participants across the initial data collection and data 
verification phases. Some individuals took part in both phases, which is why the combined count 
exceeds 505.



A New Direction for Students in an AI World: Prosper, Prepare, Protect 218

COUNTRIES

The study was global in scope, and we drew on a wide range of literature available, primarily in English. 
Study participants—those participating in either focus groups, group interviews, the Delphi panel, or 
consultations—were from the 50 countries listed below:

1.	 Afghanistan

2.	 Albania

3.	 Australia

4.	 Brazil

5.	 Canada

6.	 Chile

7.	 China

8.	 Colombia

9.	 Denmark

10.	Ecuador

11.	 Egypt

12.	Estonia

13.	Finland

14.	France

15.	Germany

16.	Ghana

17.	 Greece

18.	Hong Kong

19.	Indonesia

20.	India

21.	Israel

22.	Italy

23.	Jordan

24.	Kenya

25.	Kingdom of Bahrain

26.	Malawi

27.	Malaysia

28.	Mexico

29.	Netherlands

30.	Nigeria

31.	Pakistan

32.	Paraguay

33.	Peru

34.	Portugal

35.	Romania

36.	Saudi Arabia

37.	Serbia

38.	Sierra Leone

39.	Singapore

40.	South Africa

41.	South Korea

42.	Spain

43.	Taiwan

44.	Thailand

45.	Tunisia

46.	United Arab Emirates

47.	United Kingdom

48.	United States

49.	Uruguay

50.	Zambia
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